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A Note on Internet Resources and Products Mentioned

Chapter contributors have drawn upon a wide range of information to develop and
support their work. This includes the use of resources available on the internet. Web
addresses (URLs) are found in many reference lists. These addresses were current at the
time contributors finalized their chapters. The dynamic nature of the internet means that,
unfortunately, some sources will not be found at the listed URL.

Some chapters also make reference to specific companies and their products. In
all instances, these references are provided purely for illustrative purposes. The inclusion
or omission of a specific company or product does not constitute an implicit or explicit

endorsement by the authors, editor, publisher, or the U.S. Department of Justice.
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Chapter One

THINKING ABOUT THE FUTURE OF PoOLICING!
Joseph A. Schafer

“The purpose of futures studies is not to know the future but to make better decisions
today.”

- Jerome C. Glenn

Introduction to the Futures Research Methodology Series, 1994

Anticipating the future is a challenging process. The very nature of forecasting
involves a certain risk of error. Consider weather forecasts. How often do you dress in
preparation for one type of weather, only to be ill-prepared for the actual conditions? We
carry an umbrella that we do not use. We wear shorts, when we need a parka. We wear
snowshoes, when we need sandals. The accuracy of weather predictions also tends to
diminish as they seek to look further into the future. On Monday the weekend forecast
looks gorgeous, so we plan a three-day weekend hoping to enjoy the weather, engage in
recreation, and catch up on yard work. In the end, we spend the weekend inside,

avoiding the undesirable conditions. It is common folklore to joke about the inaccuracy
of weather forecasts and meteorologist are the targets of much derision. In reality,
however, weather forecasts tend to be fairly accurate; we lose sight of this fact all too
often, focusing on their errors and mistakes.

Similar observations can be made about the subject of this book, forecasting the
future of issues influencing policing in 2020. Weather conditions are the result of a

complex mix of circumstances; a change in any one circumstance can modify our

I Thanks to Dr. William Tafoya for his helpful comments and ideas for further developing this chapter.
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expectations of future conditions. Analogously, the structure and practice of policing are
shaped by the complex convergence of social, economic, cultural, political, and legal
forces. The accuracy of forecasts and predictions made in 2000 were radically modified
by the 9/11 terrorist attacks. Many forecasts, predictions, and ideas discussed in this
volume will be correct; others will be wrong, either because unanticipated forces
emerged or because expected forces did not materialize in the expected manner. Further,
a proportion of the prediction errors made by the authors are inaccurate estimates of
timing, not of change. Some anticipated events may not occur by 2020, but they will
emerge at some point.

Having made these observations, why bother studying the future of a dynamic
enterprise such as policing? If error cannot be avoided, is the process of seeking to better
understand the future worth the effort? Authors who have contributed to this volume
would argue that studying the future is a worthwhile and vitally important process,
despite the risk of error. Although we know they involve a measure of inaccuracy, most
of us routinely observe the weather forecast in planning our activities and adornments.
Likewise, when properly prepared, forecasts for the future of policing will, more often
than not, lead us to take appropriate actions and make needed decisions. The issues
considered in this book have tremendous implications for the future of policing: the
problems agencies will confront; the communities they will serve; the personnel they will
employ; the structures and techniques they will use to police; and, the efficacy of police
interventions and efforts. These translate into matters that shape the future health and

safety of communities.
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This chapter provides a brief overview of the process of developing forecasts and
assessments of the future. Although limited in scope, this overview will help readers
understand how the authors developed their visions and forecasts of the future. With
some caution, I also discuss the barriers to futures thinking in policing. There are a
number of good reasons why police leaders and organizations have historically done a
poor job preparing for the future. At the same time, leaders may use these forces as a
“crutch” to legitimize inaction and inattention. Additionally, the chapter provides a short

review of the goals, vision, and content of the book.

STUDYING THE FUTURE

At the onset, it is important to note that studying the future is not merely a process
designed to forecast future events (the probable future). Futures research also seeks to
identify a range of events and circumstances that could occur (the possible) and to make
choices about events we hope will occur (the preferable). This book contains information
about all three forms of futures. First, authors seek to explain the range of events and
forces that might possibly influence the future of policing. Second, the authors seek to
explain those events and forces that seem most likely to emerge. Third, the authors
attempt to describe the opportunities the field of policing has to shape its own destiny.
As reflected in the Jerome Glenn quote at the beginning of the chapter, these latter
dimensions are important reasons for studying the future. Individuals and organizations
are not relegated to passively await the arrival of a pre-defined future; they have the

ability to identify the future they would like to see and to work toward bringing that vision
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to fruition. We know change is inevitable; rather than being resisted, Futurist believe
change should be embraced (Tatoya 2006).

The distinctions between possible, probable, and preferable futures are quite
important. These are not mutual exclusive categories?; futures research often seeks to
identify multiple futures within a given area of consideration (i.e., policing). What these
categories tell us is that we should not approach futures research solely with the intent of
understanding “what’s going to happen.” Futures research seeks to answer this important
question, but it also seeks to consider zow we can shape what is going to happen. This
provides us with a much more dynamic view of the future and our ability to shape its
direction. The future is not a static, pre-ordained state; there are many possible futures
(Masini 1993) and many ways in which police leaders can act to influence the future of
their organization and community.

The future always contains an element of uncertainty (Bell 1997); we can make
forecasts but we are never perfectly correct. We must not think of future studies as an
effort to accurately forecast what will be; rather, it is a process of considering what is
probable and examining the changes we should make to deal with those probabilities.
For example, George Burruss provides an excellent chapter on studying the future of
crime. He suggests that we should think not about what will happen, but what is likely to

occur and how confident we are in those forecasts. We should not lock ourselves into a

2 Alvin Toffler’s innovative book Third Wave (1980) uses the metaphor of ocean waves to explain the complexity of
forecasting the future. As one stands on the beach and watches the ocean, it is difficult to determine where and when
a given wave begins and ends. Waves overlap, merge, and separate; as one wave is receding back into the ocean,
another is crashing over its top and onto the beach. Future trends function in a similar manner, complicating the
task of forecasting. Different trends may overlap, converge, diverge, and work against each other. Trends are not
discrete; they are difficult to view in isolation. A wave that begins on the horizon may look very different when
it finally reaches the short. Likewise, the timing and nature of a trend we forecast for the future may look very
different upon its actual arrival (if it is not subsumed by some other trend).
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single response based on the assumption that our forecast is correct. Rather, we should
consider what is probable and what contingencies should be in place.

In the summer of 2005, would anyone have realistically forecast that on August
29, New Orleans would be the target of a devastating and deadly hurricane that would
compromise the community’s man-made protective systems? Such a detailed forecast
would be improbable before a specific storm threat was identified. In the aftermath of
Hurricane Katrina, however, we have heard about forecasts scientists have been making
for years. These forecasts and assessments suggested New Orleans was a highly vulnerable
metropolis and that its existing hurricane defense systems were insufficient to withstand
storms above a certain magnitude.

There are many parallels between the Hurricane Katrina experience and future
studies. Our objective should not be to forecast exactly where hurricanes will strike in a
given year. There are too many variables and too much randomization to make such
forecasts.3 Instead, our objective should be to identify vulnerable areas, to study systems
that will protect life and property, and to plan how various systems will react if a
hurricane threatens and affects a given region. Parallels can be drawn to future studies in
policing. If our objective is to forecast our future crime rate, budget, staffing level, or
resource demands, the likelihood of error increases the further we look into the future.

Instead, our focus should be three-fold. First, we should seek to understand the trends

3 Although our forecast accuracy, of course, improves as a developed storm nears land. As we compress the
future we seek to understand, our abilities are often enhanced because trends are more obvious and are less likely to
significantly change direction. It is harder to forecast the timing and nature of a wave viewed on the distant horizon;
accuracy is likely greater if the wave is close to shore. Ocean waves are the result of a complex mix of tides, ¢
urrents, natural influences, and human-made forces; some are visible to the naked eye standing on the beach, while
others occur under the surface of the water. Likewise, the future is the result of a complex mix of forces and factors.
Forecasts attempt to account for known and anticipated influences, but we are ultimately limited in our capacity
to assess the unknown, as well as the complexity of inter-relationships between forces (Tafoya 2006).
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and forces that could influence police officers, organizations, administration, and the
communities we serve. Second, we should attempt to determine which of these trends
and forces are more likely to occur. Doing this allows us to develop well-planned,
proactive responses, rather than waiting for the future to arrive and rushing to react to
circumstances and situations that we could have foreseen. Third, we should attempt to
identify the future we would like to bring to fruition. This is the pinnacle of futures
studies as it allows us to exercise control over our destiny. We certainly can err or fail
in our efforts to realize a preferred future. Such failure, however, can be considered
akin to the cliché that it is better to have loved and lost, than never to have loved at all.
It may be better to strive for a future that did not arrive, than to simply view the future

of policing as a force outside of our control.

BARRIERS TO FUTURES THINKING IN POLICING

Future studies seek to empower individuals and organizations. By considering
events that are likely to occur, proper planning can be undertaken to either avert a problem
or enhance responses. By seeking to direct the flow of the future (even on small dimensions),
preferable situations can be brought to life. Despite the many potential benefits
of futures thinking within policing, few police leaders or organizations routinely

engage in such undertakings.# Why do we note an absence of a future orientation in

4 This statement is predicated by noting that there is a distinction between planning for an
immediate pressing situation and truly planning for the future. Police departments are skilled at planning for the
problems associated with upcoming major events (for example, preparing the likelihood of large-scale celebrations in
the aftermath of a local professional or college sports team competing for a national title). Many also do a good
job preparing for general critical incidents. These efforts, however, are different than what is often considered to
be futures studies. The latter often has a longer horizon (looking 3 or more years into the future) and often seeks
to focus not on responses to specific events, but on responses to broader forces that may have a large-scale impact
on multiple dimensions of agency operation. Examples could include planning for emerging criminal
opportunities, dealing with anticipated staffing turnover, and exploring probable shifts in community composition.
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policing? In part, this is a function of a general failure of society to place importance
on such considerations. Perhaps it is human nature to focus more on today than
tomorrow. In addition, unique aspects of police organizations and environments
also passively discourage futures thinking.

Few police departments or police leaders have developed the ability or inclination
to conduct analysis of broad future issues and considerations. Policing has historically
been a reactive enterprise. Officers engage in some proactive work, however the bulk of
police efforts (particularly of patrol divisions, the “backbone” of an agency) are focused
on responding to citizen requests for services. When agencies do look into the future, it
is often focused on narrow analysis of specific issues in a short timeframe (1-3 years).
Policing at the state and local levels is heavily structured to meet reactive demands for
service. Personnel are allocated across space and time based upon past requests for
police interventions. Recent ideas such as community policing, problem-oriented policing,
and COMPSTAT (among other innovations) have attempted to move policing into a
proactive, analytic, prescriptive, future-oriented process. The extent to which fundamental
transformations have been achieved is debatable.

By and large, policing is still mired in the challenges of today, while carrying the
baggage of the past.” Police officers are conditioned to focus on the current demands for
their services; “the radio” dictates how officers spend any given day. Officers become
accustom to defining their obligation as the management of demands for their services

(most often received via 911 emergency lines) during the hours they are on duty.

5 This assessment was advanced by Dr. William Tafoya (FBI, ret.), founder of the Society of Police Futurist
International, in a 1983 paper delivered at the annual meetings of the Academy of Criminal Justice Science.
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Today’s problems are handled with an appreciation of micro-level history; what is the
officer’s prior experience with an individual, an area, or a particular problem.
Historically, officers are conditioned to do their job efficiently in order to be available for
the next call for service (Manning 1997; Reuss-lIanni 1983; Skolnick 1994). Although
ideas such as community policing encourage agencies to think proactively and to allow
officers to do their job with an eye for the (short-term) future (Trojanowicz, Kappeler
and Gaines 2002), the reality is that most agencies are still structured to maximize
efficiency in responding to emergency calls for service (see Maguire 2003).

On many levels, this orientation is rational and appropriate. As a society, we
expect the police to quickly respond to our requests for assistance (Bittner, 1990).
Although they represent a relatively modest proportion of calls to the police, true
emergencies requiring immediate response (i.e., crimes in progress, serious traffic
accidents, threats to public safety, etc.) are still prevalent and agencies need a capacity
to respond quickly and with sufficient personnel resources. Unfortunately, police chiefs
usually begin their careers as patrol officers and never fully abandon their proclivity to
focus on the immediate concerns of today. The political nature of policing forces police
chiefs and other police leaders to spend much of their energy focused on “putting out the
fires” associated with the crises of the day. Police leaders are rarely acculturated out of
their present orientation and they do not operate in a work environment that supports

such a shift.6

6 In defense of police leaders, they are pressured to meet the demands, requests, and expectations of political lead-
ers, the public, and the media. These demands tend to focus on the crisis/issue/concern of the day, further rationaliz-
ing that the job of a police leader is to fight the day’s fires. Members of the Society of Police Futurist International
and the Futures Working Group often have difficulty attending meetings and participating in conference calls. Their
employing organizations often envision their involvement with these groups as being far less important than their
immediate obligations to present concerns.
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POLICE FUTURISTS INTERNATIONAL

One of the challenges we confront in pursuing futures thinking in policing is that
the collective cultures of both western societies and police organizations rarely support a
futures orientation. Futures research only emerged as an organized field in mid-20th
century (Tafoya 2006) and its following in most parts of the world is modest. In 1982,
an effort emerged to create a cultural shift toward futures thinking in policing. Dr.
William Tafoya, then a Supervisory Special Agent with the Federal Bureau of
Investigation (FBI) began teaching an elective course on “Futuristics in Law
Enforcement.” The course was offered within the FBI’s National Academy, an
educational program for police leaders from around the world. Dr. Tafoya began to
cultivate a group of NA graduates and others interested in future applications in policing.
In the spring of 1991, his vision led to a week-long international symposium on the
topic, hosted by the FBI. Dr. Tafoya had long been an advocate of the need for a
professional society that could serve as a vehicle to introduce futures research in policing
environments, bring together like-minded individuals, and generate work products on
emerging and future trends in policing.

This vision came to life in the summer of 1991 when conference attendees
chartered the Society of Police Futurist International (PFI). PFI is an organization of
police practitioners, educators, researchers, private security specialists, members of
private industry, students, and others dedicated to improving social and criminal justice
through the professionalism of policing.” The primary tool PFI uses to advance police

professionalism is the development and application of futures research and the cultivation

7 http://www.policefuturists.org.
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of dialogue and knowledge about emerging and future trends. PFI works to build an
understanding of and appreciation for futures thinking in policing. Members share ideas,
produce knowledge, and advocate for the importance of a futures orientation within their

community and beyond.

THE CONTEXT OF THIS BOOK

This text is largely the result of PFI, including the Futures Working Group (FWG)
a collaborative project between PFI and the FBI. Most of the contributors to this project
are affiliated with PFI and many are also members of FWG. All are committed to
advancing professionalism in policing. This book represents an effort to create and
disseminate knowledge about the possible, probable, and preferable state of policing in
2020; chapters not only attempt to analyze this future, but many discuss the road to that
future. As the old saying goes, it is not just about the destination, but also the journey.
So it goes in studying the future of policing—what is important is not just thinking
about where we will be in 2020, but considering how we will arrive at that point.

Even in the academic community, the study of policing and criminal justice
futures is not always taken seriously. Most policing texts address futures issues in a few
pages, if at all. In reality, discussions tend to be more focused on contemporary issues
(drugs, gangs, community relations, extremist groups, and, more recently, terrorism)
rather than actual future concerns. When true futures considerations are seen, they
typically are relegated to a few pages and deal very generally with very predictable

topics (technology, population shifts, and personnel changes). In effect, authors focus on
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probable/possible futures, ignoring preferable futures. This is a critical failure of the
academic study of policing. Introductory policing and police administration texts have
the opportunity to plant the seed of alternative visions of the police in the minds of the

leaders of tomorrow; by and large, this opportunity is squandered.

THE CONTENT OF THIS BOOK

The balance of this book is a series of chapters that explore both the future of
society in 2020 and specific aspects of policing in 2020. The authors provide their
forecasts for how changes will directly and indirectly influence the way police agencies
operate. Our intent is to begin to fill the void of futures research noted in both
practitioner and academic literature on policing.

Consideration of policing in 2020 begins with three chapters studying broader
issues that all influence the structure and practice of policing. Carl Jensen and Bernard
Levin provide an overview of communities, culture, and social change that will shape
America by 2020. Such forces influence who polices, who is policed, and the social,
economic, political, and legal issues that define our nation’s culture. Thomas Cowper
considers emerging technologies that redefine how we live, how officers police, and the
problems they confront. His chapter discusses key concepts about the accelerating speed
of technical and social change. The importance of such matters cannot be overlooked;
one need only consider the rapid ways in which cellular telephones and MP3 players
have spread and redefined how we live in a matter of years. George Burruss considers

the future of crime. His discussion reinforces a central idea in futures research; the
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forces and factors pushing the direction of any particular issue are multiple and complex.
Caution must be used in placing too much faith in highly specific forecasts. Despite this
situation, futures research tools can help us to make sense of possible, probable, and
preferable futures, and to act accordingly.

The remaining eleven chapters all consider more focused aspects of police agencies
and operations in 2020. Susan Braunstein examines how technical and social changes
will continue to reshape the ways police communicate and share information with the
public. Her analysis is a good illustration of how trends can be changed by historical
events. Greater openness and transparency have been the hallmark of government
operations in recent years. At the time this book is being written, however, that trend
has been disrupted by efforts to combat terrorism and protect national interests.

James Conser and Gordon Frissora provide a broad look at the nature of police
operations and how they will change by 2020. There discussion builds on earlier
chapters by considering how patrol officers will be affected by technical and social
changes. These transformations have the potential to enhance officer safety and police
efficacy, while also complicating the crimes officers confront and the responses they
utilize. Alan Youngs provides a similar consideration in the realm of the investigations
function. He forecasts changes in criminal methods and how agencies will respond (or
fail to respond) to this changing criminal environment. If even some of these patrol and
investigations forecasts hold true, police officers in 2006 will be confronting very
different challenges with very different tools in 2020.

Since the 9/11 terror attacks, there has been considerable discussion and debate

over how police agencies can better utilize information and intelligence to both combat
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terrorism and more local crime problems. David Carter and Joseph Schafer review the
current state of law enforcement intelligence and describe its preferable future.
Intelligence is not solely focused on matters of terrorism and homeland security; a
well-structured intelligence function can also help agencies more effectively respond to
local and regional crime problems. Sean Varano, Jeffrey Cancino, James Glass, and
Roger Enrique discuss information management and analysis. They offer a number of
preferred futures assessments to which agencies should aspire to enhance how they use
available information. Recent decades have witnessed a clear trend toward the better use
of information within police agencies; a clear preferable future is to nurture this trend to
make policing more responsive, more information-driven, and more effective in responding
to a wide range of community and national concerns.

Alan Beckley presents a set of preferred futures for the future of emergency
planning. His perspective and experiences are deeply rooted in British efforts to improve
responses to critical incidents. Considering what is being done in the US and the UK,
along with what still needs to be accomplished, he illuminates a path toward more
creative and innovative ways to provide for the safety and security of our communities.
Edward Maguire and William King present an analysis of common changes we have
seen in the structure of police organizations, exploring their dissolution, growth, and
complexity. From this analysis, we can understand how various social forces can shift
the structure and organization of the American policing industry in a very different
direction. If their possible future becomes a reality, by 2020 we will be advancing in a

direction that will redefine how policing services are provided in many locales.
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One of the issues we see emerging from the book’s early chapters is that the
human side of policing is one of the areas in which change can be expected. This
applies not only to communities, offenders, and victims, but also to who polices and how
they are managed. Joseph Schafer and Sandy Boyd consider education and training for
police officers in 2020. They describe a preferable future for how agencies might use
technology to more effectively and efficiently train officers for the emerging complexities
of police work. Bernard Levin explores how agencies can more effectively manage
officers and better utilize their skills and abilities. His analysis illustrates why it is
crucial to identify and work toward preferable futures. The growing complexities of
policing and our world are making prevailing personnel management systems increasingly
troublesome. If management trends are not shifted in new directions, the abilities of the
police are likely to be compromised.

Michael Buerger presents a trend in policing that, in many ways, harkens back to
early policing systems. Using the notion of “third party policing,” Buerger illustrates
one way in which police agencies are adapting (and may continue to adapt) to new and
different pressures. Buerger identifies how the trend to have other individuals and agencies
assume responsibility for traditional police concerns may be more effective and rational.
Finally, Richard Myers presents a vision of the future of police organizations. He
forecasts a possible (and preferable?) future that would fundamentally redefine every
aspect of how police agencies are structured, supervise personnel, and perform their
duties. His chapter offers a very creative and provocative image of how the police may
have to redefine their operations in order to remain viable in an increasingly complex

world influenced by accelerating technological and social developments.
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CONCLUDING THOUGHTS

The objective of this text is the make an initial effort at expanding the dialogue
about policing futures. Readers will have to judge the extent to which chapters achieve
that objective. Some chapters discuss issues that are clearly on the horizon; these
matters already consume our attention and will continue to be the subject of debate and
action. Other chapters challenge readers to rethink very basic assumptions about police
organizations and the policing enterprise; they seek to push us from our normal ways of
visioning policing and demand that we question the validity of traditional assumptions.
Readers may not be persuaded by all of these arguments, but it is my hope that these ideas
are still of value if they encourage you to rethink your views in even a small way. Perhaps
the greatest benefit of undertaking futures studies is that it pushes us to see the world
and our possible future in novel, innovative, creative, and visionary ways (Tafoya 2006).

Policing has been widely criticized as being too reactive, failing to be self-reflex-
ive, and assuming that the status quo is ideal; there is a strong tendency to look at our
failures and short-comings as virtues and necessities.8 One of the greatest benefits of
futures thinking is not the outcome, but the benefits of the process. The act of undertaking
a consideration of the future pushes us to think differently, critically, and analytically; it
pushes us to question assumptions, expand horizons, and contemplate alternatives. In
the context of policing, futures analysis encourages us to overcome the analytical and

cognitive short-comings that have typified too much of this profession.® Certainly

8 Credit for this idea goes to a quote attributed to J.W. Gardner’s and published in a 1968 anthology of his speeches
and writings edited by Helen Rowan (No Easy Victories, New York, Harper & Row).

9 Thomas Cowper provided a lucid argument along these lines during a discussion in the winter of 2005. While the
words are largely mine, he deserves full credit for making this important point.
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advances have been realized since the 1960s. Police organizations and leaders of today
are far more open to examining the outcomes of prevailing practice. Nonetheless, more
improvements are needed. We have achieved a tentative willingness to consider policing
today; what remains to emerge is embracing the practice of working to understand and
shape policing tomorrow.

I believe this is one of the greatest assets of this book. The authors have done
the difficult task of engaging in an analysis of the future for their given topic. The
challenge for the reader is to use this text as a tool that can help challenge assumptions
and provide alternative visions of policing. While you may not agree with or be
convinced by some of what you read, it is my hope that your thinking will be
changed, your vision of policing expanded, and that you will develop an understanding
of the tremendous potential we have to make policing more efficient, effective,

and equitable.
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Chapter Two
THE WORLD OF 2020: DEMOGRAPHIC SHIFTS, CULTURAL CHANGE, AND SOCIAL CHALLENGE

Carl J. Jensen & Bernard H. Levin

EXECUTIVE SUMMARY

While predicting “the” future is best left to fortune tellers and soothsayers, trends and
forecasts provide the basis for many important decisions. The present chapter summarizes some
demographic and cultural trends that have been judged likely to emerge by the year 2020.!
Projected Demographic Trends

The number of elderly people in western societies will increase markedly. Implications
for the police include: increased calls for service for both real and perceived victimizations,
different types of crime, and a new potential class of perpetrators (e.g., senior criminals). It will
also provide opportunities, such as a new pool of police volunteers and employees as well as
“allies” with a great deal of wealth and political clout.

Native-born birth rates will likely remain low in developed countries. This suggests that
immigration from areas experiencing “youth bulges” (increasingly, Africa and the Middle East)
will be required to make up for the shortfall of workers. Because a good proportion of the
immigrant population will be young and poor, its members may find themselves overrepresented
in the criminal justice system, especially for those crimes requiring only rudimentary skills.
While the overwhelming majority of immigrants will be law abiding, obvious challenges for the

police include immigrant criminal gangs, closed and distrustful communities, imported ethnic

I The authors have used government sources, such as the U.S. Census Bureau and the National Intelligence
Council (NIC), to obtain forecasts. It is noted where other sources have been utilized.
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rivalries and feuds, different types of crime (e.g., human trafficking), and a lack of understanding
with regard to host country laws and customs. Less obviously perhaps, poverty and exclusion
breed anger, which may lead some to acts of extreme violence (see Sageman’s (2004) analysis
of the roots of the 9-11 attacks).
Possible Cultural Shifts

Globalization will continue as one of the most significant trends of the first part of the
215t century. This will have economic (e.g., the outsourcing of jobs and the emergence of new
world powers)? and social/cultural ramifications. The net-centric nature of the 215! century
will continue to force businesses to re-tool from large hierarchical structures to flexible, swift,
networked ones. As well, loyalties may be challenged when what is perceived to be good for
one’s country may not be good for one’s company. This may lead to significantly less support
for public governance, including the police.

Emerging industrial nations will demand a greater share of scarce resources, such as oil.
This can produce new types of crime (e.g., energy smuggling rings) as well as the need for new
police deployment strategies (e.g., parking police cruisers and depending more on ubiquitous
cameras, sensors, and computers). The cultural dominance of the West will be challenged
through globalization; new fads and cultural paradigms, spawned in the East and popularized
through the Internet, may take hold in the U.S.

The biggest change that the Information Age may bring about is the redefinition of
boundaries. The boundaries between criminal syndicates, terrorist groups, and gangs will

continue to disappear. Alliances between seemingly disparate and unrelated organizations should

2 The NIC asserts that two of the biggest “winners” over the next several years will be China and India.
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be expected. Physical boundaries will be replaced by electronic and philosophical ones as indi-
viduals discover new virtual communities. The Internet will also serve to empower individuals
or special interests, providing transparency on an almost unfathomable level.

Finally, the sheer volume of information that becomes available daily threatens possible
overload. The difficulty inherent in the Information Age for policing leaders will be separating
the wheat from the chaff: obtaining the information necessary to run agencies and protect the
citizenry.

Thriving in Chaos: Navigating the Information Age

With challenge comes opportunity and the Information Age will offer plenty of each.

* The obvious superiority of networks over hierarchies will increase. Agency heads
must constantly struggle to develop net-centric organizations (Cowper 2005) that shift
power to the front-line troops.

« At a time when “community” may be increasingly difficult to define, where the
potential for inter-group rivalry and conflict runs deep, the police may find themselves
more and more thrust into the role of “peacemaker.” Police managers should welcome
the opportunity to have every member of their organization exert this kind of leadership
and should encourage, train, and equip their personnel accordingly (see Anderson 1998).
» Transparency is a reality that will only increase. The police should recognize this and
use it to their advantage—for example, the Boston Police Department has started its own
blog, where it posts information and solicits input from its readers (BPDNews.com n.d.).
The world of 2020 will experience quantum levels of change on a weekly basis;
viability will depend upon constant learning. Education and alliances with colleges and
universities will pay multiple dividends.

* Immigration and shifting cultural paradigms will force police departments to develop
an international perspective. A significant function of the police in 2020 will consist

of coalition building: tying together disparate elements of increasingly complex
communities

* In a rapidly changing world, those who play catch-up ball will never catch up. Until
and unless policing moves from tactical to strategic visioning, its practitioners will never
develop the skills necessary to successfully traverse the 215t century.
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As a profession, policing has a choice: it can attempt to understand and prepare for the
future or it can remain more or less as it has, with perhaps a few new toys. One way offers hope,

the other leads to sure irrelevance. The preferred path forward seems obvious.

INTRODUCTION
[ confess that in 1901, I said to my brother Orville that man would not fly for fifty years. Ever
since, I have distrusted myself and avoided all predictions.
Wilbur Wright, 1908 (in Wells 1995)

Like Wilbur Wright, many Futurist refrain from predicting the future and instead talk
about “alternative” or “created” futures. This is due in no small part to the difficulty that arises
when one tries to divine order from a chaotic and complex universe (see Jensen 2001).

And yet, projections and forecasts are a part of everyday life and provide the basis for many

important decisions:

Population forecasts produced by the Census Bureau are used widely,
informing researchers, planners, legislators, and many others, on the
future course of population change. (Mulder 2002, 1)
In this section, the authors outline projected demographic changes as forecast by U.S.
government agencies.> These demographic trends, along with economic and cultural shifts, as
well as emerging technologies (see Cowper’s chapter elsewhere in this volume), have the

potential to significantly affect the world in which we live, the world we have to police. Some of

these projected trends include: a shrinking birth rate and increasing elderly “bulge” for developed

3 The major sources of information are the U.S. Census Bureau and the National Intelligence Council
(NIC), which describes itself as “a center of strategic thinking within the US Government, reporting to the
Director of National Intelligence (DNI) and providing the President and senior policymakers with analy-
sis of foreign policy issues that have been reviewed and coordinated throughout the Intelligence
Community” (National Intelligence Council 2005).
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countries, enhanced rates of immigration from poor to wealthy countries, a projected growing
economic gap between haves and have-nots, the continued importance of globalization
(increasingly influenced by non-western actors), the decrease in importance of the nation state,
and the redistribution of minority groups.

Most criminal justice texts produced in the United States exclude international trends and
tend to deal almost exclusively with what is expected to occur domestically; we think this is a
mistake. Globalization, ubiquitous communications, and staggering levels of immigration are
increasingly rendering physical boundaries obsolete. To that end, police managers who lack an
international perspective may find themselves overcome by situations and events for which they
are totally unprepared. As such, the present chapter will be a broad overview of what some
expect to unfold on the world stage and the manner it will affect policing by the year 2020.
While the authors suggest some trends they deem obvious or likely, readers are encouraged to
consume actively; that is, decide for themselves which trends will emerge and how they will

alter policing’s future.

DEMOGRAPHIC CHANGE
Population Trends

The Census Bureau is the governmental body within the United States entrusted with
formulating population projections. It conducted the first national-level census in 1790, when
marshals on horseback counted 3.9 million inhabitants. Prior to that, the British Crown had
attempted to keep track of its citizens in the new world (the earliest discovered census in the

Americas was conducted in the early 1600s in what was then the colony of Virginia)

4The Census Bureau draws a distinction between “forecasts” and “projections” (Mulder 2002). No such
distinction will be made in this chapter and the terms can be interpreted as interchangeable.
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(U.S. Census Bureau n.d.). Census projections are based primarily on three variables: projected
rates of mortality (death), projected rates of fertility (birth), and projected rates of migration.#
Each is an estimate based in part on historical trends as well as the analysts’ best guess of future
shifts (e.g., the increasing average life span in the United States is factored into mortality
estimates) (Mulder 2002).

Misestimating any of the three variables noted above can introduce error into population
projections. Of the three, immigration is the most susceptible to meddling from without: one
need only perform a cursory analysis of U.S. immigration policy over the last 100 years to see
how politics, economics, xenophobia, and other factors have combined in ways that have
undermined even the most elegant forecasts.> Fertility and mortality projections are generally
considered more accurate than those for immigration (Mulder 2002). This does not mean,
however, that they are perfect. For example, series forecasts in 1947 and 1949 severely
underestimated fertility rates, thereby not recognizing the beginnings of the post-World War 11
“baby boom” (Mulder 2002). Interactive effects can be seen as well: mis-estimating the Asian
and Hispanic immigration rate will affect fertility projections, given the higher average rates of
birth found in those groups. In spite of these shortcomings, the Census Bureau has made strides
in recent years in refining its techniques. Learning from past errors, analysts now believe that
their current projections more closely model “real life” (Mulder 2002).

Demographic Trends: Global
The National Intelligence Council (NIC) estimates that by the year 2020, the world

will be populated by some 7.8 billion people, up from 6.1 billion in the year 2000 (National

S See Briggs 2001; see also Mulder 2002 for empirical support that immigration projections have
historically been plagued with high rates of error.

36



Intelligence Council 2004). In spite of this increase in overall population, the rate of
growth will slow in developed nations and increase in those considered “developing”
(National Intelligence Council 2004). Fertility rates in developed countries are expected to
decline as well: those who enjoy affluence will choose to have few children. On the other
hand, expected increasing life spans among the wealthy, largely as a result of improved
health care, will offset a potential negative population trend. This will lead to an aging
population in western countries (that is, one in which the median age increases). While
this may be welcome news for those who are aging, it does not necessarily bode well for a
country’s economy. Among other things, there will be fewer workers available to support
greater numbers of retiree's.® These workers have to come from somewhere — since
birthrates in developed countries are falling, the only likely source of additional labor will
be found in immigrants, both legal and illegal, from overpopulated countries.” The Middle
East and Africa, with their high birthrates and lackluster economies, will likely take up the
slack, providing cheap, immigrant labor to the developed world (National Intelligence
Council 2004). Current projections hold that 95 percent of global population growth is
expected to occur in the more developed countries, with a large portion of the populace
living in “mega-cities”8 (e.g., New York, Los Angeles, Sau Paulo). By 2020, it is projected
that Mumbai (formerly Bombay), India will be the most populated city in the world, with

over 28,500,000 inhabitants (Burdett 2000).

60ne need only consider the brouhaha concerning projected Social Security shortfalls that are engulfing
debate in the United States at this writing (the spring of 2006).

TThe need for “live” labor will be offset to some degree in technologically advanced countries through the
increasing use of robotics and related technologies.

8 Defined as those cities with a population in excess of 10,000,000. The NIC projects that 400 million
people will live in mega-cities by the year 2020 (National Intelligence Council 2004).
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Some countries, notably India and Pakistan, are expected to have explosive growth rates.
Others may actually have decreases in overall population: in Africa, for example, countries ravaged
by AIDS will likely experience negative growth. As well, increasing mortality rates and
declining fertility rates will combine to decrease the populations of Russia and some other former

Soviet-bloc countries (National Intelligence Council 2000, 2004). With regard to other areas:

North America, Australia, and New Zealand (the traditional magnets
for migrants) will continue to have the highest rates of population
growth among the developed countries, with annual population growth
rates between 0.7 percent and 1.0 percent (National Intelligence
Council 2004, 19).
While populations in the developed world will age, other countries will experience

future youth bulges:?

Youth bulges are expected to be especially acute in most Middle Eastern
and West African countries until at least 2005-2010, and the effects will
linger long after (National Intelligence Council 2004, 81).

In addition, immigration, both legal and illegal, is expected to account for at least 15
percent of the population of more than fifty countries within the next several years (National
Intelligence Council 2000).

Demographic Trends: United States

According to the most recent Census projections, total population in the United States
is expected to reach 335.8 million by 2020. Currently, whites (excluding Hispanics) make
up approximately two-thirds of the U. S. population. By 2020, however, the white portion

of the population will decrease while that of African-Americans, Hispanics, and Asians

9A “bulge” is defined as a large increase in a particular cohort; hence, a country with a youth bulge would
be one in which the young population was unusually large.

38



will increase. The largest minority community in the United States will continue to be
Hispanic (see Figure 1). Mortality rates will decline as well. The projected average life
expectancy in the United States is seen in Figure 2. If these projections are correct, both males
and females will live on average seven years longer than they do today (although females will

continue to live longer than males).

Figure 1. U.S. Population Projections by Percentage.

[Created by authors using data from U. S. Census Bureau (2004a)].
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Figure 2. U.S. Projected Life Expectancy in Years.

[Created by authors using data from U. S. Census Bureau (2004a)].
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Table 1. Projected Population Change in the United States by Age and Sex: 2000-2020
(in thousands except as indicated).

Sex and Age 2000-2010 2010-2020
Numerical | % Change | Numerical | % Change
Change Change
Total
Total 26,811 9.5 26,869 8.7
0-4 2,208 11.5 1,506 7.0
5-19 479 0.8 4,146 6.7
20-44 369 0.4 4,189 4.0
45-64 18,573 29.7 2,641 33
65-84 3,326 10.8 13,243 38.8
85+ 1,856 43.5 1,145 18.7
Male
Total 13,404 9.7 13,278 8.7
0-4 1,116 11.4 769 7.0
5-19 169 0.5 2,082 6.6
20-44 438 0.8 2,234 4.2
45-64 9,121 30.0 1,464 3.7
65-84 1,857 14.1 6,267 41.6
85+ 702 56.7 462 23.8
Female
Total 13,407 9.3 13,591 8.6
0-4 1,092 11.6 737 7.0
5-19 310 1.0 2,064 6.8
20-44 -69 -0.1 1,955 3.8
45-64 9,451 29.5 1,177 2.8
65-84 1,469 8.4 6,975 36.6
85+ 1,154 38.1 684 16.4

Source: US Census Bureau (2004a)

By 2020, those over the age of 65 will make up 16.3 percent of the U.S. population;
in 2000, that figure was 12.4 percent. Expressed another way, the number of 65-84 year-olds
in the population will increase by almost 15 percent from 2000 to 2010; between 2010 and
2020, it will nearly double. The over 85 population will record significant growth as well,
increasing by 56.7 percent between 2000 and 2010 and by 23.8 percent between 2010 and

2020 (U. S. Census Bureau 2004a). By contrast, the native born U.S. youth/young adult
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demographic (5-44) will increase more slowly (see Table 1). Put simply, the U.S. is an
increasingly aging society, at least among its native born population. While birth and death
rates are relatively easy to forecast, the wild card in demographic projections is immigration.
That is because there are so many variables that affect the immigration rate (e.g., government
decision-making, law enforcement efforts). In order to deal with this, the Census Bureau
projects immigration figures in three series (low levels of immigration, middle levels of

immigration, high levels of immigration) (see Table 2).

Table 2. Projected Migration by Race and Hispanic Origin, 1999 to 2025
Migration to the U.S.A

Lowest Series Middle Series Highest Series
Race and Hispanic 1999 [2025 1999 2025 1999 2025
Origin
Total 1065 628 1236 1270 1435 2569
White 670 334 771 655 893 1280
Black 131 92 153 126 181 419
American Indian 8 4 9 8 10 15
Asian 256 198 304 411 351 855
Hispanic 455 170 530 364 620 740
White, Non-Hispanic 257 183 290 391 329 618
Black, Non-Hispanic 102 79 120 169 142 365
American Indian, Non- 2 1 2 3 2 6
Hispanic
Asian, Non-Hispanic 248 195 294 409 341 841

Source: U.S. Census Bureau (2002).

As noted previously, an aging population requires a workforce to support it. Birth
rates tend to be highest in the least developed nations. Those same nations tend to have high
mortality levels, low educational levels, “challenging” infrastructure quality and quantity,

low average family income, and formidable social instability. Thus, there is a strong tendency
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for such nations to have a low average age and high pressure to emigrate. At present we see

the “guest worker” phenomenon in old Europe as well as high rates of illegal Hispanic
immigration to the U.S. Given the reality of elderly and youth bulges, one cannot rule out
immigration to the United States at the highest levels, particularly from those regions wracked
by poverty and brimming with surplus youth (the Middle East and Africa) (National Intelligence

Council 2004).10

Levin (1998, 7-8) notes other projected trends with regard to the U.S.
population:

The number of persons per household is expected to decrease. While this
will likely occur across all ethnic groups, whites will have the fewest
residents per household followed respectively by African-Americans and
Hispanics.

The number of men and women living alone will continue to increase.

The number of households containing a married couple will decrease; this
will include households with and without children.

These numbers portend great potential changes for America. Numerous studies suggest that
living alone is less healthy than cohabitating (see Levin 1998).11 Fewer bonds also suggest

potential problems for communities (Putnam 2000).

10 1n fact, individuals in technical fields will increasingly remain in their native countries
while performing jobs throughout the world. Some readers may have already witnessed this
phenomenon (e.g., calling the “local” telephone company, only to find that the call is being answered in
another country). To that end, the proportion of immigrants occupying low-paying, low-skilled jobs will
likely increase.

11 Although one recent study has found evidence that cohabitating may be less healthy than
marriage; in the six months following the 9-11 attacks, New York City residents who were
married were less affected by Post Traumatic Stress Disorder (PTSD) than those who
cohabitated (Bonnano, Galea, Bucciarelli, & Vlahov 2006).
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Demographic Trends: Summary

On a global scale, it is expected that world population will increase between now and
2020; the rate of increase, however will slow from the current rate, primarily as a result of
disease in the third world and lower fertility rates in developed nations. In fact, many experts
believe that demographic changes in the next ten years will dramatically differ between first
and third world societies. In the former, native born populations will continue to age through
better medical care and improved diet and lifestyles. This, in turn, will necessitate an influx
of labor that may well be provided by regions experiencing youth bulges (e.g., the Middle
East and Africa). By and large, it is expected that richer countries will continue to prosper
while the poorer ones will fall deeper into poverty. The factionalism, war, and religious
and social strife that disproportionately afflicts the poorest countries will only exacerbate
this situation.

Trends in the United States will likely mirror those of the rest of the world: a) the native
born population will continue to age and, b) the white population as a percentage of the total
population will shrink while minority groups (African American, Hispanic, and Asian) will
increase. The U.S. may see immigration levels at an all-time high, in large part due to low
birth rates of the native population and the need to import labor to economically support the
burgeoning retired class. Hispanics will continue to be the largest minority group in the U.S.,
displacing other minority groups in some areas and increasing their already majority status
in others. The nature of the American household appears to be changing as well, with fewer
individuals populating homes, fewer children being born to affluent parents, and more single

mothers heading households.
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Economic Trends

Two forces that were supposed to unify the world are actually helping nations to splinter: The
Internet and the global economy.
(Baker, 1999, 1)

What is good for the country is good for General Motors, and what’s good for General Motors
is good for the country.

Charles E. Wilson, U.S. Secretary of Defense, 1952 (Lil-Abner.com n.d.)!2

Friedman (2000) notes that globalization!3 will likely be the most pervasive global
influence for the first part of the 218t century. The global economy will continue to profoundly
affect the manner in which individuals, companies, and nation-states do business. It must be
remembered, however, that in many endeavors where there are winners, there are also losers.
The winner in the next several years may be the global economy itself, which is projected to
grow to record proportions (National Intelligence Council 2004). If that is the case, the big
loser will likely be the nation-state.

Consider Wilson’s pronouncement cited above: it was once axiomatic that what was
good for an “American” company like General Motors was good for the U.S. Is that still the
case when General Motors automobiles are currently assembled in 32 countries worldwide
(General Motors n.d.)? The question, to be sure, has economic ramifications (e.g., balance
of trade, loss of domestic revenues through outsourcing). It has less obvious, non-economic

ramifications as well.

12 But see Al Capp’s famous take on the situation: “What’s good for General Bullmoose is good for the
U.S.A.” (Lil-Abner.com n.d.)

13 A comprehensive definition of globalization is beyond the scope of this chapter. One can
conceive of it as a globally-linked economy, with companies manufacturing and selling goods throughout
the world, operating freely across borders. See Friedman (2000) for an excellent
discussion of globalization and its potential ramifications.
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In the industrial age, strong, domestic industry served as the economic engine of the
country. It shaped both domestic and international policy through a natural symbiosis between
corporate and national governance. Globalization has changed that. An international economy
requires less national-level support; as well, individuals who found it easy to offer allegiance to
both their country and their company simultaneously may now find their loyalties torn when the
two conflict. In that instance, to whom will one offer primary allegiance, her company or her
country? This is not a trivial question; ultimately, the fate of nation-states as we understand
them may hang in the balance.

Nevertheless, things do not usually change overnight. It appears unlikely that a radical
transformation in the manner in which we govern ourselves will occur by the year 2020. Rather,
we are more likely to see realignment in the relative economic health of nations. Two countries
that are currently thriving and will likely challenge the economic dominance of the United

States and Western Europe by 2020 are China and India. According to the NIC:

The likely emergence of China and India, as well as others, as new major

global players — similar to the advent of a united Germany in the 19th

century and a powerful United States in the early 20th century — will

transform the geopolitical landscape, with impacts potentially as dramatic

as those in the previous two centuries (National Intelligence Council

2004, 9).
The implications of this extend beyond a mere redistribution of wealth between nations.
The NIC (2004) notes that developing nations will increasingly require resources to fuel
their industrial engines. This could result in “energy wars” in which the price of oil

spikes dramatically as emerging countries compete with established ones to obtain

Scarce resources.
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While the world in general is projected to prosper, benefits will likely not be evenly
distributed. As often happens, those countries with already robust economies, heavy investment
in emerging technologies, and superior education, will be the big winners. Those currently
struggling just to get by will likely fall further behind. Couple this gap with a shrinking global
middle class (National Intelligence Council 2004) and the aforementioned youth bulges in
the poorest countries, and a “perfect storm” of instability could result. Finally, the “face”
of globalization could change. While the West currently leads the way in styles, fads,
entertainment, and other social trends, China and India, with their massive populations,
will increasingly exert influence in these areas through their particularized desire for products
and services, delivered in a familiar way (National Intelligence Council 2004).

Economic Trends: Summary

It is expected that globalization, which some commentators have called the most
significant trend of the early 215t century, will continue to expand; however, given the rapidly
evolving strategic, economic, and political importance of countries such as India and China, it
is expected that globalization will no longer be dominated by western companies, tastes and
trends. Instead, Eastern influences will likely play a significant role in the global economy’s
look and feel. The influences of India and China will extend beyond setting trends. The
expected growth of their economies and consumer markets will produce a demand for raw
materials and energy, placing them in even greater competition with the West for these items.

As the global economy grows, it will likely not bestow rewards evenly. Even as the
rich get richer, some predict that the poor will get poorer (National Intelligence Council 2004),

opening up a chasm that is already wide. Finally, there may be a direct relationship between
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increasing globalization and the decline of the nation-state. As individuals increasingly become
“world employees,” their national identities may begin to suffer.
Blurring Boundaries

In addition to the mere numbers, there are other factors, most notably the Internet, that
foster allegiance to tribes, religions, and ethnic groups, often at the expense of loyalty to a host
country. As we approach 2020, the Internet and computing will become, for nearly all intents
and purposes, ubiquitous, at least in the developed world.14 Information, tailored specifically

for the end-user, will be readily available. Consider the effect this may have on our world:.

In addition to disseminating information, recruiting members, and
concentrating power, the emotional appeal of (Internet) messages may
stir fervor through the social dynamics of the cyber-sense of group...
Members of religious and ethnic groups can be united in cyberspace
regardless of where they happen to reside. Therefore, although the
Internet may make national boundaries less important, it may make
ethnic and religious divisions more pronounced and more important
to individuals (Jensen 2001, 924).

The year 2020 will likely witness the confluence of several factors. As previously
mentioned, in order to support the economies of aging societies (U.S., Europe) or those whose
population policies have put them at a disadvantage economically (e.g., China’s decision to
limit the number of children in a family), mostly young individuals from those parts of the
world with excess population (Middle East & Africa) will emigrate for mostly entry-level

work. Even though they will live outside their native countries, they can still be tied together

ethnically, tribally, and/or religiously. This happens both physically and virtually. Many cities,

14 To be sure, poverty and government control will limit Internet access in some areas. In spite of this,
initiatives are underway to improve worldwide connectivity (Spice 2004).
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large and small, have enclaves of immigrants (think Chinatown or Little Italy) where native
customs and language are preserved. Increasingly, the Internet will provide social support and
acceptance, much the way physical communities historically have. Assimilation becomes less
necessary if one can enjoy familiar surroundings in any location on the planet.

Geopolitical boundaries have been disappearing for some time (Levin 2004). That’s
true in both cyberspace, where people can now carry on meaningful relationships with folks
they’ve never met, and in the world of political divisions (consider the European Union).
This trend, spurred on by the Internet, will likely continue and expand. Historically,
geopolitical boundaries have limited social interaction. This has led to a certain amount
of intra-state homogeneity that is good for the consensus necessary for the survival of the
state. However, in a virtual world, interactions are no longer limited by physical proximity.
Regardless of what interest an individual may wish to pursue, he/she will no doubt find
many others with those same interests on the ‘Net. And it is quite likely that the same
dynamics that play out in physical groups (e.g., social facilitation, polarization, Groupthink)
will occur online as well.

The manner and extent to which cyber-induced behavior will manifest itself in the
physical world is unknown. However, consider the extent to which a relatively small number
of individuals with anti-social proclivities has altered our world: the 1993 bombing of the
Murrah Building in Oklahoma City, the assaults on various abortion clinics, the bombings of
mass transit in Madrid and London, the two World Trade Center bombings, and even the
Washington, D.C. sniper case remind us of the effect that a few highly motivated individuals
can have on our society. Sadly, many such individuals abound. What may have held many

of them in check over the years has been their inability to communicate across physical
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boundaries; that limitation has disappeared. Now, within a matter of seconds, anyone with a
grudge or grievance (and a computer) will find any number of allies to support “the cause.”

By definition, fringe groups perceive that the inadequacy of legitimate remedies compels them
to act so that right prevails. Our future will be full of such actors and events. While only a few
individuals or groups will likely generate mass destruction, many will create problems for law
enforcement and threats to civil society.

Recently, many were shocked by the fact that the London bombings (summer 2005)
were allegedly carried out by British citizens loyal to al Qaeda (Gardiner 2005). And yet,
this is entirely consistent with the “blurring boundaries” one can expect to find in the
Information Age. Unlike the Cold War, which pitted two political ideologies against each
other, the 215! century is rife with many different competing ideologies, often on different
planes. Politics becomes meshed with religion while economics affects each. Perhaps one
major social theme of the 215 century will be chaos. Unlike the nice, neat distinctions of the
last century, individuals will have the capacity to define themselves in many different ways,
making and breaking social networks as the need arises. There will be no shortage of ideas
and each will compete for our attention and support. Consider the following: some have esti-
mated that by the year 2010, the amounts of information in the world will double every 75
days (Robinson n.d.). Those seeking a new tribe or even just some suggestions on how to
“stir things up” will not have far to look.

As its name implies, the chaos model will not unfold neatly or uniformly. Kurzweil
(2001) notes that the rate of technological change is itself changing, speeding up in a

remarkable fashion:
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An analysis of the history of technology shows that technological change
is exponential, contrary to the common sense “intuitive linear” view. So
we won’t experience 100 years of progress in the 21st century — it will
be more like 20,000 years of progress (at today’s rate).

Technological change brings with it social and cultural change. Compare the world
of ten years ago to the world today. Try to imagine it ten years hence. Think of the manner
in which individuals communicate with loved ones, obtain news, or entertain themselves.
One small example: in ten years or so, newspapers might exist only as quaint artifacts.
People instead may obtain their news from a “media-scape” a totally hooked-in system
in which everyone participates. Using data mining, personal assistants might electronically
cull information for individuals from myriad sources, re-writing it in a style specifically
designed for the individual (see Museum of Media History n.d.)

Designer news will provide the recipient with only the news she wants to hear,
presented in the manner and tone she prefers. No longer will an individual have to bother
with opinions that diverge from her own. If all of this sounds slightly discomforting, it

Oth

should. Being around diversity is good. The 20*" century neighborhood, for all its

homogeneity usually had its characters and personalities, individuals we could not

help but encounter. New ideas challenge us, and that helps us grow. If the 215t

century
is going to be the designer century, we are going to have to work at finding sufficient

diversity. It will be most ironic if, at a time when access to information has never been

easier, we find ourselves saturated in fluff and starving in substance.
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CULTURAL CHANGE, SOCIAL CHALLENGE, AND THE POLICE

The trends noted above will produce cultural and social shifts. Some are just over the
horizon and will have significant implications for American policing. The authors have outlined
a few of the more interesting ones below.

Seniors

In the U.S., at least, the elderly will continue to be the most rapidly growing population
cohort, as the aging baby boom bubble moves along. This group will be quite similar to the
existing elderly: it will be the group most afraid of street crime, yet least likely to be victimized.
Instead, the types of crime most likely to victimize the elderly will continue to be “grifting” and
other frauds of various sorts (Jordan 2002). What will change somewhat are the details of the
offenses committed. The new class of seniors will bring with them acquired practices such as
use of computers, cell phones, and ATM/credit/debit cards, each providing numerous points of
vulnerability. Theft of social security checks, like theft of food stamps, will be supplanted by
virtual attacks such as identity theft, virtually-oriented frauds and swindles. Phishes, phreaks,
and hacks will go where the money can be found; increasingly, that will be the elderly, who
may find themselves targeted for crimes as sophisticated as theft of intellectual property and
as mundane as the fraudulent manipulation of automated roadway toll collection devices.

Fraud is not the only sort of crime that befalls the elderly. Increasingly, the police have
recognized the potential for physical abuse and neglect of seniors, by both institutions and
care-givers (Payne, Berg, and Toussaint 2001). The above suggests that many agencies may
consider establishing elderly victim task forces. Unlike their counterparts in the drug and gang

arenas, these groups will likely include a good number of non-sworn personnel, primarily those
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engaged in medical and social-help professions. As well, the elderly may represent a new
potential criminal class. Historically, their frequency of offending has been low with the
preferred offense being of the larceny-theft variety, primarily shoplifting (Jordan 2002). If

the past is prologue, we can expect this to continue. However, at least some have noted an
alarming increase in the amount of crime, including violent crime, being committed by the
elderly (Price 2000). Considering the fact that the senior population is expected to increase
dramatically by 2020 and that older people are living longer and healthier lives, could we
witness the emergence of an entirely new criminal class—one made up primarily of functional
but bored or disenfranchised octogenarians? The threat, at least, seems plausible.

And yet, the rise in the elderly population may be one of the brightest spots in the policing
universe for years to come. Yes, they will continue to be conned and grifted in greater numbers
than their younger counterparts; however, as many veteran police leaders understand, the older
segments of society tend to be the greatest friends the police have. It is likely a combination of
their fear of victimization and generally more positive attitude toward authority that drive these
feelings. Police leaders would be well advised to remember their friends; seniors provide a
ready source of volunteers for the astute chief or sheriff. Whether in the reserves or auxiliaries,
communications or intelligence bureaus, or in some other capacity, the elderly offer a lifetime of
experience and talent — in many cases, they are only waiting to be asked. It is important to
remember that seniors, and particularly males, are financially better off than stereotypes imply
(e.g., U.S. Census Bureau 2004b). Households in which the householder is over 55 years of age
are by far the wealthiest (U.S. Census Bureau 2005). Thus the elderly population may be a
significant source of funding for law enforcement not-for-profit foundations as well as a

significant source of political support. That is, if we bother to ask them.
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Young & Immigrant Populations: Melting Pot or Salad Bowl?

Politicians like to say that diversity is our greatest strength...That is B. S. Diversity simply is.
The core question is how do we extract its assets while minimizing its liabilities?

Ron Wakabayashi, Executive Director of the Los Angeles County Commission on Human
Relations, quoted in Booth (1998a).

The notion of America as a melting pot has its genesis in Israel Zangwill’s 1908 play
of the same name, when America was going through a heavy wave of immigration. Its
message was an optimistic one of assimilation: Those fortunate enough to reach the United
States would transform — linguistically, socially, and culturally — from their former selves
into “Americans” (Booth 1998b). Many now question whether that melting pot, if it ever
did truly exist, has become a “salad bowl,” an amalgam of different languages and cultures
where diversity, rather than assimilation, rules. The present section combines both immigrants
and the young because the two are intertwined. America now finds itself in another wave
of immigration. With an aging native population its status as a world leader depends upon
an influx of youth. Indeed, immigrant populations tend to be young and full of energy and
new ideas. Sometimes, that energy and the new ideas do not conform well to existing
social expectations.

If NIC population forecasts are correct, a large portion of the young male population
that will emerge in the U.S. in the next ten years will come from Africa and the Middle East.
This may mean several things. In the first place, traditional crime is not going to disappear.
While computer and white collar violations may continue to supplant more traditional activities,
in 2020 the police can expect to still be investigating burglaries, simple thefts, assaults, vice

crimes, and the like. As previously discussed, a good proportion of the immigrant population

will be young and poor. Since youth and poverty are criminogenic factors, it would not be
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surprising to see a fair number of immigrant violators. This, in turn, could feed into already-
existing stereotypes that immigrant communities are criminal communities.!S Should this
happen, a rise in ethnically motivated hate crimes may emerge, as happened in the United
States just after the 9-11 attacks.

To appreciate one possible consequence of this, consider Sageman’s (2004) analysis of
al Qaeda members — most were not poor, were married, had good educations, and had not been
engaged in radical religious activities. What seemed to tie many of them together was their
largely negative experiences in foreign countries where they had gone to find employment;
feeling marginzalized by the society at large, many had simply “drifted” into radical mosques.

Terrorism, of course, is not the only concern for police leadership. More traditional
policing problems associated with large levels of immigration may also rise to the fore. For

example, diverse communities occasionally do not interact well with one another:

A poll by the National Conference, a nonprofit organization that promotes
racial dialogue, found that minorities tend to share bitter feelings toward
whites, whom they call bigoted and bossy. But the national survey found
that minorities often harbored even harsher views of one another...Nearly
half of Latinos and 40 percent of African Americans agree that Asian
Americans are “unscrupulous, crafty and devious in business.” Only one
in four whites agrees with that statement. More than two out of three
Asian Americans and half of African Americans and whites believe
Latinos tend to “have bigger families than they are able to support.”
Meanwhile, Latinos are almost three times as likely as whites to believe
that blacks “aren’t capable of getting ahead” even if given the opportunity,
the poll found (Booth, 1998a).

I5 At least one study suggests that when poverty and other crime producing factors are taken into account,
immigrants are less rather than more likely to engage in criminal behavior than their native-born peers
(Martinez & Lee 2000).
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Tensions between groups already beset with animosity can lead to frequent, and violent,
confrontations; consider the widespread looting of Korean groceries by African-Americans in
Los Angeles following the Rodney King trial in 1992 (Chang n.d.)

Immigration provides obvious benefits; it often brings with it unwelcome elements as
well. For instance, MS-13 is an uncommonly violent gang, tailor made for a world of disappearing
boundaries, with members routinely moving from El Salvador to the U.S. and back. MS-13
was fostered by a period of violent instability in El Salvador in the 1980s, and now has spread
throughout Central America and the U.S. As strong as it appears to be, MS-13 will have a difficult
time remaining competitive when faced with successor immigrant waves. It has adapted well so
far, but will face challenges from increasing Asian, Middle Eastern and African groups.

In addition to more traditional crimes, immigrant communities may bring with them
different types of crime as well. For example, human trafficking/smuggling, well-entrenched
in many countries, is one of the fastest growing crimes in the world (U. S. Department of State
2005). By 2020, U.S. law enforcement agencies may find themselves providing personnel for
human trafficking task forces, much as they provide personnel to drug or terrorism task forces
today. In addition, immigrant groups likely have different notions of what constitutes “crime.”
Consider the many divergent cultural perspectives on proper relations within families—to what
extent will these perspectives conform to domestic violence laws in the United States? The
refrain “but officer, I didn’t know it was against the law,” generally disregarded by most in
policing, may reflect genuine confusion on the part of those whose cultural and ethnic values
are at great odds with the laws of the U.S. Finally, immigrants don’t represent just potential

perpetrators; they will no doubt become victims as well. Indeed, the police will likely face
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tremendous challenges gaining the trust of communities which historically (and usually for good
reason) have negative opinions of the police (Howell 2004). While many agencies have faced
these challenges with Hispanic communities, given the likely patterns of future immigration,
they will be facing it with African and Middle Eastern populations as well.

Compounding this problem—the native-born U.S. population often does not treat new
arrivals well. When the majority feels threatened by the minority, it often lashes out in a violent
and extra-legal fashion. The Ku Klux Klan provides an instructive example; in the 1920s, at
a time of unprecedented immigration, its numbers were estimated to be in the millions. In
addition to its historic hatred of African-Americans, it adopted a strong anti-Catholic and
anti-Semetic platform (Columbia Encyclopedia 2005). Lest one consider the Klan but an
historical blip, consider the sharp rise in ethnic hate crimes against Muslims and Arabs that
followed the 9-11 attacks (Federal Bureau of Investigation 2002).

On the other hand, challenges also offer opportunities. If the police are serious about
affecting future crime rates and shaping communities for the better, they should begin with the
most junior members of the population. It has been suggested that those children who are
“unwanted” are more likely than their peers to engage in criminal behavior (Jensen, Levin, and
Royster 2001). Reducing the “unwantedness quotient” among children already here (e.g.,
through the sponsorship of mentoring programs) or for those yet unborn (e.g., by promoting
programs that encourage sexual abstinence or, more controversially, those that promote birth
control) may prove to be the most effective and efficient crime prevention strategies for
future generations.

Whether one accepts the philosophy of “community policing” (however defined) or not,

policing is a people business. In spite of technological, cultural, and social change, it will
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remain a people business. The implication here is clear — the police have to interact with
the populace. Increasingly, this will be a populace that does not speak English and does not
understand (or share) Western cultures and values. The stakes of failing in this arena for the
police are enormous. This begs the question: What responsibility does a policing leader have
in tying a community together through non-policing means? Will homeland security increasingly
be defined as system stability rather than merely community protection (see Levin and Jensen
forthcoming)? These questions will become more, rather than less, complex as we enter into
the 21st century— and more, rather than less, important.
Blurring Boundaries and Globalization

The aforementioned MS-13 and other criminal organizations are evolving into
Information Age adversaries. No longer constrained by traditional physical boundaries
ethnically-based gangs and organized crime factions are springing up in places where their
presence would once have never been considered (see Insert 1). Gangs such as MS-13 are hardly
alone in their ability to traverse national boundaries. Much of the rest of organized crime is
now perceived as transnational in nature. The internationalization of the economy has fomented
parallel changes in the structure of crime. While traditional street crime remains and will
remain, the power of the internationalized economy and its effect on organized crime must not
be underestimated. This requires policing to expand its horizons and adopt the strategic view

that geopolitical borders are permeable to a wide range of malefactors.

Gang activity has traditionally been a function of immigration and
labor-migration patterns. Today, with those patterns changing -- with
unskilled jobs shifting from cities to rural regions, with sprawl pushing
suburbs and exurbs deeper into the countryside -- gangs are cropping
up in unexpected places: tiny counties and quaint villages, farming
communities and cookie-cutter developments, small towns and tourist
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resorts. In Toombs County, Ga., for instance, 10 Hispanic gangs roam

an area marked by cotton, tobacco and onion fields, according to Art

Villegas, who tracks gang activity there for the sheriff’s office.

The blue-collar jobs that do not require much training or fluency in

English are increasingly found in the countryside. Thanks in part to the

explosive growth of the fast-food industry and the huge agro-conglomerates

that service it, giant food factories now dot pastoral America. The plants

actively recruit south of the border and in poor Hispanic neighborhoods

on both coasts of the United States, drawing legions of immigrants to

places barely big enough to register on state maps.

Source: Brzezinski (2004)

Regardless of whether the concern is terrorism, trans-national gangs, or organized crime
(the boundaries among which will fade considerably), the police will be involved. The days when
oceans and physical borders protected America from both traditional and criminal armies have
passed. Gone, too, are the days when the enemy could be envisioned as a single, autonomous
structure, easily classified as “terrorist” or “gang-banger” (see Levin 2004). Recent media
reporting (disputed by some) alleges that members of al Qaeda met with members of MS-13 in
Honduras in 2004 to facilitate easy access for terrorists across the Mexican-American border
(Seper 2004). This may be incorrect in the short term; Futurist, however, concern themselves
with what could be. The Information Age will no doubt produce interesting, non-traditional, and
sometimes threatening alliances. Indeed, in many ways, the Information Age is all about the
making and breaking of temporary relationships as it suits one’s purpose.
The significance for law enforcement in these areas is immense. In the first place, new

threats require a heightened degree of sophistication and knowledge. In order to properly deal

with international threats, the police need to gain an international perspective. If one wants to

be successful in thwarting MS 13, knowledge of Salvadorian history and culture would be
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most helpful (as would a rudimentary Spanish speaking ability). Likewise, consider threats
from such diverse actors as Russian organized crime factions - an intelligence pipeline from
Russia on their activities in that country would be not just ideal, but absolutely necessary for
law enforcement. Some agencies recognize that, as with the criminals, boundaries for the
police are melting away. For example, the New York City Police Department currently has
detectives stationed in Tel Aviv, London, and Lyon, France. Their mission is to serve as an early
warning system for possible acts of terrorism in New York (Weissenstein 2003).

Most small agencies cannot afford such drastic measures; the good news is, they do
not have to. Today, the Internet provides an opportunity for officers from across the world to
access information and network with one another with little effort, easily and quickly sharing
information, ideas, and opinions (see Levin and Jensen 2005). Law enforcement also has to
get better at gathering, analyzing, and, most importantly, sharing information and intelligence.
In the wake of the 9-11 attacks, the International Association of Chiefs of Police created the
National Criminal Intelligence Sharing Plan.!® While this effort is a work in progress, it is a
good first step toward getting federal, state, and local law enforcement agencies on the right
foot, at least headed toward the Information Age.

This permeability will extend beyond physical boundaries; increasingly it will include
the dispersal of information. In some cases, this will work for the greater good—consider
the case of Jody Williams, who won the 1997 Nobel Peace Prize for her highly successful
efforts at ameliorating the damage caused by landmines. Of note, she was able to organize an

international constituency almost single-handedly, largely through her use of e-mail and the

16 http://it.ojp.gov/global
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Internet (Nobel Foundation n.d.). On the other hand, the motives of others may not be so pure.
Ubiquitous communications empower special interests, regardless of their intentions. Criminal
organizations, terrorist groups, lone wolf operators, and those with political agendas have
already used the Internet to their advantage and will continue to do so. Equally important, many
such groups and interests will emerge, often in breathtakingly short periods of time. Knowing
what is going on in any particular jurisdiction will be well beyond the reach of many current
police agencies, as long as they continue to operate using Industrial Age techniques. Sadly,
many police organizations have yet to enter the Information Age in any meaningful way. To
remain behind the information curve all but guarantees future irrelevance.

The globalized economy will offer potential challenges as well. If China and India
emerge as competitors to the United States and the predicted “energy wars” come about,
policing may be affected in any number of ways. To what extent can traditional patrol withstand
$8.00 per gallon gasoline costs? Police managers may find themselves forced to consider
different options, such as video cameras and the use of robotic devices to “patrol” their
jurisdictions. As well, such potential scarcity and its likely profit potential may well motivate
criminals to “go where the money is.” Serial energy theft rings may operate in 2020 much as
serial bank robbery gangs do today.

Another unintended consequence of globalization, and one that does not bode well
for community safety, concerns the predicted growing gap between the rich and the poor.
Unequal conditions provide ripe opportunities for the development of a wide-range of potential
adversaries, be they nation-states, terrorist elements, criminal syndicates, or large numbers of

desperate individuals. Should the police find themselves unable to adequately deal with threats
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(both real and perceived),!” those with sufficient resources will increasingly go elsewhere, the
most likely benefactor being the private policing sector. If the rich find themselves increasingly
relying on private police, how willing will they be to fund public law enforcement?

Finally, the “face” of globalization over the past several years has primarily been a
Western one, with heavy emphasis on American values and culture. With the rise of China
and India, that may well change. Most in policing already realize the need to understand the
culture of those who emigrate to America and appreciate that assimilation takes time (if it
occurs at all). Consider, however, that, in the Information Age, it may be culture itself, rather
than just individuals, that migrates. With little or no warning, whole new fads and cultural
paradigms, spawned in the East and popularized through the Internet, may take hold in the
U.S. Consider how that may affect communities and agencies. Indeed, those who think they
are “out of the woods” when it comes to understanding different cultures because they live in
areas with little or no immigration may be in for a rude awakening. Policing managers may
find the world around them changing very quickly in ways they don’t understand. And how

does one effectively police a population she does not understand?

THRIVING IN CHAOS

Do not go where the path may lead, go instead where there is no path and leave a trail.
Ralph Waldo Emerson (Emerson at Quotations Page n.d.)

For those feeling disheartened by some of the above, take solace. Readers are reminded

that the universe appears to be based on chaos. From it, order emerges. While it is impossible to

17 A multitude of studies shows that, despite falling crime rates, individuals’ fear of victimization remains
high; some researchers credit media saturation and lopsided reporting of sensational criminal events
with fueling this perception (Dorfman and Schiraldi 2001). Regardless of its cause, the police have to live
with the consequences.
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predict the future, certain trends appear likely enough to afford some comfort in forecasting
those skill sets that will provide advantage in the coming years.

Perhaps the most dominant theme of the Information Age is the superiority of networks
over hierarchies. This suggests several paths forward. To begin, good line officers are good
networkers. They have an in-depth knowledge of their communities and know who to call
when something needs to be accomplished. Yet, many are constrained by police bureaucracies
that are still firmly mired in the Industrial Age. The reason for this is largely structural. Law
enforcement agencies are political creatures and governance as it exists today rewards certain
behaviors over others. Some of the behaviors that continue to be rewarded in many law
enforcement agencies include: loyalty to the agency over loyalty to the mission, the acquisition
and protection of turf, and maintenance of the status quo. Add to this antiquated budgeting,
inflexibility, and punishing mistakes to a greater degree than rewarding innovation, and failure
is all but guaranteed in a fast-paced, post-industrial world. If size and strength mattered in the
Industrial Age (and they did), the coin of the realm for the future will be speed. How lithe are
most departments? To place it in the context of an athletic metaphor: perhaps the greatest
favor a chief or sheriff can do for his people is to act as an offensive tackle rather than as a
quarterback. In a world of fast-paced change and action, there will be no time for convoluted
stumbling around. The successful chief will be the one who sets a structure in place that
enhances chances for success (e.g., viable communications and IT systems), protects officers
(the true quarterbacks), and gets out of the way.

There are also networks that exist external to the department. At a time of unprecedented

immigration and where individuals can increasingly choose which tribe, nationality, or corporate
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entity they wish to belong to, a central role for any officer will be that of coalition builder.
At a time when “community” may be increasingly difficult to define, where the potential

for inter-group rivalry and conflict runs deep, the police may find themselves more and more
thrust into the role of “peacemaker.” Their efforts in this regard may, in fact, be the glue
that holds increasingly disparate communities together. Police managers should welcome the
opportunity to have every member of their organization exert this kind of leadership and should
encourage, train, and equip their personnel accordingly (see Anderson 1998).

One reality of the Information Age is increasing transparency. While most administrators
may associate this with events such as the Rodney King affair, it is in fact occurring
throughout all levels of society in a variety of ways. In his book The Transparent Society,
author David Brin argues that we will not turn back the information clock — today’s
technologies are too pervasive and too potentially beneficial to be abandoned. Instead, he
suggests that more rather than less information is the key to securing freedom. In his view,
the ultimate guarantor of freedom is the public, which can make informed decisions based on
the most complete information available (Brin 1998). Transparency can work to the advan-
tage of the police. In today’s world, the public has access to information in ways never
imagined; consider just one example, the weblog or blog. Many individuals regularly access
and post to blogs; they see them as a significant source of information and a way to
disseminate their views and ideas to a ready-made audience. Hoping to capitalize on this
phenomenon, the Boston Police Department has started its own blog, where it posts
information and solicits input from its readers.!® This two-way exchange of information is

potentially beneficial for both the public, which can better understand what the police do and

18 http://www.BPDNews.com.
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why they do it, and the police, who have “recruited” thousands of new eyes and ears. Indeed,
sharing responsibility for public safety is both as old as Peel (see Peel 1829) and as modern
as the recently
proposed Neighborhood Driven Policing model proffered by Levin and Myers (2005). If
Brin (1998) is correct, it will have special relevance in the Information Age.

Philosopher/longshoreman Eric Hoffer is quoted as saying “In a time of drastic change it
is the learners who inherit the future. The learned usually find themselves equipped to live in a
world that no longer exists” (Hoffer in Brainy Quote n.d.). One of the chief functions of a
member of a policing agency in the future will be that of lifetime learner. Perhaps the greatest
thing one can do to assist herself in learning about the world is to read, on a regular basis, one
quality periodical that has absolutely nothing to do with policing. Some of the best future ideas
in policing will likely come from disciplines that have nothing obviously to do with law
enforcement. Along these same lines, the administrator who does not align his agency with an
institution of higher learning is bypassing an excellent, and very often free, resource. Colleges
and universities are brimming with ideas, state-of-the-art technology, and a mission to help the
community. Many are also brimming with faculty who desire tenure and graduate students who
must complete theses and dissertations. Each can provide multiple benefits, especially at a time
when outcomes assessment and evidence-based practices are gaining greater salience.

Of equal importance at a time of unprecedented immigration and disappearing boundaries,
police leaders must develop an international perspective. The U.S. proclivity toward insularity
has no place in a global world. Indeed, what happens in Russia or China will increasingly

directly affect what happens in Duluth and Charlotte. Finally, in a rapidly changing world,
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those who play catch-up ball will never catch up. Once the public accepted Joe Friday rolling
up after a crime had been committed asking for “just the facts, ma’am.” Those days are over.
Today, whether it concerns the homicide rate in New York City or the next al Qaeda atrocity,
prevention is the name of the game. Preventing something implies a certain ability to foresee, or
at least think ahead. Given this climate, it is astounding that so little time and effort is spent in
policing trying to figure out what is coming next. Indeed, many law enforcement administrators
still seem content to solve yesterday’s problems tomorrow.

To be sure, entities such as the National Law Enforcement and Corrections
Technology Center (NLECTC) have attempted to integrate modern technology into policing.
And other groups, such as the Society of Police Futurist International (PFI) and the
PFI/FBI collaborative Futures Working Group have studied what may happen in the next
10 years or so.!9 However, until and unless policing moves from tactical to strategic visioning,
its practitioners will never develop the skills necessary to successfully traverse the 218t
century. Historically, most police organizations have not welcomed change with open arms.
To illustrate this, in preparing this chapter, the authors consulted an article written some
ten years ago by Levin and Broadfoot that provided guidance for future police administers
(Levin and Broadfoot 1996). Perhaps not surprisingly, many of their recommendations

mirror those in the present chapter.

CONCLUSION
Change is afoot. By even the most conservative estimates, the world in 2020 will look

much different than the world of today (see Figure 3). To be sure, technology will play a part. But

19 For more information on these groups, visit their homepages: Society of Police Futurist International
(http://www.policefuturists.org/) and Futures Working Group (http://www.fbi.gov/hq/td/fwg/workhome.htm).
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policing is a people business; that is unlikely to change. In this chapter, the authors have laid out a
few of the demographic, economic, and social changes they feel are likely to occur. It would be
presumptuous to attempt to forecast the future for a particular agency. Those in the agency are in a
much better position to do that. To that end, readers are strongly encouraged to look ahead rather
than behind. As a profession, policing has a choice: it can attempt to understand and prepare for
the future or it can remain more or less as it has, with perhaps a few new toys. One way offers

hope, the other leads to sure irrelevance. The preferred path forward seems obvious.

Figure 3. Trends and Challenges in 2020.

Trends Possible Challenges for the Police
Young, immigrant a) Organized crime/gangs
population b) Continuation of street crime
¢) Homo-ethnic crime: victims afraid to contact the
police
d) Proliferation of new  crimes (e.g., human

trafficking)

e) Rise of ethnic/religious crime (e.g., terrorism, ethnic
rivalries in immigrant communities)

f) Immigrants as victims: disenfranchisement and rise in
hate crimes

Senior population a) Rise in crime against the elderly

b) Emergence of elderly criminal class

c) Calls for service

Globalization (to include a) Less support for public governance (including the

rise of China & India) police)

b) Resource wars: sharp rise in the price of oil produces
1) new criminal opportunities, 2) need for re-
assessment of patrol/investigative strategies

¢) Rise of “Eastern” fads and cultural shifts—new types
of behaviors, including criminal ones

Blurring Boundaries a) Potential for many different “communities” within a
jurisdiction; less assimilation

b) Rise in power of special interests

¢) Strident “expressions” of community

d) Information overload
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Chapter Three
INFORMATION AGE TECHNOLOGY AND NETWORK CENTRIC POLICING

Thomas J. Cowper

EXECUTIVE SUMMARY

This chapter is an overview of the Information Age and how technology may
impact policing and the world within which policing will be conducted over the next 15
years. It examines the relationship people have with technology, considers technology’s
use by police as well as by criminals and terrorists, and discusses the impact that technology
will have on organizations, communities, and civil liberties. This chapter is not a prediction
of the future, nor an endorsement of any particular technology, technology application,
or police procedure enabled by them.

Studies show that information processing power has been increasing at an
exponential rate for many years and will continue even faster in the future. Given the
rapid rate of change in the coming years and the new capabilities and opportunities that
it will bring to policing it is important to remember that we cannot continue business as
usual. To be successful over the next fifteen years police must constantly adapt to
changing circumstances driven by new technologies and creatively explore better ways
of fulfilling their mission.

The trend toward smaller, faster, more capable computers is making it possible to
incorporate information processing into every aspect of our life, and the implications for
our world and policing in the future are quite significant. One result of these accelerating
changes is that we are beginning to see the emergence of a new organizational paradigm
called “network centric” or “net-centric” organizations. Made possible by today’s
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information technology, net-centric organizations are more nimble, flexible, and less
structured than the ponderous and rigidly structured bureaucratic creations of the
industrial era (see Myers’ chapter elsewhere in this volume).

Network centric policing is an Information Age concept that could improve
police operations through the extensive use of information technology, creating more
productive officers, faster police response, and better service to the community. It has
the potential to lead to less crime, fewer terrorist attacks, and more cost-effective
government. The corporate world and the military, as well as our criminal and
terrorist adversaries are moving toward or have already adopted similar decentralized
and self-synchronizing (i.e. — bottom-up coordination of group actions that eliminates
the requirement for direction from higher authority) models of organization. These
trends indicate that the police profession will need to make a similar paradigm shift

to Information Age operations in the ensuing 15 years.

INTRODUCTION

For better or worse human beings are a technological species. While recoiling
from science fiction creations such as Star Trek’s Borg and the part human, part machine
Robocop, the fact is that Homo sapiens have been creating and then adapting themselves
to technology for millennia. To a certain extent we are all cyborgs (Clark 2003, 115-142).
From the stone knives and bear skins of early cave dwellers to the prescription eye glasses
and Gore Tex we take completely for granted in the modern era, people have created,
and will continue to create, ever more capable tools that purposely expand human
capacity beyond their existing biological limits. The near future will bring with it some

amazing new technological devices and systems that will in many ways rival the decades
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old imaginings of Hollywood science fiction. Police officers today will need to get used
to that fact and prepare for it.

In the preface to their book The Information Age: An Anthology on Its Impacts
and Consequences, David Alberts and Daniel Papp write: “Complexity and change
are the two defining characteristics of the Information Age. Our successes as individuals,
families, organizations, communities, and societies will depend more than ever
upon our abilities to adapt, in near real-time, to deal with increasingly complex and
dynamic situations which will be characteristic of the Information Age” (Alberts and
Papp 1997, xvii). Policing in the Information Age presents a wide range of unique
challenges to both executives and street-level police officers to which we are not
presently adapting.

Despite our reluctance, however, things will continue to change. Tomorrow’s
policing world will be fundamentally different than the one we know today. Technology
has always generated profound changes in the way people live, culture, social norms,
business processes, organizational structures and government policies. Policing will
become more difficult in the next decade and a half, not less, and in order to understand
how we will need to operate with the tools available in the future, we must try to
envision how technology will have changed the world from the way it is today.

Technology also changes us; technology gives people new options for living,
working, and accomplishing tasks while altering the way we relate to one another and
our perceptions of the world. Some people perceive the changes wrought by technology
as bad or dangerous; some people embrace them as life saving and socially beneficial.

In our discussion of technology for policing it is important to recognize that the

technologies themselves are simply tools, neither inherently good nor bad. It is the
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application of technology by people within society that makes them good or bad,
beneficial or dangerous.

The most important component of the future of policing, therefore, is not technology.
Technology for law enforcement is only important within the context of how police officers
use it to do their job or how criminals use it to harm others. Technological tools will
continue to be critical in efforts to protect the public, identify and apprehend criminals
and terrorists, and investigate crimes. It will always be the way police officers use those
tools that will determine whether they are actually beneficial for society.

As we think about the use of technology by police officers in the future we need
to consider not just the tools they will use but the people behind those tools. We will
need to consider how police officers use them within their communities, both real and
virtual, what kind of training they will need to function effectively, safely and ethically
while using technology, and what effect new technology applications will have on both
public safety and civil liberties. We will also need to consider the appropriate educational
level of police officers using technology in the Information Age and how to further
educate police administrators so they are able to competently procure and manage
complex technological systems while providing ethical leadership and sound guidance
to the officers who will use them within our communities.

This chapter offers the law enforcement professional a glimpse of the technological
arena that will likely emerge before the year 2020. The actual technologies available to
us in the future and the applications, tactics and police procedures they provide, whether
good or bad are dependent upon the knowledge, skill, and ethical integrity of the
police officers who procure and use them — that, coupled with their commitment to

the preservation of Constitutional liberty for all people.
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A CHANGING WORLD

Before proceeding forward into the future of law enforcement it is necessary to

examine the past to observe and understand how technology has previously impacted

our world. It has been the key inventions throughout human history, along with their
creative applications, that have dramatically changed history’s course and lifted at
least some factions within the global population — those nations, cultures, and communities
able or willing to embrace the latest scientific and technological advances of the
era — to new levels of productivity and enlightenment. Change is a fact of human
existence and changes often foster conflicts between those willing to embrace change
and those more comfortable with life as it used to be. The most dramatic changes
have often spawned the sharpest conflicts. Indeed, the technological advances that
have fueled greater wealth and prosperity have also created new and more effective
ways for people to force the changes they prefer upon those who oppose them. In
many cases, the police have been at the center of these conflicts.

Edward Cornish, president of the World Future Society, describes three distinct
technological revolutions responsible for human transformation. The Agricultural
Revolution was enabled by the tools created for farming and allowed more people to
survive and prosper from the land through increased human productivity. The Industrial
Revolution was characterized by the invention of engines — steam, internal combustion,
and turbine — that allowed people to mechanize their productive capacity and create
new and greater forms of power beyond that derived from human or animal muscle.
What Cornish calls the Cybernetic Revolution rose from the invention of the computer
and the increased flow of information that boosts our productive capacity and the speed

at which goods, services, and finances are distributed (Cornish 2004, 14-20).

75



It is this flow of information, or the limitations on the flow, that Douglas S.
Robertson suggests is central to human progress. He writes of three distinct human
inventions of the past that had very similar revolutionary effects on the human species.
Like the invention of the computer, the inventions at distinct times in our past of
language, writing, and printing each fostered an explosion of information, decreasing
the effort and cost necessary for its production, storage, and distribution (Robertson
1998, 8-14). It is not without significance that these inventions also coincided with
times of great social change and conflict.

There is no indication that this continuing expansion of human capabilities,
particularly our ability to produce, store and distribute information, is going to end,
or even remain constant in the future. To the contrary, it appears that many, if not all
of the areas of human biological capacity that are dependant upon or enhanced by
technology will advance at ever-increasing rates. In a research paper for the US
Army titled Human Performance Enhancement in 2032: A Scenario for Military
Planners, John Smart, the president of the Accelerating Studies Foundation, said
“Like thermodynamics, another kind of ‘statistical’ law of nature, developmental
infodynamics predicts that the leading edge of Earth’s intelligent systems always
figure out how to use less Matter, Energy, Space and Time (so-called “MEST
compression”) to do computing. Because of this fundamental trend, the acceleration
never stops, and they never run into limits to growth” (Smart 2005). In other words,
Smart concludes that the inherent human capability to process information is

accelerating and has no limit.
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Futurist and entrepreneur Ray Kurzweil began studying technology induced
changes as part of his own technology development process. In a speech describing
his first major invention he said — “I realized that my project had to make sense when I
finished the project, not when I began it, and invariably the world was a different place
when we got the project done three or four years later” (Kurzweil 2004). Kurzweil
recognized that in a time of rapid change the most successful businesses would not be
those with the best product ideas but those that could create products useful to the world
at the time they were ready for sale. It is important to heed Kurzweil’s counsel when
conceptualizing what policing might look like in fifteen years.

Kurzweil’s subsequent and detailed research shows that the rate of change is
itself changing, in fact accelerating. His Law of Accelerating Returns shows that
information processing power has been increasing at an exponential rate for over one
hundred years. Moore’s Law! is only one example in the long line of exponential
growth in information processing power that actually goes back many decades, if not
centuries. Computing based upon integrated circuits is but the latest design paradigm
for information processing. Technologies designed to enhance processing power
began with the electro-mechanical calculating devices of the late 1800’s, evolved into
relay-based machines of the WWII era, grew with massive vacuum tube computers of
the 1940s and 1950s, onward to the transistors used in the early space program. Figure 1

plots the increase in computer processing speed per $1000 over the 20th Century time

1 In 1965 Gordon Moore, co-founder of Intel, noted the number of transistors per square inch on
integrated circuits had doubled every year since that technology was invented. Moore predicted this trend
would continue for the foreseeable future. In subsequent years, the pace slowed down a bit, but data
density has doubled approximately every 18 months. This is the current definition of Moore’s Law,
which Moore himself has blessed. Most experts, including Moore himself, expect Moore’s Law to
hold for at least another two decades. http://www.webopedia.com/TERM/M/Moores Law.html (accessed
January 23, 2005).

77



frame. A straight line on this logarithmic scale would indicate exponential growth
but the curved line indicates that the increase was not simply exponential but a double
exponential, or as Kurzweil puts it “...there’s exponential growth in the rate of exponential
growth” (Kurzweil 2001).

Figure 1. Moore’s Law - The Fifth Paradigm
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This concept is important to our examination of technology and policing.
Computers and their information processing power are central factors in today’s rate

of overall technological growth and will dramatically affect the technologies that
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will be available in 2020. Computers will be much faster than they are today, with
equal or greater advances in data storage capacity, data transfer rates (both wired
and wireless), and miniaturization. These factors will foster many new technology
applications that will be seamlessly integrated into every facet of life.

Given the rapid rate of change we can expect over the next 15 years and the
new capabilities and opportunities that it will bring to policing, business as usual is
not an option. More powerful computers do not simply allow us to do what we’ve
always done faster; more powerful computers allow us to do things we never thought
possible. New digital radio systems are not just fancier (and more expensive)
push-to-talk radios. New digital radio systems offer police departments and their
officers entirely new opportunities to share information whenever and wherever
it is needed. Therefore, investments in new technology, without serious and
comprehensive thinking about how the new technology will be used to conduct
policing, will be a waste of time and taxpayer money, failing to provide the security
and liberty many citizens expect and deserve in the face of modern criminal and

terror networks.

A DIGITAL WORLD

The accelerating trend toward smaller, faster, more capable computers is now
making it possible to incorporate information processing into every aspect of our
life. The implications of that possibility for policing over the next fifteen years are
staggering. There are a number of technologies emerging today that leverage digital

information in ways that could greatly improve law enforcement.
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Radio Frequency Identification (RFID) chips are very small information
technology devices that are attached or embedded into anything that needs to be
tracked or identified. Programmed with a wide variety of information and containing
their own radio antenna, RFID chips connect identifying information to their
associated objects. They are passive in that they only transmit their information
when activated by a separate scanning device that can read the information over short
distances, in most cases only three or four meters. As small as a grain of sand in
some models and very inexpensive, RFID chips are rapidly replacing the common
barcode stamp as a means of identifying a product or package. Because the chips
can be extremely small and still hold a great deal of digital data they can be
incorporated into practically every manufactured item. Eventually, every thing on
the planet could have its own unique RFID identifier and database of information.

The ability for businesses to know exactly where and how many of each item
they have in inventory will save billions of dollars per year while increasing efficiency
and cutting down on employee theft. These benefits should translate into savings for
consumers as these added costs are eliminated from the business cycle. RFID chips
however, have much wider application than just inventory control and business
efficiency (McCullagh 2003). Already they are being used for such purposes as
security access cards for building entry, automated toll readers for controlled access
highways, and implants in livestock to track meat production and monitor disease
outbreaks. In many new automobiles they help thwart theft by preventing a car
from starting without the proper code from the RFID chip embedded in its authorized

ignition key.
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One of the latest RFID applications to emerge has been their implantation into
humans for security, medical and other identification purposes. People with an
implanted RFID chip would have their medical data accessible to medical personnel
even when unconscious or incapacitated. Implanted chips that contain building
authorization information would allow people access to secure areas without
carrying a separate ID card for that purpose — their identification is contained on
the implanted chip which can be read by an electronic scanner at the building
access point. Gun manufacturers are considering RFID chips embedded in police
handguns that would be linked with another RFID chip embedded ring or in a
wristband worn by officers. Only individuals with the appropriate authorization
programmed into their RFID chip would be able to cause a weapon to fire, greatly
increasing officer safety. Implanting the associated RFID chip directly in the
officer’s hand or arm would eliminate the need to wear an external device,
potentially making the system even safer.

But the emerging digital world goes much farther than passive RFID devices
which simply store data. There are a host of other computing devices being created
that will further digitize our world, ultimately forming intelligent environments that
will sense and respond to changing circumstances and be fully interactive. A wide
variety of sensors including cameras of all shapes, sizes, and capabilities will provide
information about localized environmental conditions, the security status at sensitive
installations, and human activity on a city street, among other applications (Brin
1998, 285-287). Sometimes referred to as “smart dust” because of their small size,

these sensors and cameras may eventually blanket entire communities or regions, pro-
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viding a wide range of information necessary to greatly improve crime prevention and
homeland security efforts.

It is likely that by the year 2020, every person, every automobile, every television
set, every piece of lumber in our homes, and every brick in our office buildings could
have a digital component — an RFID chip or digital sensor. Accenture Technology Labs
Chief Scientist Glover Ferguson said “If you boil it all down, there are two things
that every object on the planet shares. One is identity; the other is location. Sensors
are all about using that information better, but there is more you can learn from them.
Knowing the state of an environment, or even particular piece of equipment the
sensor is monitoring, can create huge business opportunities. Add that to the
explosion of wireless communication opportunities, and now we can inexpensively
acquire information—temperature, weight, pressure, any attribute you can dream
of” (CIO Insight 2004).

The attributes useful to police agencies are now being explored and many
opportunities for their use will be developed in the next 15 years. Tiny and inexpensive
RFID chips coupled with wireless digital sensors that can monitor anything or any
activity we deem important will add whole new dimensions to the concept of policing
and homeland security (Ricadela 2005). The commercial non-police use of RFID
technology today is already an issue of great concern among civil libertarians and it
will be important for police to take special care to use these new capabilities within
the bounds of the Constitution.

Additional capabilities will unfold with the advent of other digital devices

under development today. Wearable computers will be another way that people will
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become digitally enhanced by 2020. They are already in use in many industries
giving employees such as repair technicians and delivery workers ready access to
critical and complex information. Law enforcement is beginning to see their utility
in applications such as SWAT operations and traffic enforcement. Wearable
computers, like almost every other technology, will undergo two important
evolutions over the next 15 years — miniaturization and increased capability.

First, wearables will get smaller and more powerful. We are seeing a
tremendous convergence of most of our separate digital devices today (cell phones,
PDA'’s, computers, MP3 players, cameras, etc.) into one device and that trend will
continue to accelerate. By 2020 it is likely that there will be no such thing as a
stand-alone cell phone or computer. Scientists are even developing exotic
materials called “electro-textiles”; fabric that will safely conduct electricity and
allow the components of digital computers and communication devices to be woven
directly into clothing. Micro and nanotechnology will make it possible to pack
enormous computing power into very small devices (Natarajan et al. 2003, 1-6).

In fifteen years it may be possible for a police officer’s digital computing and
communicating devices to perform double-duty as his or her uniform shirt.

The second development for wearable computers over the next 15 years is
their increasing ability to provide data to people on the move, to incorporate digital
information directly into their real-world activities. Fighter pilots have been overlaying
information on their real-world view for decades with heads-up-displays (HUD)
that project critical flight and combat data onto the cockpit canopy. This display of

information allows them to focus on their mission and access critical information at
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the same time, enhancing overall performance and making them much more effective
dog-fighters. This powerful ability to “augment reality” with relevant and useful
computer generated data will be revolutionary for many other activities, including
policing (Cowper and Buerger 2003, 16).

People are not the only mobile workers that are becoming digital. Robots, or so
called unmanned ground vehicles (UGV’s), have been used within policing for many
years for remote bomb removal and detonation. To date, their civilian utility beyond
specialized critical incident work has been highly limited. More advanced UGV’s will
begin to emerge as an aid to police officers on the street, doing more of the routine
patrol, surveillance and security work over the next 15 years. A host of digitally-enhanced
robots of all shapes and sizes, with increasing capabilities and levels of autonomy, are
being developed for the military; many may have direct application to policing.

Another type of robot that will see increasing utility for policing is the unmanned
aerial vehicle or UAV. Being used extensively by the military and already being tested
for police use by the Los Angeles County Sherift’s Department, UAV’s will have many
of the capabilities of UGV’s, such as cameras and sensors, but they are not terrain
limited and can scrutinize much wider areas from their higher vantage point (Farivar
2005). A much more economical alternative to helicopters, UAV’s can fulfill many
of the same missions at a fraction of the cost. By 2020 UAV’s will provide law
enforcement with a wide variety of flying assistants tailored to fit many different
missions. Types will range from large fixed wing platforms for aerial surveillance
over a city to vertical takeoff and landing (VTOL) UAV’s that can hover and maneuver

low over a specific point or area and provide continuous monitoring of an individual.
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Very small “micro-UAV’s” may be capable of flying into a building or room undetected
and record activities either audibly or visually, sending their information back to police
officers monitoring events in real time.

These ground and aerial robots could make policing safer and more effective
by expanding the reach of the individual police officer and giving police departments
more “eyes and ears” on the streets. Making this possible is another military development
program that will allow UGV’s and UAV’s to function more autonomously, in some
cases without direct human control or oversight. In this way, the UGV or UAV could
act as a digital partner, traveling with a patrol officer, guarding his or her back, monitoring
subjects at the scene or following fleeing suspects, all on its own without the officer
directly controlling its movements or actions.

The typical patrol officer of 2020 might be equipped with a multi-purpose
UGV and a small VTOL UAV carried in or on the patrol car for use in a wide range of
circumstances. Equipped with a camera, sensors and even less lethal weapons, the
officer might deploy either the UGV or UAV or both at traffic stops to better observe
the interior of vehicles. Handling domestic disturbances might become safer by
allowing officers at the scene to track and monitor multiple subjects within close
proximity, warning them of any dangerous movements or actions of participants they
may be unaware of. In cases where large numbers of people have gathered the UAV
might identify and then warn the officers if one or more of the participants was
approaching from behind or fleeing the area. The UGV might then position itself to
help prevent that person from attacking or fleeing.

Digital technology will become smaller, more powerful, and embedded into

many of the things we wear and work with by 2020. These tools will allow police
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officers to record and store all of a day’s events for future recall or testimony.
Recording the video images from surveillance or patrol car cameras is only the
beginning of the amount of digital data that police will capture and store so that it
might be recalled and used at a later date, perhaps many years in the future. Like
computer processing speed, data storage capacity is growing exponentially, eventually
making it possible to save everything we care to record in digital format.

One example of this technology is the Defense Advanced Research Projects
Agency LifeLog project. Intended to address the issue of individuals being able to
capture and analyze their experiences, preferences and goals, LifeLog is essentially a
project to create a digital diary to help people accurately recall the past and use those
recalled experiences to help them accomplish tasks in the present more effectively
(Gage n.d.). Using digital cameras, microphones, sensors and inputs from a wide
variety of other digital sources such as computers, GPS locators and RFID chips, a
program such as this would allow people to capture everything they see, hear or
experience. When accessing those experiences at some future date the data could
be displayed to allow the user to know exactly what was said or done, what event
or events were taking place, and exactly when and where those events occurred

(Sniffen 2003).

NETWORKING THE WORLD
There is more to this emerging digital world than just a lot of fancy gadgets — the
embedded or implanted RFID chips, the sensors and cameras, the UAV’s and UGV’s

roaming the environment, and all the other communication devices used by people. As
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already stated, by 2020 much of our world and many of its inhabitants will have a digital
component and all of them will be generating, storing, and processing a large amount

of information, information that will be useful and in some cases necessary for a great
many things, not the least of which is more effective policing.

Because all of the gadgets and the people using them will have a digital
component they can be linked to one another. It is inevitable therefore, that these
devices will form networks, with their information shared and used in many different
ways. These networks may be private and secure, firewalled, and protected to prevent
unauthorized access to the data flowing over them, or linked into the global and
publicly accessible internet, sharing their information with anyone for any reason,
possibly for a fee. Some networks may be both, securing portions of their network
while opening up and sharing others portions with authorized users or the world.

Very simply, a network is a series of nodes (specific things that gather and
share information) and the links (pathways) connecting them. The nodes might be
individuals, organizations, firms, sensors or computers that are connected in a way
that allows them to communicate, share information and establish relationships
(Barabasi 2002, 21-22). This is one of the primary reasons for embedding digital
components into our environment, into the things in our environment and into (or
at least onto) ourselves. The real power of an RFID chip or a digital sensor or a
surveillance camera is not the small bit of information it contains or generates by
itself. The real power of digital devices, rather, is the collective information that is
available when those thousands or millions of devices are linked and their information

is then shared and utilized to solve problems. Linking these information nodes into
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a vast network has already begun and like the rest of the technology world it will
accelerate at an exponential rate throughout the coming 15 years. As the number

of nodes linked together increases, the amount of information on the network also
increases, making it an extremely powerful tool for those with access to it and who
know how to use it.

Information is the most potent force in the world today. The tremendous
power generated when everything and everyone has a digital component and those
components are linked through a network is difficult to imagine. The world is
becoming a datasphere, a place where information about people, their environment,
and their actions is the primary driver (Garfinkel 2000, 75). Manual filing methods
relying on human clerks, paper forms, and metal filing cabinets, still the data
management method of choice in many police departments, cannot begin to cope with
this flood of data in the Information Age. Even more recent information technologies
(IT) such as centralized relational databases and spreadsheets used to catalog, collate,
and retrieve data in many police departments are inadequate today, having been
developed within an Industrial Age mindset that mimics the manual processes of
yesterday’s world.

By 2020 there simply will be too much seemingly disparate information
flowing from the thousands or millions of randomly scattered digital nodes and stored
within millions of decentralized databanks to make sense of it, or even be aware of
all the data that is available using traditional methods. Getting the most from avail-
able information is one of the biggest challenges facing us today and into the future.

Creating the tools for information fusion — the acquisition of data from many sources,
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the integration of these data into usable and accessible forms, and their interpretation
(Hennessy, Patterson and Lin 2003, 63) — is essential to future law enforcement
success. The corporate world, the healthcare industry, the military and others are

all facing the same onrush of data and are actively developing ways to handle new
demands and opportunities. Law enforcement could benefit greatly from these
developments but we must ensure special emphasis is placed on security of the
information and protection of privacy.

One area of development is focused on improving the flow of information
between humans and machines. We have available to us much more data than we
can assimilate, particularly through the traditional means of reading text from a
computer monitor. Improving the human-machine interface is critical to using
information in more productive and useful ways. One of those ways has already been
mentioned, Augmented Reality technology, overlaying digital information on
our real-world view. There are other technologies that will take the human-machine
interface even farther and speed the flow of information between people and
digital devices.

The Linguistic User Interface (LUI or “looey”) is a concept of human-computer
interaction that is more natural and intuitive than today’s Graphical User Interface
(GUI) found on the current Windows or Macintosh desktop. Using a form of artificial
intelligence called Natural Language Processing (NLP) an LUI will allow users to
converse with their computer as if they were talking to another human being (Smart,
n.d.). Seen today in its very early forms in search engines like Google and in real-time

speech-to-speech translation technology, the LUI may foster the development of “digital
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agents”; on-line assistants that appear as simulated human characters called avatars.
These assistants will be fully interactive, able to converse with people and assist them
in accomplishing many time consuming and mundane on-line tasks such as searching
for information on a network.

Another field of development are software programs designed specifically to
process, manage, and act on the growing body of information in our world. The Global
Regulatory Information Database (GRID) is a software tool for financial institutions
and other corporations that draws on unclassified public information from many
divergent sources to identify and manage the threats posed to global security by
money laundering, fraud, corruption, terrorist financing, and other suspicious activities
(Jane’s 2003). Automated Data Analysis and Mining (ADAM) is another corporate data
management tool that provides its clients, including the US military, with the ability
to obtain and analyze public records and proprietary data to create explicit profiles of
target groups and collect critical data on each of the individual members of that group
(SAIC 2005). The Centers for Disease Control (CDC) is developing the National
Bioterrorism Syndromic Surveillance Demonstration Program with the primary goal
of creating a flexible, open-source surveillance system that uses ambulatory care data
to identify unusual clusters of illness and support rapid public health follow-up (Yih
et al. 2004).

Software programs are only one component of the coming improvements in using
and sharing information. Creating the technological links that allow the information to
flow between nodes is the other. Today our hardwired networks like the public Internet

link many disparate individuals and groups while private Wide Area Networks (WAN’s)
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and Local Area Networks (LAN’s) support intra-organization data transfer. Even today
however, these predominantly wired links are being supplemented, and in some cases
supplanted by wireless links that allow information flow over the “last mile” to those
nodes that are mobile and not operating from fixed locations.

Our ability to transmit information wirelessly is on the same exponential
advancement curve as our wired networks, increasing social connectivity and
facilitating all types of collective actions. There are many different kinds of wireless
technologies in operation and under development that by 2020 could allow
communication by anyone with anyone or anything from anywhere in the world.

The list of wireless technologies is growing and includes various types of satellite
communications systems; terrestrial-based land mobile radio (LMR) networks with
integrated voice and data capability; commercial cellular and personal communication
services networks; ad hoc or self-forming networks, so-called “mesh” technology;
Bluetooth and Ultra-Wideband for short range data messaging; and, Wireless Fidelity
(Wi-Fi) and WiMax technologies for longer range broadband service. These
technologies and others will speed the flow of information to the edge of

police organizations and expand the number of information nodes (both people

and things) within the datasphere (Alberts and Hayes 2003, 5).

The most profitable businesses in 2020 will be those that can acquire, analyze
and share useful information faster than their competitors. Likewise, the most
successful armies will be those that can acquire information about their battlespace,
quickly process that information into useful intelligence and disseminate it in real

time to the appropriate combat units and warfighters so they can out maneuver and
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overwhelm the enemy. The world’s healthcare professionals understand that the only
way to stop today’s rapidly mutating diseases before they become regional or global
pandemics is to identify them in their earliest outbreak phases, gathering and analyzing
symptomatic information as it occurs so doctors and hospitals can take aggressive
treatment action before a disease has a chance to become widespread. The implications
of information technologies for law enforcement and homeland security are equally
important and will be just as essential to successfully operate against the criminal
and terrorist networks of 2020.

Lacking a robust ability to present information as a coherent portrait in real
time to those who will use it calls into question the possibility of successfully stopping
serious crimes and terrorist attacks within the dynamic Information Age world of the
future. Without these advanced methods of managing data the information otherwise

available to law enforcement throughout the datasphere will be largely useless.

THE NETWORKED FUTURE
The information technology revolution is not simply about automating the manual

processes of the Industrial Age while allowing people to operate in traditional ways.
Creating ever-larger storehouses of information that require searching by increasing
numbers of human analysts will become much less effective over time. Doing what
we’ve always done, even using state-of-the-art technology, will not make policing
effective enough to counter the emerging criminal and terrorist threats that will face

us in the next 15 years. Our current organizational structures, bureaucracies and

methodologies, with or without technology, are vestiges of the Industrial Age and largely
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incompatible with an increasingly networked world. Reinventing the way police officers
interact and organize is critical to effectively using information in the future.

The most effective information age organizational models seem to be finding their
basis in human behavior, in the social networks that have fostered human relationships
throughout history (Clippinger, Human Nature and Social Networks, n.d.). Building on
the mutual trust and identity found in human relationships these net-centric organizations
of the 215t century are not organizations in the traditional sense, but the Information Age
replacement for the ponderous and rigidly structured hierarchies of the past. Net-centric
organizations are not dependent upon technology but today’s modern digital technology
can facilitate the natural creation of human relationships, overcoming physical barriers
such as distance and eliminating the artificial structures of control and direction created
during the Industrial Age (Aquilla and Ronfeldt 2001, x).

The latest research is beginning to suggest that less constrained and more open
organizations can free people from the burden and distraction of bureaucracy, allowing
them to more easily coordinate their actions in ways that lead to the accomplishment of
their collective mission. In today’s increasingly networked world with its underlying
information technology the bureaucracy once necessary to control and coordinate
human actions can be increasingly eliminated. Debates rage over the extent to which
traditional bureaucracies will ever be entirely transformed to more open networks but
over the next fifteen years it is likely that a range of hybrid organizations will emerge
with increasing levels of network centricity and less centralized bureaucracy.

One of the reasons police organizations may be compelled to move in this direction

is that the network-centric concept appears to be at the core of the modern extremist
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movement. For example, Osama Bin Laden is not the terrorist equivalent of a CEO or
general that controls and directs subordinates by passing his orders down a rigid chain
of command within a structured corporate environment (Arquilla and Ronfeldt 2001,
34). Since the US invasion of Afghanistan that organizational model has been
impossible to maintain, but more significantly, it is no longer necessary. Al Qaeda
today is a loose coalition of individuals and cells with a common worldview and similar
inclinations about how to further it — a human network without bureaucracy capable of
self-synchronization. Self-synchronization is the process whereby highly informed
groups arrange and direct complex activities from the bottom up, without centralized
command or control (Hutchins et al. 2001). Bin Laden is one of their visionary leaders
but only in the sense of providing the collective vision fostering self-synchronization of
those who rally around his banner of global jihad (Clippinger, Leadership, n.d.).

This distinction between Al Qaeda as a bureaucratic organization vs. Al Qaeda as
a network may seem trivial but it has serious implications for the way police organize to
deal with terrorists over the next fifteen years of Information Age evolution. Using the
same emerging technologies described earlier, criminal and terrorist networks of the
information age will be able to coordinate their actions quickly and effectively without
centralized command and control structures, brick and mortar facilities, or hierarchical
leaders who have been the standard target of traditional police operations (Weimann
2004). In this sense we may discover that traditional hierarchically structured police
organizations will probably not be effective in confronting networked terrorist and
criminal organizations. It will likely take network centric organizations to compete

effectively against other network centric adversaries (Arquilla and Ronfeldt 2001, 15).
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NETWORK CENTRIC POLICING

A network centric organization cannot be achieved simply by the application
of new technology to current police structures and methodologies. To occur, network
centric policing will need new organizational structures based upon human social
networks that are facilitated by information technology, a streamlined and unified
structure that comes from the greatly increased ability to exchange information in
real-time. In their definition of network centric warfare (NCW) Alberts, Garstka, and
Stein write “NCW is about human and organizational behavior. NCW is based on
adopting a new way of thinking — network-centric thinking — and applying it to military
operations” (Alberts et al. 1999, 88). It is now time for law enforcement to adopt the
same new way of thinking to achieve network centric policing (NCP).

Fundamentally, the goal of NCP is to get whatever information is necessary into
the hands of whoever needs it, whenever they need it, in a coherent and understandable
manner so policing can be more effectively accomplished. The necessary information
might be in the form of stored data such as criminal history information on suspects,
geographic location information on available back-up officers, information gathered
from a chemical/biological sensor array, video images from a surveillance camera
mounted on an unmanned aerial vehicle, voice transmission from a police officer in
another department, or any other type of information from any other digital node on
the network.

This concept transcends the traditional organizational barriers to information
flow; the hierarchical stovepipes, isolated professions, competing levels of government,

and the government/non-government boxes within which we have restricted our formal
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relationships. That means that police officers at all levels could communicate and
exchange information with whomever they needed to make decisions, whenever they
needed to do so, inside or outside of their own unit, department, or level of government,
even with someone in the community or the private sector. NCP is about creating the
links between network entities that facilitate a widespread and all-inclusive interagency,
interjurisdictional, and inter-governmental interoperability.

NCP would involve much more than simply sharing the maximum amount of
information with fellow police officers, government associates, and the community.
The purpose of the NCP model would be to analyze and share information in a highly
tailored way to improve the decision making ability of everyone involved in the policing
effort and avoid information overload. NCP accomplishes this in two ways: 1) it
increases the immediate situational awareness of individual officers, regardless of their
particular assignments or specialties, and 2) at the same time it provides everyone with a
collective awareness that helps them harmonize their individual actions with one another.

This improvement of individual and collective awareness should enable more
effective and appropriate collaboration through the creation of what the military calls
Mutual Mental Models (MMM’s); a shared understanding of who is responsible for what
task and the information requirements for those tasks. MMM’s foster self-synchronized
(bottom up), as opposed to command-synchronized (top down) organizations. Self-
synchronization will be essential for the fast-paced law enforcement world of 2020.

This is not to say that police chiefs and commanders will no longer be
necessary. On the contrary, as law enforcement attempts to evolve from hierarchies

to networks in the coming 15 years police leadership will be critical in establishing
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shared organizational values, providing operational guidance, and setting the overall
strategies necessary for self-synchronization to occur. Within this leadership context,
referred to as the “commander’s intent”, it is possible for self-synchronization to push
decision-making authority to the lowest possible organizational levels and significantly
speed decision making. In other words, within self-synchronized organizations

there would be little need for orders passed up and down a chain of command, no
constant requirement for detailed managerial direction and supervisory oversight

for every situation, and no need for most of the bureaucratic Industrial Age processes
that slow traditional police operations to a crawl and force agencies into a reactive
instead of a proactive posture. Every person would understand what they need to
accomplish, and why they need to accomplish it, within the current parameters of the
commander’s intent, and everyone would have all the information necessary to do so
quickly and effectively by means of the network.

It is important to note that there is nothing incompatible between Community
Oriented Policing, Problem Oriented Policing, Intelligence-Led Policing, or any other
policing philosophy and the NCP model. The goal of NCP is improved policing
through the use of information — more productive officers, faster police response,
better service to the community, less crime, fewer terrorist attacks, and greater
protection of civil liberties. From SWAT counter-snipers to Elementary School
Resource officers, traffic enforcement to undercover investigations, community-oriented
or combat-oriented methodologies, NCP could improve all types and branches of

218t Century policing.
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THE HUMAN NETWORK AND THE TECHNOLOGICAL NETWORK

Before a network centric model of policing can be developed the law enforcement
community has to choose to work together in more positive and productive ways. The
existing barriers between law enforcement organizations today, as well as barriers between
the police, other public safety and public service professions and the public, are the result of
choices made by the police themselves and ingrained over many decades. The cultures
within many departments still tend to foster attitudes of exclusivity, superiority, and
independence through bureaucratic rules, regulations, policies, and training that perpetuate
organizational stove pipes and impede broad communication and deep collaboration across
organizational, jurisdictional, governmental, and professional boundaries.

Success in the future will require the elimination of the attitudes that create
structural and procedural barriers between people, freeing everyone to collaborate
whenever they need, wherever they are, to solve problems quickly and effectively.
This does not require or even suggest the formation of larger bureaucracies through
consolidation of many smaller agencies. On the contrary, the network centric model
could allow individual agencies, many with necessary and highly specialized roles
(such as university, hospital, park, or transit police), to maintain their organizational
distinctiveness while working in close collaboration with one another. It does, however,
require a true commitment to form close and productive relationships — a human
network — whereby information is allowed to flow freely between police officers, fire
fighters, EMS workers, and anyone else with similar problem-solving goals.

The desire to form a human network facilitates the creation of the technological

networks that support extensive communication. Efforts today to link individual agency
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radio systems show the beginning stages of that desire. Decades-old single agency systems,
no matter how well they are patched together, cannot provide the comprehensive
communication support necessary for a network centric world. A true commitment to the
network centric concept will show a dramatic increase in shared, multi-agency, wide-area
networks that provide immediate and seamless communication between thousands of first
responders. As agencies determine to collaborate more closely and shed their cultures of
isolation and exclusivity they will likewise collaborate on modern technology networks,

sharing costs, and integrating the flow of information between them.

CONCLUSION

There is still much room for explanation and discussion of the Information Age,
network centric policing, and the technologies that will be available to police officers and
their criminal and terrorist adversaries in the coming years. New weapons options for police
will continue to emerge and mature. The dream of an effective less-lethal, perhaps even a
truly non-lethal weapon system may become a reality by 2020. More likely, there will be a
variety of improved weapons, incapacitating devices or agents, and apprehension tools that
will compliment one another and be more easily deployed by officers on the street than
today’s disparate mixture of assorted projectile launchers and chemicals.

Police will increasingly employ aerial and ground-based robots, UAV’s and UGV’s,
to carry out policing functions and gather information. These devices may become part of a
larger police information network, gathering and sharing information with other devices and
humans, accomplishing a variety of specialized policing tasks efficiently and effectively.

They will also become increasingly autonomous, able to operate on their own with little or

99



no supervision, patrolling our neighborhoods as additional eyes and ears of the policing
effort, and freeing human police officers to solve the more important inter-personal
problems within our communities and aggressively protect civil liberties.

Our ability to positively identify criminals and terrorists, perhaps the most important
law enforcement challenge confronting police in the Information Age, will be greatly
facilitated by technologies such as biometric identification systems, smart cards, and
improved information sharing within the law enforcement and intelligence communities.
By 2020 we may finally see the emergence of long awaited technological wonders such as
personal air vehicles with Vertical Take-off and Landing (VTOL) capabilities, able to
transport police officers on patrol, in pursuit situations and to crises quickly and safely.

All of these technologies and more will contribute to a dynamic and complex
policing arena that will change faster than at anytime in the past. By their nature many of
the information age technologies emerging today are already altering our world and our
traditional concepts regarding freedom and privacy. Because of the increasing sophistica-
tion and determination of radical terrorist networks, stopping the next September 11th
attack before it occurs will require the use of the powerful and potentially intrusive
technology discussed in this chapter, along with many others not mentioned. Ethically using
these new technologies to police free societies, in a manner that simultaneously protects
the civil liberties of all people, will be a constant challenge for a profession dedicated to
preserving life and protecting the innocent. To do so tomorrow’s law enforcement
professionals will need exceptional insight into and understanding of the capabilities and

controversies associated with every technology they choose to employ.

100



REFERENCES

Alberts, David, and Daniel Papp, eds. 1997. The Information Age: An Anthology on its
Impacts and Consequences; Volume 1, Part Two: Business, Commerce, And
Services. Washington, DC: National Defense University.

Alberts, David, and Richard Hayes. 2003. Power to the Edge: Command and Control
in the Information Age. Washington, DC: Department of Defense.

Alberts, David, John Garstka, and Frederick Stein. 1999. Network Centric Warfare:
Developing and Leveraging Information Superiority. Washington, DC:
Department of Defense.

Arquilla, John, and David Ronfeldt, eds. 2001. Networks and Netwars: The Future of
Terror, Crime and Militancy. Santa Monica, CA: Rand.

Barabasi, Albert-Laszl6. 2002. Linked: How Everything is Connected to Everything Else
and What it Means For Business, Science, and Everyday Life. New York: Plume.

Brin, David. 1998. The Transparent Society: Will Technology Force Us to Choose
Between Privacy and Freedom? New York: Perseus Books.

CIO Insight. “Sensor Networks Make Early Inroads.” CIO Insight 61, no. 12 (2004).
http://www.cioinsight.com/article2/0,1397,1743158.00.asp.

Clark, Andy. 2003. Natural-Born Cyborgs: Minds, Technologies, and the Future of
Human Intelligence. New York: Oxford University Press.

Clippinger, John. n.d. Human Nature and Social Networks. Washington, DC:
Command and Control Research Program, US Department of Defense.

Clippinger, John. n.d. Leadership. Washington, DC: Command and Control Research
Program, US Department of Defense.

Cornish, Edward. 2004. Futuring: The Exploration of the Future. Bethesda, Maryland:
World Future Society.

Cowper, Thomas, and Michael Buerger. 2003. Improving Our View of the World: Police

& Augmented Reality Technology. Washington, DC: Federal Bureau of
Investigation.

101



Farivar, Cyrus. 2005. “What’s Next; A Flying Crime Fighter (Some Assembly
Required).” New York Times, January 13,
http://tech?.nytimes.com/mem/technology/techreview.html?res=940SEODE1738F
930A25752C0A9639C8B63.

Gage, Doug. n.d. Lifelog. Arlington, VA: Defense Advanced Research Projects Agency.
www.darpa.mil/ipto/Programs/lifelog/

Garfinkel, Simson. 2000. Database Nation: The Death of Privacy in the 215" Century.
Sebastopol, CA: O’Reilly & Associates.

Hennessy, John., David Patterson, and Herbert Lin, eds. 2003. Information Technology
for Counterterrorism: Immediate Actions and Future Possibilities. Washington,
DC: National Academies Press.

Hutchins, Susan, David Kleinman, Susan Hocevar, William Kemple, and Gary Porter.
2001. Emnablers of Self-Synchronization for Network-Centric Operations: Design
of a Complex Command and Control Experiment. Paper presented at the 6th
International Command and Control Research and Technology Symposium, June
19-21, in Annapolis, Maryland.
http://www.dodccrp.org/events/2001/6th ICCRTS/Cd/Tracks/Papers/Track5/110 t
rS.pdf

Jane’s. 2003. Jane's Information Now Available on Regulatory Datacorp’s
Global Database.
http://www.janes.com/press/pc030424 1.shtml.

Kurzweil, Raymond. 2004. Access Technology and Disabilities in the Twenty-First
Century. Address before the National Federation of the Blind, April 8.
http://www.nfb.org/bm/bm04/bm0406/bm040606.htm.

Kurzweil, Raymond. 2001. The Law of Accelerating Returns.
http://www.kurzweilai.net/meme/frame.html?main’/articles/art0134.html.

McCullagh, Declan. 2003. “RFID tags: Big Brother in small packages.” CNET
News.com, January 13,
http://news.com.com/2010-1069-980325.html.

102



Natarajan, Karthikeyan, Anuj Dhawan, Abdelfattah Seyam, Tushar Ghosh, and John
Muth. 2003. “Electrotextiles - Present and Future.” Materials Research Society
Symposium. Proc. Vol. 736.

Ricadela, Aaron. 2005. “Sensors Everywhere.” Information Week. January 24,
http://www.informationweek.com/story/showArticle.jhtml?article]D=57702816.

Robertson, Douglas. 1998. The New Renaissance: Computers and the Next Level of
Civilization. New York: Oxford University Press.

SAIC. 2005. Data Mining & Data Warehousing.
http://www.saic.com/datamining/.

Smart, John. 2005. Human Performance Enhancement in 2032: A Scenario for Military
Planners.

http://www.accelerating.org/articles/hpe2032army.html.

Smart, John. n.d. The Linguistic User Interface (LUI) and the Symbiotic Age:
Considering Our Next Great ‘Computational Attractor’.
http://www.accelerationwatch.com/lui.html.

Sniffen, Michael. 2003. “Pentagon’s New Game: This is Your Life.” Associated Press,
June 2.

Weimann, Gabriel. 2004. www.terror.net: How Modern Terrorism Uses the Internet.
Special Report 116. Washington, DC: United States Institute of Peace.
http://www.usip.org/pubs/specialreports/sr116.pdf.

Yih, W. Catherine, B. Caldwell, R. Harmon, K. Kleinman, R. Lazarus, A. Nelson, J.
Nordin, B. Rehm, B. Richter, D. Ritzwoller, E. Sherwood, and R. Platt. 2004.

“National Bioterrorism Syndromic Surveillance Demonstration Program.”
Morbidity and Mortality Weekly Report, 53(Suppl): 43-49.

103



Chapter Four
CRIME IN 2020
George Burruss

EXECUTIVE SUMMARY

The fifth-century Greek historian Herodotus warned prophecy seekers to weigh
advice given by fortune-tellers, especially in his account of King Croesus of Lydia (modern
Turkey). As Croesus planned to invade the Persian Empire (c. 546 B.C.E.), he asked the
Greek oracle to predict the winner. The oracle responded, “If Croesus crosses the river
Halys, he will destroy a mighty empire.” Encouraged by the prophecy, Croesus crossed
the Halys and engaged the Persians. Not only did he lose the battle; he got himself
captured. Even so, the prophecy came true; Croesus mistakenly assumed the destroyed
empire was going to be the Persians and not his own. Herodotus did not discourage fortune
seeking; in fact, he championed the oracle industry. But Herodotus did admonish
fortune-seekers to verify their assumptions before acting. Had Croesus questioned his
own assumption, he might have correctly interpreted the prophecy.

Forecasting crime trends has similarly led to mistaken predictions based on faulty
assumptions. And like ancient soothsaying, the advice from Herodotus about prediction
holds: acting on prediction without verifying assumptions risks misinterpreting the
forecast.! Like Herodotus, I caution using forecasts, yet support it because it allows us
to consider current policies against potential problems in the near future. Before

forecasting future trends, I discuss many factors that criminologists think have influenced

1 Intelligence analysts refer to their key assumptions as ‘linchpin assumptions’ and make policy makers aware that
any change in the linchpin assumptions will alter the robustness of their forecasts. See Heuer (1999) for a detailed
discussion.
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crime trends at the national level. These factors are important and deserve detailed
analysis. Given the limited space, however, I only offer a brief description of each,
except for demographics because it is the only factor we can accurately forecast to
2020. By looking at past trends, we may understand the issues that will most likely
affect the future. Historic trends reveal crime’s variability and show the difficulty in

forecasting its future magnitude and nature.

DATA AND METHODS

In the following discussion, the data I use have been collected on different scales,
making visual comparisons difficult. For example, I may compare crimes per 100,000
persons to the U.S. population in millions. The crime trend would be distorted by the
size of the population trend. To compare trends on the same scale, I convert the data
to standardized scores, unless otherwise noted.?2 Figure 1 illustrates this conversion’s
utility. It shows three graphs plotting two data sources, both recorded in the millions.
The first graph (Figure 1a) shows the U.S. population in millions against the reported
violent victimizations (including homicide) in millions from 1973 to 2002. Notice how
the victimization trend is flat when compared against the U.S. population trend in this
graph. Even though the data are recorded in the millions, victimizations are in the low
millions, the population trend in the hundreds of millions. The second graph (Figure 1b)
shows the victimization trend on its own scale. The variation shown here does not show up

in the first graph (Figure 1a) because the population numbers suppress it. In Figure 1c, the

2 The data were converted into standardized scores or ‘z-scores’ through the following formula: z © (x — mean) the
standard deviation, where x is the average number of crimes in a given year. In other words, a z score is the distance
from each score to the trend average in terms of how much variation there is in the distribution.
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data for both trends were converted to standardized scores. Note that the standardized
trends show the same variation as the trends in their own graph (Figures 1b and 1c¢).
For this discussion, it is important to compare the changes over the same period — the

trend — noting similarities and departures.

Figure 1a. Total U.S. Violent Victimizations 1973 to 2002
and Total U.S. Population in millions
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Figure 1b. Total U.S. Violent Victimizations 1973 to 2002 in
millions
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Figure 1c. Total U.S. Violent Victimizations 1973 to 2002
and Total U.S. Population in Standardized Scores
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Source: National Crime Victimization Survey; Bureau of Justice Statistice; Uniform Crime Reports, Federal Bureau
of Investigation; U.S. Bureau of the Census.
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The data come from two sources, the Federal Bureau of Investigation’s Uniform
Crime Reports (hereafter UCR) and the Bureau of Justice Statistics’ National Crime
Victimization Survey (NCVS). The UCR is the yearly count of crimes known to the
police for serious (or Part I) offenses: homicide, aggravated assault, robbery, forcible
rape, burglary, motor vehicle theft, arson, and larceny. Because much crime goes
unreported to the police, the UCR imperfectly measures crime in America. Also, yearly
changes in police tactics can affect crime reporting while crime may remain unchanged.
The Bureau of Justice Statistics started the NCVS in 1973 to measure crime reported
from victims. The NCVS samples households across the United States documenting
American’s experience with crime. By using these two sources, we can look at national
level changes in reported crime and victimization.3

These data allow us to examine the factors that have influenced crime, but they
are limited in forecasting crime. One method for forecasting would be to simply extend
the current trends into the future. As we will see, this approach has not successfully
forecasted crime. Another method is a futures wheel, a device that Futurist use to
organize their thinking (Glenn 1999). It explores past trends but without placing too
much emphasis on quantitative data. It visually represents a primary event’s impact on
secondary and tertiary consequences. Futurist often focus on one possible outcome,
exploring likely consequences. Although it is more speculative, a futures wheel is not as
bound to quantitative assumptions that often fail to hold. First, I explore the factors that
have affected crime. Then to forecast the future, I use a futures wheel that considers two

past decades of crime trends on a third ending in 2015.

3 Crime also varies across states and cities. For this discussion, we are only looking at national trends.
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FACTORS THAT INFLUENCE CRIME
Demographics and Crime

Demography is destiny, as the saying goes. This is partly true for crime. For
example, criminologists attribute the spike in crime rates in the 1970s to changing
demographics as the baby-boom generation (Americans born between 1946 to 1964)
reached adolescence. When the baby-boomers aged out of adolescence, crime rates
should have dropped. In the late 1980s and early 1990s, however, official crime rates
again soared to their highest recorded levels while the adolescent volume shrank.
Although criminologists attributed changes in age demographics for the rise in crime in
the 1970s, they attributed other factors, such as the crack trade, for the rise in crime
when age demographics should have caused a decline (Blumstein and Rosenfeld 1998).
Criminologists then had to explain a precipitous drop in crime rates in the following
years that continued into the next millennium (for an in-depth analysis of the crime drop
see Blumstein and Wallman 2000; Conklin 2003; Steffersmeier and Harer 1999). In
sum, demographics helped criminologists forecast a rise in crime; it failed to help them
forecast crime’s continued rise.
The Age-Crime Nexus

Before we consider the age-crime nexus, we should look at how we measure
the crime-prone age group. The 15 to 24 year-old population can be measured as the
total number (the volume) or as a proportion of the U.S. population.4 Depending on

the measurement we use, a slightly different picture emerges. Figure 2 shows these

4A proportion is the same as a percent when multiplied by 100. For example, a proportion of 0.72 is the same as
72 percent
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two trends. The solid trend line shows the volume of 15 to 24 year-olds. The peak in
the late 1970s is the height of the baby-boom generation, those born between 1946

to 1964. The second peak is the baby boomerang generation, whose volume will

not be as large as their parents’. The second trend, the dotted line, shows the same
demographic age group as a proportion. Notice that the baby boom’s impact is clear
at the first peak, but the second peak, the baby-boomerang generation, is flat. The
data are for the same age group (15 to 24 year-olds), but there are two distinct trends.
Regardless, the 15-to-24 year-old volume will swell, especially as we approach the

year 2020.

Figure 2. Trend in 15 to 24 year-olds in U.S. Population, volume and proportion
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Figure 3 shows the age-crime nexus for homicide by age (reported as
homicides per 100,000 persons). Homicide allows us to look at offending rates in
the most serious criminal offense, which has the highest reporting level and the
highest clearance rate. Figure 3 shows that there is not only variation in crime rates
within groups, but also among groups. For example, in the late 1980s, 14 to 17
year-olds surpassed 25 to 35 year-olds in homicide and then dropped below again
by 1999. However, figure 3 shows us that adolescents and young adults have been

historically overrepresented in homicide and other crimes.

Figure 3. Age and Homicide
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The age-crime nexus helps forecast crime because it is thought to be stable; that
1s, most people commit crimes between the ages of 15 to 24. As people age, their
propensity to commit crime diminishes.> Put another way, property and violent crimes
are a young person’s game — as people age, arrest takes a greater toll on work, health,
and family. If this assumption is true, a rise in the volume of young people in the
general population should result in a concomitant rise in crime; conversely, a decline in
young people in the population should result in a decline in crime. As we approach
2020, the volume of young people will swell. Their proportion within the U.S.
population, however, will be modest, due mostly to the proportion of aging baby-
boomers. A key assumption, therefore, depends on how much influence one attributes
to the age structure on crime rates.

Crime and victimization rates have varied greatly with changes in the
age-structure of the American population. Figure 4 shows the trends in violent and
property crime reported to the police and the 15 to 24 year-old demographic from
1973 to 2003. We can see that there was wide variation in crime rates, peaking in
about 1991 then steadily declining throughout the 1990s and into the 215! century.
As the volume of Americans 15 to 24 years old rises in the late 1970s, crime rises
too. And as the youth population declines, so does crime rates until the late 1980s
when the demographic and crime trends depart — property and violent crime rise and
the volume of adolescents falls. Finally, even as the trend in adolescents and young

adults began to rise in the late 1990s, the crime rates continue to fall.

5 There is debate within criminology about the existence of a subpopulation of persistent offenders who continue to
offend at a high rate throughout their life (see Moffitt 1993; Sampson and Laub 2003).
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Figure 4. Demographic and Reported Crime Trends 1973 to 2003 (in z-scores).
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Figure 5 shows the trends for victimizations as reported by the NCVS from
1973 to 2003, the same period as the UCR rates in figure 4. Because official crime
statistics do not count unreported crimes and are prone to changes in policing practices,
the NCVS better gauges the general population’s experience with crime. The NCVS
data show a more stable decline in crime over this period, especially in property
victimizations. Victimizations in the 1970s remained stable even as the 15 to 24
year-old population rose. The decline in the youth population through the 1980s
closely followed the trend in violent and property crime victimization rates. Like
the UCR, the violent victimization trend departs from the demographic trend, rising

throughout the late 1980s and early 1990s while the 15 to 24 year old population

6 The NCVS reports the number of victimizations per 1,000 households and the UCR reports the number of crimes
per 100,000 persons. Again, the standardized scores allow a comparison of trends to populations measured on
different scales.
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declines. Interestingly, as the volume of adolescents and young adults rises in the

late 1990s, victimization rates continue to fall.

Figure 5. Demographic and Victimization Trends
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If the age-crime nexus assumption is valid, crime rates should rise by 2020.
On the other hand, as the baby boomers mature, they will continue to influence crime
rates. Specifically, the baby-boomers may shift cultural values from the individualism of
their youth to collectivism of mature adults (Steffensmeier and Harer 1999). The baby
boom therefore will not only affect crime rates because they have aged out of crime, but
also because they will exert a civilizing effect on younger generations.
Forecasting Crime Trends Based on Demographics

When crime rates were at their peak in the mid 1990s, Fox (1996) predicted a crime

wave would hit in the late 1990s and early 2000s from the surge in adolescents, the
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so-called baby boomerang. Beyond a rise in the volume of crime-prone youth, Fox

suggested that juvenile crime had become qualitatively more violent (1996). He therefore

forecasted a ‘storm of youth crime.” Fortunately, no such storm materialized; in fact, the

opposite occurred: crime rates dropped sharply. Later Fox (2000) attributed the failed

prediction to other changes in macro-level factors beyond demographics. Figure 6 shows

Fox’s predicted trend compared to the actual crime trend (Fox 1996).
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Figure 6. J.A. Fox's Forecast of Homicide Offenders, Ages 14-17

76 81 86 91

Year
Source: Fox (1996); data from Bureau of Justice Statistics

96

01

If recent trend in
offending rates
persists

If no change in
offending rates

Actual trend in
homicide rates

Questioning Fox’s prediction at that time, Zimring (1998) noted that Fox assumed

“all things being equal.” In this case, “all things” comprised the economic stability, handgun

availability, education quality, and drug demand. Furthermore, Zimring warned, “It is not

possible to know about the homicide rate in 2010 because so many of its key determinants
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are part of an American history that has yet to happen” (1998, 63). In other words, the
assumption “all things being equal” is unlikely to hold, especially in a ten year span.

In a more conservative forecast, Britt (1995), in a monograph envisioning crime trends
to 2010, argued that the increasing crime-prone adolescent proportion would be modest (as
shown in figure 2). A forecast based on demographics, assuming “all things being equal,”
would therefore expect only a slight rise in crime in the coming years, even as the volume of
adolescents and young adults increases. Furthermore, Levitt (1999) shows that the changing
age structure has only explained a one-percent per year change in crime. Like Britt, Levitt
suggests that demographics will exert a modest impact on crime in the year 2010.

Despite Fox’s failed prediction (2000), he continues to argue that the increase in
the volume of youth into the crime-prone years will lead to a rise in crime rates. He
further argues that criminologists must disaggregate age and crime trends by age and
race or risk missing important changes in trends. Specifically, he argues that young
African-American males will grow beyond their population levels in the 1970s. Since
this demographic has had disproportionate violent offending and victimization rates, it
will raise violent crime within this subpopulation. Fox and Piquero (2003) predict that
the crime rate will continue to decline in the coming decade, dominated by the maturing
baby boomers. Trends within younger-age minority groups, however, may increase.

So, it is important to look at race differences in the crime-prone age group.
Figures 7 and 8 show the trends in homicide from 1976 to 2002 for black males

and white males.” Note that the age-crime link holds true for both groups and that the

7 Only males are examined here because they are disproportionately responsible for crime (another robust finding
from the literature). This is not to suggest that female rates of offending are stable; there is variation among female
populations by race and age as well.
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trends are similar, although black males 14 to 17 years-old surpassed 25-and-older black
males in 1986. What is different between black and white male homicide levels is that
black males commit homicide at a higher level than white males by a factor of about
eight. This fact supports Fox’s assertion that an increase in the young African-American

male volume will raise lethal violence.

Figure 7. Black Male Homicides by Age 1976 to 2003.
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Figure 8. White Male Homicides by Age 1976 to 2003
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Let us compare the homicide rates with age and race demographics, specifically
black males age 14 to 17, to see if the homicide trend follows the demographic trend.8
Figure 9 shows the trends in black male as offender in homicide and the trend in the
population of black males 14 to 17 year-olds. From the late 1970s to the early 1980s, the
two trends were similar. They departed, however, in the late 1980s as homicide rates for
this group increased but the volume of young black males declined. Then in the mid 1990s,
the trends reversed: for 14 to 17-year old black males, homicide rates fell while that same
demographic population rose. It is interesting that the volume of young black males peaked
in the 1994; yet this increase had little impact on homicide levels. Although Fox (Fox and
Piquero 2003) insists that this demographic and the older 18 to 24 year-old black male
group promises to increase violent crime in the coming decade, historically the trend does
not support this: the rise in the volume of black males has not resulted in a simultaneous rise
in homicides. Other criminologists examining historical crime trends have noted this fact
(Blumstein and Rosenfeld 1998; Lafree 1999;Steffensmeier and Harer 1999).

The demographic hypothesis is correct on two points. First, young African-
American males have had disproportionate offending rates; that is, they offend at levels
higher than their proportion of the U.S. population. Second, the volume of young African-
American males will swell in the coming decade, more so than white males. Figure 10
shows the projection in the trend in the black male volume, 14 to 17 year-olds, and the trend
in the black male proportion, 14 to 17 year-olds. Although the projected trend to 2015 for
young black males rises above 1970s levels, the young black male population trend for the

same period will be modest, although higher than it was in the 1990s.

8 1 use the 14-to-17 year old population here since this is the same group used by Fox.
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Figure 9. Black Male Population and Black Male Homicide Offenders, 14 to 17,
1976 to 2002
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Fox and Piquero (2003) conclude that demographic shifts accounted for about ten
percent of the drop in crime in the 1990s; they argue that demographics can explain
some variation in crime rates, especially since demographics are the only quantities that
can be forecast with some accuracy. Commenting on the relationship between race and
crime, Zimring (1998) notes, “...[this] can be noted as a feature of the future youth
population that might tend to push rates of total violence somewhat higher than they
might otherwise be.” Zimring cautions, however, one cannot simply multiply the
offending levels by the proportion of white and black teens at a future date because

offending levels are not stable, as Figure 4 shows.

OTHER IMPORTANT FACTORS THAT IMPACT CRIME TRENDS

Using demographics to forecast crime is alluring because we can foresee future
population levels based on current birth and death rates. As we have seen, demographics
has had mixed success in forecasting crime and demographic changes are not the only
reason for changes in crime rates. Criminologists and other experts offer myriad factors
to explain changes in crime. These factors would seemingly also be relevant in 2020. I
discuss these factors only briefly because each one would require at least a chapter each
to explore in any reasonable detail.
Firearms

An increase in firearm use partially explains the rise in crime throughout the late
1980s and early 1990s. According to Wintemute (2000) an increase in semiautomatic

handguns availability led to a rise in violent crime levels, especially among the 15 to 24

9 A ten percent change in crime by the age structure over a decade supports Levitt’s (1999) estimate of a one percent
change from year to year.
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year-old demographic. Thus as the 15 to 24 year-old population was declining, the increase
in violent crime can be attributed partly to more available lethal handguns and a willingness
to use them, mostly to defense crack markets. Conklin (2003), on the other hand, dismisses
handguns availability as a causal explanation, concluding that it was solely the crack trade
rather than the availability or firearms lethality that had the most impact on the homicide
rate in the late 1990s. Conklin points to the decline in other crimes over the same period,
like burglary and motor vehicle theft, unrelated to the firearm availability (Conklin 2003,
196). Regardless of whether firearm availability or instrumentality affected the surge in
violent crime, police recognized firearms as an important contributor to crime.

To curb escalating crime rates, police departments targeted at-risk populations for
firearm possession, namely gang members. Such interdiction efforts showed promise. For
example, Kansas City, Missouri police directed patrols in firearm related crime hotspots
reduced violent crime (Sherman et al. 1995). Although crime rates similarly fell for other
non-firearm related crimes, at least some police interdiction efforts paid off at the local level.
Replicating these programs, however, failed to reduce crime. This highlights the difficulty
in attributing drops in crime trends to police activities and forecasting their success (see Eck
and Maguire 2000). In sum, firearm accessibility, use in selling drugs, and interdiction
efforts can all affect crime rates, but firearms are a means to an end. Firearms in the United
States are ubiquitous and they will be abundant in 2020.

The Economy

It makes sense that a thriving economy would reduce motivation for crime. Britt
(1995) points out, however, that a stagnant economy can simultaneously promote and
discourage crime. When the unemployment rate rises, for example, out-of-work people

spend more time at home, guarding their belongings and avoiding potential offenders.
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When employment rates rise, more people are away from their homes leaving their
belongings susceptible to burglary, themselves susceptible to robbery as they travel
to and from work.

On the other hand, a robust economy, especially one that creates jobs for all
workers, would tend to reduce the motivation to engage in criminal behavior, such as
selling drugs. Most scholars attribute part of the 1990s crime drop to the booming economy
(Grogger 2000; Lafree 1999). Even so, a robust economy is not simply low unemployment.
Although the average unemployment rate was about five percent between 1995 and
2005, businesses have been increasingly outsourcing low-skill manufacturing jobs to
developing countries (U.S. Bureau of Labor Statistics 2006). Jobs for young unskilled
workers have become increasingly low paying service jobs with little or no benefits. If
this trend continues through 2020, the motivation for supplementing income through
crime, especially for young undereducated men, may lead to a rise in crime even with
record corporate profits and stable unemployment rates.

Forecasting the economy’s effect on crime is nearly impossible for three reasons:
(1) forecasting the economy is more difficult than forecasting crime; (2) a robust
economy can simultaneously promote and discourage criminal behavior; and (3) quality
of jobs is as important as availability of jobs. Thus, we cannot know the economy’s state
in 2020 or its impact on crime.

Gangs

The rise in gang activity throughout the 1970s and 1980s contributed to escalating
violent crime and remains a persistent problem today. The growth of gangs has abated in
recent years and in some jurisdictions decreased; however, in forty-seven percent of large

cities, gang related homicides rose in 1999 and 2000 (Egley 2002). Furthermore, The
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National Youth Gang Center reports that gangs remain a persistent problem in most major
U.S. cities even as crime rate have dropped precipitously. Gangs therefore will continue to
be a problem for local jurisdictions but their effect on national crime trends will be small.
Criminal Justice Agency Practices

The decades leading up the twenty-first century saw American policing embrace
professionalization and enact innovative policing strategies. Some consider these factors
important to the recent crime drop. First, police departments across the United States have
focused on training and educating their officers. Also, police have relied on technology,
such as using computer comparison statistics (COMPSTAT) to concentrate patrols in crime
hot spots. Second, innovative police strategies have helped the police focus on the problems
that cause crime rather than focus on simply enforcing the law.

Experts point to two major policing innovations that have affected crime: community
oriented policing and quality of life enforcement. First, community oriented policing and
the related practice of problem solving are proactive approaches that focus the police on the
causes of crime rather than simply responding to crime itself. For example, if the police
notice more abandoned buildings used for crack houses, they could work with city officials
to condemn the buildings or hold the landlords accountable for abandoning property.

The second strategy enforces quality of life offenses (sometimes called zero
tolerance policing), like vandalism and pan handling, to reduce crimes that are more serious.
Similar to community-oriented policing, zero-tolerance policing manages the causes of
crime. Underlying this strategy is the broken windows phenomenon, posited by James
Q. Wilson and George Kelling (1982). The broken windows model proposes that serious
problems develop in communities where innocuous indicators of neglect accumulate. For

example, vandals target abandoned buildings because they perceive the community does not

122



care. As vandals target more buildings, the disorder spreads. By focusing on these issues,
the police can keep neighborhoods from deteriorating. Implementing zero tolerance policies
in the 1990s, the New York City police department took credit for the major crime drop in
the city. Critics pointed out, however, that other major U.S. cities also experienced record
crime decline without implementing such policies. Moreover, New York implemented other
policing reform, which may have also contributed to the crime drop. Regardless, New York
City credited the policies for a change in the city’s perception as crime ridden.

In sum, policing and other criminal justice agencies have tried various strategies to
reduce crime in response to rising crime rates in the late 1980s and early 1990s. Many
of those strategies show promise in reducing crime and improving relations between the
police and communities, even if they were not solely responsible for the major decline in
crime after the mid 1990s. Criminologists have evaluated many of these policies and the

best of these will surely be duplicated well into 2020.

A FORECAST FOR CRIME IN 2020

So what might we estimate the crime level to be in 2020? The answer to that question
depends on how you interpret a vague prophecy from an oracle based on the assumptions
you make. According to most experts, crime will slightly rise as the aging baby-boomers
continue to dominate the age structure, offending less and eclipsing rising trends in other
age groups (Fox 2000; Fox and Piquero 2003). Adolescents in the baby boomerang
generation, however, will see a rise in crime, especially violence among young minority
males because their numbers will swell by 2010, a one percent increase in crime for each
year at most (Britt 1995; Levitt 1999; Steffernsmeier and Harer 1999; Zimring 1998). The

forecast I offer is based on extrapolating from quantitative data. I forecast future crime trends
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(2006 to 2016) based on what we know about past crime trends making my assumptions
clear. Rather than simply relying on the quantitative data, I will use a futures wheel.
The Futures Wheel

The futures wheel I employ here considers three dimensions: the rise in crime rates,
1984 to 1994; the current drop in crime rates, 1995 to 2005; and the future trend in crime,
2006 to 2016.10 T have already discussed the major causal factors above so I will not go
into much more detail except to discuss how past factors and impacts affect future crime.

Figure 11 shows the futures wheel with the three trends. Each of the three
trends has two elements: factors influencing the trends and impacts resulting from the
trend. These elements are further divided into primary and secondary issues. I give
each element a directional sign, positive or negative, depending on its effect on the
trend. For example, in the 1984-t0-1994 crime trend firearm use increases crime (a
primary issue). Criminologists consider two factors that affect firearm use, availability
and motivation (secondary issues).

I caution that the futures wheel simplifies the factors we have been discussing.
Crime, as we have seen, is a complex phenomenon and I do not suggest that a complete
account is as simple as the futures wheel portrays. It does illustrate, however, important
contributions to past crime and it allow us to explore the possible influential factors and
the policy impacts on crime to 2020.

Rise in Crime: 1984 to 1994
In the decade that saw a momentous rise in crime rates, 1984 to 1994, several factors

were dominant. First, crack cocaine drove violent crime as drug dealers defended their

10 Glenn (1994) refers to this as a “Version 3 Futures Wheel.” While it appears quite complex at first glance, it has
the advantage of showing the reader the interrelatedness of the many factors that can both promote and discourage
aggregate crime rates.
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markets. Consequently, firearms were effective in defending crack markets. Although
semiautomatic pistols and submachine guns availability encourage violence, firearm
availability probably had little effect because firearms are so common in the U.S. It was
the willingness to use them in crime that was important, especially for selling drugs. Also,
gangs gained prominence in this decade, growing with the lucrative drug trade. Second, a
recession cost many blue-collar and even white-collar workers their jobs. The economic
conditions during this period, however, were good and bad. For example, the median U.S.
family income in this decade peaked in 1989 only to plummet by 1994 before rising again in
the next decade.!! As discussed above, the economy can have protective and criminogenic
effects on crime. However, bleak economic conditions probably helped raise crime levels.
Third, the decline in the 15 to 24 year-old demographic should have reduced crime. It
probably did to a small degree; but the other factors were overwhelming.

As for the impacts, rising crime rates sparked unprecedented growth in prison
construction, ‘get tough’ legislation, and policing innovations. Furthermore, skepticism
about the efficacy of treatment in the wake of high crime undercut rehabilitation programs.
Experts still debate how much these policies reduced crime. For example, experts agree
that a rise in incarceration will incapacitate career offenders, but how efficient the criminal
justice system is at catching such offenders is debatable. Furthermore, rising incarceration
can encourage future crime as felons reentering the workforce have fewer opportunities
for gainful, legitimate jobs. Regardless, the unprecedented growth in incarceration
would negatively affect crime rates.

‘Get tough’ policies filled prison beds and held people longer for serious crime

11 The reversal in economic conditions, from prosperity to recession in this decade and the reverse in the next decade,
highlights the difficulty in pinpointing the effect of the economy on crime. A lot can happen in ten years.
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and criminal careers. Policies such as ‘truth in sentencing’ and ‘three strikes laws’ made
offenders serve longer sentences. In this era, prisons became warehouses for the growing
incarcerated population. By 1995 the United States prisons population exceeded one million.

Nationwide, policing introduced several new strategies to combat crime. We
have already discussed community-oriented policing, COMPSTAT, and zero-tolerance
policing. In a negative reaction to skyrocketing crime, some police departments
manipulated official crime statistics to show crime reduction.
The Drop in Crime 1995 to 2005

The factors that contributed to the crime in the preceding decade (1984 to 1994) also
contributed to the drop in crime. Many factors either reversed direction or lost impact. For
example, crack users became anathema on the streets; thus, the demand for crack faded. Also,
the economic recession ended and the U.S. economy became wildly prosperous. The decline
in the population of adolescents and young adults in their crime-prone years were at their
lowest ebb in 1995, although the baby-boomerang would begin to swell this demographic
by the end of the decade. And gangs, while still troubling in major cities, showed less
trouble on the street as criminal justice agencies specifically targeted gang-related crime.

During this decade two other factors had widespread impact on crime. First,
methamphetamine cooked in residential labs emerged as a new drug problem, especially
in rural America. Although meth did not spawn violence as did crack, it did create social
and economic problems for social services and law enforcement.

Another issue that may have affected crime was the terrorist attacks on September
1 lth, 2001. Although the effect of the attacks on crime may have been brief~Americans
united against a common foe—the effect on law enforcement and public policy continues.

For example, police departments across the country have implemented anti-terrorism
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strategies, including enhanced surveillance and other high-tech equipment. Common
criminals have been caught in the larger anti-terrorism nets. Like the wide-ranging
technological benefits from large government initiatives, like the space race and the
Cold War, the ‘war on terror’ will continue to add resources and technology to law
enforcement agencies, making them more efficient.

Even as crime rates dropped in this decade, the criminal justice industry had been
ramped up to combat the rise in crime from the preceding decade. And even as crime
diminished as the most pressing social problem, criminal justice agencies continued to
request resources to fight crime and terrorism. Thus, the second crime trend impacts did
not reach a rational conclusion — spending cuts.

Future Crime: 2006 to 2016

In the next decade, we can safely assume that factors that have influenced past crime
will affect future crime, although factors may reverse (i.e., from positive to negative). As we
have discussed, the increase in the adolescent and young adult populations will most likely
raise crime, but that impact will be minor as the U.S. population is dominated by maturing
baby boomers. Another facet of demographics that will be influential beyond 2016 is
immigration. As the American economy becomes burdened with caring for the aging baby-
boom generation, many industries will hire immigrants, mostly from South America and
Asia. Immigration will concentrate in urban areas, creating socially disorganized communities.

Because the current ‘war on terror’ seems unlikely to be resolved by 2016, national
and local policing efforts will be more focused on legal immigration enforcement and
antiterrorism. Also, as immigration expands juvenile crime and gang formation by
immigrant children will also increase crime levels, especially in the largest cities.

Assuming only cyclical ups and down of the market, the economy is likely to grow
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in the next decade as the U.S. economy expands globally, negatively impacting crime. On
the other hand, many industries will continue to outsource blue-collar and even white-collar
jobs to developing countries where labor is cheap. Thus, for many young Americans, low-
paying service jobs with few benefits are likely to motivate people to commit crime.

Finally, methamphetamine will continue to be a problem because people can
manufacture and distribute the drug themselves. However, because meth is a synthetic
drug, unlike cocaine or marijuana, it is easier to curtail. Authorities in many states have
limited the sale of ephedrine, meth’s key ingredient, slowing the growth of the drug
epidemic. It is unlikely that meth will have any major impact on crime in 2016.

Overall, crime in 2016 is likely to rise, reversing the crime drop from 1995 to 2005;
however, the increase will be nothing like the first trend, 1984 to 1994. Given the expansion
of the criminal justice and corrections systems in the United States through out the 1980s
and 1990s, even a moderate increase in crime is likely to provoke an escalation in ‘get
tough’ discourse. Given the drop in crime leading up to the third trend, the corrections
industry will be able to absorb a rise in incarceration. In addition, surveillance technology
will allow more people to be placed under the control of the state.

The police will answer an increase in crime with continued emphasis on effective
strategies. For example, zero tolerance policing has critics; but many departments have
accepted it as an effective tool to combat crime.

Even if crime rises, a return to treatment plans with proven success will likely
continue to receive funding. Like the police, many agencies have turned to treatment
programs that offer both rewards and punishments to rehabilitate offenders. For example,

drug courts have become popular. Many of these programs have been evaluated and
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found to be both cost effective and successful at reducing recidivism. While there is
still much skepticism about treatment, a continued focus on ‘what works’ will safeguard

such programs even as crime rates begin to rise.

CONCLUSION

How do we avoid misinterpreting the future like King Croesus? Zimring (1998)
cautions that mobilizing before crime levels rise risks acting on a non-falsifiable prophecy
(p. 63). If a forecaster envisions a considerable rise in crime by 2020 and crime does rise,
then the forecast becomes true. If instead crime decreases, the forecaster might rationalize
that the forecast would have come true but law enforcement, acting on the anticipated event,
prevented it from happening. In fact, Fox (2000, 314, footnote 8) similarly argues, “...the
decidedly grim prophecy [in 1996] may very well have encouraged policy responses
designed to avert the predicted youth crime wave.” Similar to the prophesied destruction
of Croesus’s empire, such forecasts cannot be wrong because either outcome proves the
oracle’s prophetic power. The danger comes from acting on such forecasts, based on
assumptions likely to change. A rise in young minority males, the only assumption likely
to hold, most likely will have an impact; however, we cannot assume that other factors that
encourage or discourage criminal behavior in 2006 will remain constant in 2020.

The futures wheel forecasts a modest rise in crime. From the first of the three crime
trends, the criminal justice system has already been expanded to meet it. Thus, a modest
rise in crime should not alarm the public to call for more police, tougher laws, or more
prison space. Assuming there is no illicit drug like crack or a collapse of the economy, the
coming rise in crime will be mild. We should always question our assumptions or risk

King Croesus’s fate.
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Chapter Five
THE FUTURE OF LAW ENFORCEMENT COMMUNICATIONS

By Susan Braunstein

EXECUTIVE SUMMARY

The chapter begins with an overview of organizational communications as applied
to law enforcement, including definitions of terms, discussions of internal and external
audiences, the directions of communication, and a discussion of organizational transparency,
or openness to scrutiny. The second section examines specific changes in evolving
police culture noting that in the past twenty-five years police have moved toward more
transparency and have sought greater interaction with the public. The following are the
five factors that are most responsible for this continuing evolution: critical incidents and
scandal bring changes in leadership; police are better educated; police are better trained
in media; overarching organizations encourage transparency and advocate effective public
information; and standards that must be met to achieve accreditation emphasize the
importance of the public information function.

The third section discusses how changes in technology foster changes in
communication. Internally, advancing technology increases both the speed at which
personnel can access, input, and analyze information and the number of locations at
which they can perform those functions. Also, supervisors are increasingly dependent
on data-based management tools. At their best, these tools enhance communications
up and down the chain of command. Externally, advancing technology enhances

communications between police organizations and all their audiences. Computerized
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databases provide tools for crime fighting. Enhanced technology allows faster and better
communication with media. Faster, better, less expensive equipment allows police to produce
and distribute their own news, thereby creating a secondary conduit to the public.

The fourth section focuses on how changes in the external environment have affected
organizational communications. Prior to 2001, for almost twenty years a primary mission
of many agencies had been to improve the quality of life of the people in their jurisdictions.
Since September 11, 2001, there was a major shift to anti-terrorism activities. Consequences
of the mission shift include the inaccessibility of some previously available information, a
change in federal funding emphasis, and a commitment to improving communication
between agencies. The effort to launch software that facilitates communication between
intelligence agents has not yet succeeded. However, paradoxically, the threat of terrorism
also has enhanced some communications efforts of law enforcement agencies. Many
federal activities encourage better communications within law enforcement organizations,
between those organizations, and between law enforcement and the public. The federal
government is providing deadlines, guidelines, resources, and funding for enhancing specific
communications through systems such as the National Incident Management System.

Changes in the media industry have impacted law enforcement and will continue to
do so. Although media clings to its watchdog function, both its structure and its delivery are
undergoing massive change. Because of globalization, economies of scale, and competition,
fewer reporters are covering more stories. Consequently, effective public information
officers are more important than ever.

Changes in public record law also affect communications. Historically, there has

been a balancing act between the public’s right to know and the government’s right to
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withhold information. Media coverage of government officials denying lawful access to
information fueled many state legislative responses that forced more transparency.
However, recent court decisions and some legislative responses to terrorism and other
crimes have led to decreased transparency. Most of the information now prohibited from
public access is likely to stay that way — at least past 2020. However, transparency should
rise if external threats are reduced. Additionally, transparency will increase if media coverage
of denied access leads to public outcry and that results in legislation broadening access.

Changes in community expectations also contribute to increasing transparency
in policing. The combination of a broad cultural shift and specific changes in law
enforcement philosophy and delivery result in increasing expectations of transparency.
Those expectations are likely to escalate in the coming years.

In conclusion, the longer the country is at war and/or is engaged in anti-terrorism
activities, the more likely it is that transparency will be reduced. However, by the year
2020, if the country is no longer under external threat, both internal and external law
enforcement communications are likely to be enhanced and improved. Internally, there
may be more communication, more accurate communication, and more upward and
lateral communications. Externally, law enforcement agencies may communicate better
with other law enforcement agencies, with other organizations, and with the public. Despite
shifting resources to anti-terrorism and impeding transparency in part due to security
concerns, law enforcement organizations are likely to respond to increased demand for
transparency by developing better working relationships with media and more transparency
for the public. The author ends the chapter with a list of recommendations for a proactive

approach to law enforcement communications in preparation for 2020.
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ORGANIZATIONAL COMMUNICATION IN LAW ENFORCEMENT

Organizational communication is the process whereby groups send and receive
messages. The study of organizational communication is the study of all spoken,
written, and electronic messages sent and received by an organization. Organizations
communicate inside to their own people and outside to other audiences. They
communicate in three directions and in varying degrees of formality (Braunstein and
Tyre 1999, 125). When organizations make themselves open to scrutiny, they are
said to be transparent.

Organizational communication is an integral part of organizational culture, and
it both affects and reflects that culture. Although American law enforcement is not
monolithic, there is an identifiable culture and that culture changed significantly in
the past quarter century. Unsurprisingly, the organizational communication of law
enforcement has simultaneously undergone a parallel change.
Audiences of Communication

Communications in organizations includes internal and external audiences.
The internal audience in a police department includes sworn officers, civilian employees,
and volunteers. The external audiences include the public, other government agencies,
and other organizations including other law enforcement agencies. The media and the
Internet are not audiences in and of themselves; they are conduits to other audiences.
Because mass media is the best avenue to reaching external audiences (and one of the
best for reaching the internal audience), it is extremely important for law enforcement
to deal effectively with television, radio, and newspapers. External communication

can both come into the agency and go out of the agency. For example, when a police
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department sends a press release to a newspaper, that release is outgoing external
communication. When a citizen files a complaint against a police officer, that complaint
is incoming external communication.
Directions of Communications

There are two audiences and three directions for communication in organizations.
Communication can go down through the organization, such as a directive from the
chief to his command staff. It can go up an organization, such as a patrol officer to
her sergeant. Or it can go horizontally, such as from one patrol officer to another.
All three types are present in all organizations although paramilitary organizations
such as police departments have traditionally relied heavily on downward communication
and invested little effort in improving the quality and increasing the quantity of
upward and horizontal communication. The advent of Compstat and its iterations
throughout the country has shifted some emphasis in some agencies to certain types
of upward communication.
Transparency

When organizations conduct themselves so their activities are open to scrutiny,
they are said to be transparent. The metaphor implies that transparent organizations
have no corruption or improprieties to hide— that they do their work in public view.
Transparency includes both the absence of obstruction and the presence of mechanisms
to ease scrutiny. “Contemporary organizations increasingly relate to their surroundings
as if they are transparent...” (Christensen 2002, 162).

The notion of transparency is complicated when applied to law enforcement.

Much of the work of law enforcement is, of necessity, not open to public view. Ina
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democracy with a free press, there is an inevitable struggle between media’s demands for
complete transparency and some organizational demands for greater opacity. The
underlying assumption of the media is that greater transparency leads to greater
accountability. This chapter examines only internal and external communication in
American law enforcement and does not examine accountability or effectiveness.

The move toward transparency is consistent with the shift in the police mission.
When police view themselves only as crime fighting experts, it is consistent for them to
hoard information. When they see themselves as community partners who work with
citizens to improve the quality of their lives, it is consistent for them to share information.
Therefore, it is not surprising that the adoption of community policing coincided with a
movement toward transparency. In policing, there is a necessary balance between
transparency and opacity. Not all the activities of any law enforcement organization are
or should be transparent. Much police work demands the cloak of secrecy to accomplish
effective crime fighting. Also, secrecy is sometimes needed to protect individuals from
unwarranted exposure. Privacy laws and, in some cases, union contracts also require that
some information is confidential.

The belief that the police work for the people and are partners with the people
is relatively new and is not globally shared (Mawbry 1990). Both American policing
and the English foundation from which it sprang are based on the philosophy of a
social contract between the people and the police. In many societies across the globe
— especially societies that are not democratic — there is no philosophical or practical
expectation of transparency or police partnership with the community. “Police practices

in other nations vary greatly with the American police experience. New immigrants
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are often surprised to learn of the amount of restraint exercised by American
police. Police brutality and corruption are regular practices in many countries”
(Harrison 2005 n.p.).

One attempt to introduce transparency into American police processes is a
civilian review board that is supposed to provide the public a window into the workings of
the agency. Although a great many police and police executives are firmly — even
adamantly — opposed to civilian oversight boards, many such boards (of varying
utility) exist precisely because “an overwhelming majority of people, across a broad
spectrum of demographic groupings, believe that police officers accused of misconduct
should have their cases reviewed by a committee composed of both civilians and
other officers” (Law Enforcement News 1992, 1)

Earning and keeping public trust is as critical to the police mission as fighting
crime. “The leadership of a [government] agency has not only the responsibility to
ensure that their organization does a good job but also the obligation to make sure
that the public understands that it is doing a good job” (Behn 1994, 80). As the
Denver, Colorado Police Department Operations Manual states, “public support is the
heart of any public endeavor” (Denver Police Dept., 2005). Judicious transparency
allows and encourages public access to information that is legal and ethical to release
without compromising individuals or the organization. Clearly, there is a need for a
balance between the public’s desire to know everything about everything and law
enforcement’s need to keep some information private (See Changes in Public Records

Law below).
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FORCES ENCOURAGING CHANGE IN ORGANIZATIONAL CULTURE
Perhaps chief among the forces moving law enforcement toward greater
transparency and interaction with the community is the evolution of police culture. The
culture of policing in the United States has changed significantly in the past twenty-five
years and is likely to continue to change in the next fifteen. This is despite the fact that

active resistance to major change is expected behavior in old, large, hierarchical,
many-layered organizations with strong union contracts (i.e., many police departments).
Critical Incidents and Scandal Bring Changes in Leadership

The scandal cycle in policing is an endless repetition of scandal, reform,
complacency, lapse, scandal, and reform. “The dynamics of police-media relations
shift during times of ...scandal” (Lovell 2003, 7). When departments are not adept,
or the scandals are deep and wide-ranging, media coverage increases in depth and
duration. The more media attention the scandal brings the greater the public outcry.
The more the public cries out, the greater the likelihood of agency reaction and reform.

As noted in The Public Image of Police, “from a practical perspective, when even

modest levels of negativity and low esteem are concentrated disproportionately in
certain groups of the public... Nearly always the first thing to change is who heads
the police organization” (Gallagher 2001 n.p.).

With changes in both media and society, some local police scandals lead to
national coverage and later to both local and national attempts to reform. For example,
when national news covered multiple scandals of alleged excessive force against minority
men, it led inexorably to people across the country reexamining how local departments

behaved. Specifically, protestors were outraged by individual actions, by agencies’
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apparent toleration of misconduct, and by perceived attempts by agencies to “stonewall”
and to cover-up. At the same time the public demanded better conduct of the officers,
it demanded more transparency in the processes to investigate and report perceived
misconduct. Media coverage of police scandals is likely to continue because scandals
are easy to cover, they generate interest, and they fit well with journalists’ belief that
media is government’s watchdog. Using history as a guide, police seem likely to move
toward greater transparency in response to that coverage.

Police Are Better Educated

The second factor responsible for the evolution of police culture is the change in the
educational level of police. Although a college education has been lauded as an asset for
police since at least 1917 (Goldstein 1977, 283), “an increasing number of departments
require some type of college experience for employment or promotion” (Carter and Sapp
1992, 6). Mirroring increased social pressure for credentialing in other fields, for increasing
numbers of departments the chief must have a four-year college degree. For larger
departments, it is not unusual for a master’s degree to be suggested if not required.!

Law enforcement in the United States does not routinely provide for upward
movement between departments in non-command positions and in most departments few
command positions other than chief are routinely filled from outside. Consequently, most
police executives have experience only with their own department. Most of what they
know of law enforcement will necessarily have come from their own department with
additions from interagency task forces, law enforcement associations and conferences,

reading, and training. Consequently, a college education is an important avenue for

1 See the National Organization of Black Law Enforcement Executives (http://www.noblenational.org).
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introducing organizational change. It is probable that trends will continue and that by
2020, more chiefs, command staff, and officers will attain a college education and bring
impetus for cultural change to their departments.

Police Are Better Trained in Media

It is not unusual for chiefs and commanders to indicate they would rather face
armed criminals than the media. Part of the reason for that belief is the long standing
cultural tendency of police to avoid media, and part is because police have much more
training in dealing with criminals than they do in dealing with media. Police response to
the need for expertise resulted in increasing use of designated public information officers
(PIOs) as law enforcement spokespersons (Criminal Justice Journalists 2003, 7).
Although many PIOs wear that designation only part-time, the person filling that slot
and others who may deal with media now often receive media training. In fact, at no
time in the past have chiefs, command staffs, and public information officers had more
opportunity for public information training. More courses on more topics are being
offered by more organizations in more locations than ever before, and more agencies are
taking advantage. In 2001, a survey indicated that 69% of municipal police departments
provided some media training (Lovell 2001, 7).

Training sessions include a wide variety of topics including media in high visibility
situations, media for small departments, media in multi-jurisdictional disasters, and public
information law. The most useful courses may be those in interview skills. Research shows
“police training in television appearance skills... significantly associated with a more
favorable department image” (Lovell 2001, 7). Much media training includes a component

on the benefits of establishing and maintaining a good working relationship with the media.
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The training routinely indicates that to a large extent this relationship is dependent on the
department behaving transparently: that is, with the absence of obstruction and the presence
of mechanisms to ease scrutiny.

The environment of media training sessions is changing. Previously, the courses
frequently referred to media in derogatory ways. Instructors are now more likely to
refer to media in neutral rather than negative tones. The author has engaged in law
enforcement training since the late 1980’s and personally witnessed that as late as the
mid-nineties it was not unusual for some public information trainers to define the cops as
“the good guys” and the reporters as “the bad guys.” Although such training still exists
and is likely to persist for some time, it no longer is the dominant mode. Increasingly,
too, current or former journalists who can explain the news industry from the inside
teach some of the courses. The theme underlying much current public information training
is the need to work cooperatively with the media to achieve law enforcement goals.

Because there is increasing external support for media training (see The Threat of
Terrorism Affects Transparency below), because law enforcement executives are more
aware of the need for training, and because there is more and better training; it is likely
that by 2020 there will be even more and more accessible media training. More law
enforcement organizations will have personnel trained in media relations. There will be
more reporters delivering training and more police executives practicing in front of live
cameras and receiving information that encourages cooperation with the media. As the
media environment changes, media training for law enforcement is likely to change
responsively and responsibly. As new requirements for production and new media outlets

confront police agencies, training will evolve to meet those needs.
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Overarching Organizations Encourage Transparency and Advocate Effective
Public Information

One of the most effective factors in changing the culture of policing in the
past quarter century has been the collective stance of overarching law enforcement
organizations. Unlike most of the world’s nations, in the United States law enforcement
is achieved through the efforts of thousands of agencies, each of which is sovereign
within its sphere. Because the Modesto, California Police Department is not a subset
of another, larger agency, its culture is not mandated by another agency. Nonetheless,
other organizations can and do affect the culture of individual agencies. Overarching
organizations can be defined as those that have the ability to influence law enforcement
executives, national policy and funding, the curricula of police academies, and criminal
justice standards. They are outside individual agencies but are capable of influencing
their culture.

National voluntary organizations have members who represent agencies diverse in
size, type, and geography. National organizations such as the International Association
of Chiefs of Police and the National Sheriff’s Association represent, educate, and affect
their members through meetings, sponsored training, e-mail, and publications. Although
there are significant differences between the various organizations, most of them have
encouraged their members to utilize the media to accomplish their missions. Most produce
publications and provide training to enhance the media skills of their members. Most urge
their members to remove inappropriate obstacles to transparency and some explore
mechanisms to increase the ease of public scrutiny. Most publicly endorse a belief

system that is often different and more progressive than many of the individual agencies
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from which their membership derives. When organizations such as these advocate
progressive policies and practices in public information, they affect the climate and
the practices of local law enforcement agencies.

Organizations that solicit, fund, and release research also help set the agenda for
policing in this country. The Police Executive Research Forum (PERF), known colloquially
as “the police think tank,” conducts and publishes research and hosts provocative
conferences and meetings. PERF has long advocated responsible transparency and
cooperation between law enforcement and the media: “Law enforcement and the media
need each other, so law enforcement executives need to do their best to work with them
to find common ground. The need to secure this common ground cannot be overstated.
Without it, conflicts will continue to affect public safety” (Murphy et al, 2004, 99).

In addition to voluntary organizations, the Federal Bureau of Investigation (FBI) also
affects the culture of diverse local departments. The FBI is a major provider of training for
local and state agencies. Because the FBI is such a significant provider and because its
training is consistent throughout the country, it encourages adherence to a national standard.
At the state level, state police chiefs’ associations and state law enforcement agencies have
joined the push toward more effective image management through encouraging agencies to
have more — and more effective — interaction with media. In addition to providing
training, many of these organizations also directly and indirectly influence the curricula of
police academies and the content of criminal justice standards for jurisdictions. Additionally,
the Police Assessment and Resource Center (a nonprofit organization providing information
on police oversight and monitoring) produces publications, reports, and forums that

encourage more transparent processes than many agencies have traditionally practiced.
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Accreditation Requires Public Information

Accreditation has been a major factor in the shift in police culture toward greater
transparency. Law enforcement agencies seek accreditation as an adaptation based on
other occupations, as a guide to best practices, as an assurance of professionalism to
the community, politicians, and administrators, and as a means to reduce the cost of
insurance. Both state and national processes for accreditation address standards in
public information. The basic premise is the same one that is the philosophical
foundation of this chapter: law enforcement serves the community and to be successful
it must have the support of the community. Good practices in public information help
agencies earn that support. The Commission on Accreditation for Law Enforcement
Agencies (CALEA) is an independent accrediting body that functions as the national
accrediting association. CALEA advocates that law enforcement agencies should
involve members of the media in formulating policies and decisions that affect the
media. The intention is to develop a cooperative relationship.

Accreditation standards address the need for agencies to codify their public
information policies and practices in many ways including but not limited to written
directives, job description and analysis for the public information officer or the person/s
who perform that function, access guidelines for media representatives, guidelines for
what information will be released and what will not be released, and many other factors
depending on the particular accreditation agency.? Both the federal and state accreditation

processes do more than set the minimum standards for the public information function in

2 See for instance the Commission on Accreditation for Law Enforcement Agencies, Chapter 54, Public
Information, Standards for Law Enforcement Agencies, 4th Edition
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accredited agencies. Accreditation processes emphasize that public information is a critical

function that requires adherence to recognized, professional standards of conduct.

CHANGES IN TECHNOLOGY BRING ABOUT CHANGES IN
COMMUNICATIONS

Rapid changes in technology have had their impact on all aspects of policing
including the way agencies use communications. A factor that has major impact on the
way law enforcement communicates internally and externally is the reduction in size,
cost, and complexity of communications equipment and the corresponding increase in
the capabilities of that equipment.

Changes in Technology Bring About Changes in Internal Communications

Because “internal communications are rarely as effective as they might be in police
organizations and are often a major source of conflict,” (Braunstein and Tyre 1999, 127)
improved internal communications is vital. Advancing technology deeply impacts law
enforcement’s internal communications— the day-to-day communications between
members of the department. Better communication within the agency can do more than
move information more quickly; it can increase the stakeholders’ feelings of organizational
ownership. Technology has changed internal communication at every level.

Wireless technology increases both the speed at which personnel can access
information and the number of locations at which they can achieve that access. One
effective use of wireless technology occurs when properly equipped police transmit
video from emergency scenes to designated sites such as emergency operations centers.

This is but one example of how technology gives decision-makers more information,
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more accurate information and more timely information than was previously possible.
Similarly, improved radios, cell phones, and satellite phones offer the opportunities for
better internal communications.

E-mail, video conferencing, handheld devices using wireless technology, and
intranet systems increase the speed and consistency of material distributed across shifts
and geographic locations. With streaming video, key personnel can appear at multiple
briefings or roll calls regardless of time or distance. Special units can use video
conferencing to get information out to the troops during roll call. Crime briefings or
Compstat-type meetings can include personnel across geographic areas without the
necessity of travel. Information can be sent or received at remote locations. For
example, many organizations now make it possible for personnel to access information
from their homes, thereby expanding the flow of information to off-work hours.

Advancing technology makes it possible for information to be easily updated
whenever it is needed. Changes in general orders, for instance, can be immediately
distributed to all personnel, and there is a record of each person receiving the
communication. Of course, the record of the communication is generally covered
under public record law. The speed of e-mail is particularly important for downward
communication when there is a crisis affecting the organization. It should be
self-evident that it is damaging to morale when personnel first hear negative
information about the organization from the media. With e-mail, command staff
often can have such information and its context in each person’s electronic mailbox
before the news hits the airwaves or the paper. Cell phones have become so

ubiquitous in society that it is easy to overlook the changes they have brought to law
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enforcement. The integration of radio and telephone technologies into single pieces
of equipment allows almost simultaneous communication within and between
agencies. The cost of equipment is such that even very small departments often are
equipped with “direct connect” technology.

Whereas in the past law enforcement most often adhered to the paramilitary
model of organizations with most communications going down, in many agencies the
model has shifted to more closely resemble modern private industry. Partly because of
improved technology, there are more horizontal, lateral, and upward communications.
E-mail has significantly increased the flow of upward communication, especially when
supervisors and command staff are sent copies of internal communication.

One of the ways technology has most successfully impacted police
administration is in management. “Information is the raw material of management
work. The daily activity of managers involves the processing of information... [that]
demands the use of communications media” (Buchel 2001, 1). Technology makes it
possible for more information to be gathered, analyzed, and effectively moved up the
ladder more quickly than most organizations were able to accomplish in the past.
The speed and accuracy of information collection and analysis assure that informa-
tion-based management decisions can be made in a timely manner. Analysis is
becoming an increasingly important tool for the management and administration of
law enforcement agencies.

Police are increasingly dependent on data-based management tools. At their
best, these tools enhance communications up and down the chain of command. One

example of a database management tool is an early intervention system or early
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warning system (EWS). The EWS is a mechanism for enhancing police accountability
by measuring and noting employee performance along predetermined parameters that
vary by agency. Common parameters measured in early warning systems are use
of force incidents, internal affairs investigations, discipline, crashes, discretionary
arrests, training records, and commendations. Although EWS can be used for
disciplinary purposes, the trend is to encourage their use as an employee development
system. Employed this way, EWS can enhance management’s ability to monitor
performance, increase appropriate internal communications, maximize employee
potential, and increase retention (Walker, Alpert, and Kenney 2001, 3-5.). When
functioning at their best, EWS serve agencies by increasing communication with
supervisors and employees (Phoenix Police Department 2005). The systems simultaneously
organize information about employees while providing needed information about services
to the employees. When EWS are used as employee improvement databases, they
should facilitate positive communications up and down the chain and encourage
employee buy-in.

Internal communications are likely to continue to improve as the rate of change in
technology speeds up and as law enforcement personnel adjust their expectations to the

new environment.

CHANGES IN TECHNOLOGY BRING ABOUT CHANGES IN EXTERNAL
COMMUNICATIONS
Just as technological changes enhance internal communications, they can and

sometimes do enhance external communications between law enforcement and the
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public, between and among law enforcement agencies, and between law enforcement
and other organizations with coinciding goals. The rapid pace of change in technology
means some agencies are inevitably behind the curve just as others are ahead. While
some agencies are employing state-of-the-art technological advances, others are still
unable to communicate directly with other law enforcement agencies or with allied
agencies because there is no industry radio frequency standard. Although technology is
moving toward systems that will allow departments to talk across different frequencies,
such is not yet universally the case. For many law enforcement agencies, advancing
technologies have provided significant tools for enhancing external communications.
Reverse 9-1-1 systems and targeted mass emails allow police to send messages in an
efficient and effective way that bypasses traditional use of mass media.

Another way technology has assisted is in increased information systems
capability. Information gathering is a primary task of law enforcement. Problem
oriented policing and old fashioned investigation techniques both are based on the
collection and interpretation of information. Advancing technology enhances that
task so that now an explosion of data comes into and is produced by law enforcement
agencies. For many contemplated actions, data is collected and transmitted from
external points including — but not limited to — private organizations, other law
enforcement agencies, and other governmental agencies. External information can
come in at a faster pace than in the past because technology makes the collection,
analysis, and transmission of the information easier and faster. However, the enormous
amount of information gathered may make it difficult to assure that the collected data

goes to the right personnel and is correctly interpreted so that it can be used effectively.
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Similarly, hardware and software from various agencies and even sometimes within
agencies may not interface; information sharing may be impeded, sometimes with serious
consequences. Investigations after 9/11 revealed that intra-organizational and inter-
organizational communications were inadequate to meet national security needs.
That problem is currently being addressed by law, by funding, and by the federal
government providing resources for enhanced communications (see The Threat of
Terrorism Increases Transparency below).

Faster, easier communications encourage both internal and external communications
and can improve transparency. An excellent example of technology’s ability to increase
transparency arises from the use of onboard cameras. Digital cameras mounted in police
cars record encounters creating a witness to police-citizen interactions. Wireless capability
allows immediate downloading of images to fixed locales where they can be quickly
accessed by supervisors. Officers, supervisors, and citizens with complaints have a
record they can turn to when there are disputes. Similarly, stop light cameras create
verifiable records. Of course, the cameras have a limited range of vision, they may
malfunction, or they may be deliberately disabled. However, the cameras and transmission
do increase transparency, and they demonstrate the apparent willingness of police to
embrace transparency.

When the means of recording and producing news was limited by size, expense,
and complexity of use, there were few players in the news business; only media produced
the news. With increasingly good amateur equipment and technology for instantaneous
transmission, members of the public now act as reporters, photographers, and even

distributors of news. As Jarett Lovell says, “now the Internet promises to make every
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citizen a keeper of the police” (2003, 13). From capturing excessive force on a video
camera and having the images played on commercial television, to posting images on

the Internet, civilians are making incursions in the gathering and distribution of news. One
outcome of this trend is a forced increase in the transparency of police departments. The
reduction in size, cost, and complexity of the equipment also works so police themselves
can enter the news production and distribution market. In the past, except for face-to-face
meetings with citizens, police relied almost solely on the media to get their story out. Police
now are able to produce and distribute their own images and stories.

For instance, in many communities, police had long used remote cameras in
areas where there were often extreme traffic conditions. The images from those
cameras belonged to law enforcement and were not routinely available to media.
Recently, it became an accepted practice in some locations for television news to
broadcast images from these and other government-owned cameras. This change in
practice came about when advancing technology made it easier for media to access
and broadcast the images. Almost simultaneously progressive police administrators
decided that contrary to past decisions, it was to their advantage to allow media to
do so (Bryant 2005).

With the right equipment, police can take their own photos and/or create their
own “stand-ups” at crime scenes, produce their own graphics, interviews, and audio,
and then transmit a broadcast-quality package to commercial news outlets. Similarly,
advancing technology allows police to email print and broadcast quality 911 transcripts,
jail mug shots, and bank security camera images. For the police, the production and

transmittal of the product to the news outlet gives them a better chance of having
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the story selected, provides the information to the station quickly, and gives police
control of the product, at least until it is edited. Police production of some of the
story is unlikely to yield police control of the final edit, but when police produce
viable clips, the images and sounds are sometimes slipped into professional
broadcasts. When that happens, the visual images and sounds then say what the
department wants said, in the way it wants it said. Sometimes the clip or the
emailed 911 transcript or mug shot determines the slant of the story - - a real asset
for the department.

News is time-driven. When information cannot be quickly accessed by media,
it may not make the story or the broadcast, thereby depriving law enforcement of a
potential avenue with which to disseminate information. For instance, when video
from bank cameras and crime scenes can be converted and distributed quickly via
the Internet to media, it is more likely to be used in a broadcast. Sometimes tape
availability can drive the selection of the story for coverage. Advantages to the
media of using police-produced segments include the financial savings found in
reducing the number of location shoots and access to material they might otherwise
not have. When the PIO transmits otherwise expensive or inaccessible information
or images, he or she is helping the bottom line of the news outlet at the same
time the agency is getting its story out to the public (see Changes in the
Media below).

Because of advances in technology, police are also now more efficient in
distributing news ideas and stories to the media. Broadcast faxes and e-mail lists are

examples of technology that get information out quickly and virtually simultaneously
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to numerous recipients. Effective public information officers routinely fax all media
outlets with press releases. Some public information officers record information for
limited access voice mailboxes so reporters can access constantly updated information.
Similarly, reporters access the agency web site for routine agency information. Archived
news releases, information about personnel, and perhaps the annual report are more
readily accessible to reporters on a web site than they would be in hard copy that may
be misplaced. PIOs can also post current information on their web sites so reporters
can retrieve digital images and information for breaking stories.

Advancing technology also provides law enforcement increasing control of the
means of production and distribution of news to targeted audiences. Police can quickly
get out their own messages and tell their own stories. Almost all agencies have web
sites and through increasingly sophisticated web pages they can speak directly with their
audience. Agency sites are relatively inexpensive to maintain and use, and they can be
continuously updated so they are of immediate and continuing interest. Police agencies
use their sites to present information in the way that is most helpful to them without any
deletions, modifications, or changes imposed by reporters or editors who have a different
agenda or different space/time requirements than the agency.

Through shows produced for government access television channels, police- affiliated
television and radio programs on commercial stations, and webcast radio programs,
agencies can control the content and production of their stories. Although entertainment
factors are important even in government access television, the nature of these programs
makes it possible for police to communicate ideas that might not be aired on television or

that might receive short shrift on commercial TV. For example, a program on a government
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access channel might spend ten minutes or more on a segment on elder safety. In the rare
event the subject was covered on commercial television, it would be unusual for it to last
two minutes. Programs on government access channels and police-produced programs

on commercial channels also allow law enforcement to spotlight subjects that might
never get commercial coverage. Publicizing outstanding personnel and programs increases
organizational morale and supports the mission as it encourages appropriate public
confidence in the department.

Changes in technology have made it possible for police to improve and
enhance both their internal and external communication. Communication moves
more quickly up, down, and across organizations and, more data comes in and is
processed more quickly. Because of improved technology, police are able to
communicate better with the media and with the community unmediated by the
media. The scenario described above is unlikely to occur if the agency has not
established and maintained a healthy, positive relationship with the news outlet. As
more agencies meet accreditation standards of media relations, have professional,
trained public information officers, and engage in all the other practices mentioned
earlier as factors in better media relations, the possibility of genuine cooperation
between media and law enforcement increases. As technological advancements
are adopted, more agencies will produce their own programs, and these programs
will become more sophisticated. Simultaneously, more agencies will feed images
and information directly to commercial media, affecting coverage of those agencies.

By 2020 we are likely to see exponential growth as technology advances and costs drop.
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CHANGES IN THE EXTERNAL ENVIRONMENT BRING ABOUT CHANGES
IN COMMUNICATIONS

Because law enforcement both affects and reflects society, changes in society
make an impact on policing systems and processes. The threat of domestic terrorism has
brought major change to policing communications.

The Threat of Terrorism Affects Transparency

September 11, 2001 ushered in a new era in policing. As the nation faced
domestic terrorism the mission of law enforcement agencies underwent modification.
Law enforcement has always engaged in some activities that must, because of the
nature of the mission, remain hidden from public view. Ongoing investigations and
strategies always have been protected from public disclosure. There has been no
public expectation that police would announce wiretaps in advance or tell the public
when and where they intend to exercise search warrants. The very nature of homeland
security necessarily leads to less transparency. In an apparent paradox, however,
homeland security heightens the need to keep the public appropriately informed and
certain security measures necessitate more communication between law enforcement
agencies. However, information that in the past have been open under public record
laws may now be off-limits because of security concerns. There is also a clear “chill
factor”; since 9/11, police are more conscious of the potential threat of improper
release of information. Some information is withheld although its release may not
actually be prohibited.

It is not surprising that the threat of terrorism has led to a reallocation of
federal funding. When the federal emphasis was on crime reduction and quality of

life 1ssues, federal funding flowed to projects that increased communication between
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law enforcement and communities. The federal emphasis is now on national security
and anti-terrorism measures; funding flow to projects that offer the promise of threat
protection/reduction and/or management of the consequences of terrorist activities.
Federal grants support everything from equipment to personnel to training. Much of the
money is directly earmarked for security, and like other industries, to some extent law
enforcement may follow the money. Simultaneously, there is federal funding available to
increase and enhance agencies’ abilities to communicate between and among themselves
and with their communities.

Beyond the ramifications of federal funding, the demands of homeland security
and community policing inevitably create a conflict for law enforcement executives and
their agencies. With competing demands for personnel and equipment resources,
demands have to be prioritized. In times of external threat, organizations traditionally
expend their resources fighting off the threat. Unsurprisingly, the post-9/11 period finds
law enforcement expending significant resources on fighting terrorism. Some of those
resources might have been employed in public outreach and public information activities
if the threat had not arisen.

At first glance, it may appear paradoxical that the response to the threat of terrorism
also has in specific ways enhanced police communications; however, such is the case.
Government initiatives encourage better communications within and between law
enforcement organizations, and between law enforcement and the public. Just as agencies
must be able to coordinate operations and logistics for terrorist and other large-scale
incidents, they must also coordinate education, communications, and information

management. The federal government is providing deadlines, guidelines, resources,
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and funding for enhancing these activities. Homeland Security Presidential Directive 5
mandates the creation and implementation of the National Incident Management System
(NIMS).3 The purpose of NIMS is to provide a foundation so multiple agencies can
work together for effective domestic incident management. The threat of terrorism
clearly was the catalyst for the creation of NIMS, yet its utility is not limited to terrorist
incidents. The directive states that the system is for domestic incidents of all types.
Full compliance with all NIMS standards is not required until 2007, but the future is
clear and near, and police are moving in the directions mandated.

It is noteworthy that NIMS recognizes the key importance of communications and
information in preparing for, responding to, and recovering from major incidents. NIMS
requires the creation of joint information systems that are collective efforts by multiple
agencies to ensure that all participants are familiar with, understand, and employ
standardized communications. Participating agencies are to use a joint information center
(JIC) to facilitate all communications from the combined command. The purpose of the JIC
is to reduce confusion and to eliminate conflicting messages. The unified command speaks
with one voice to ensure the public is accurately informed in a timely manner. Coordinated
and effective communications and information management are seen as critical factors,
thus extensive resources are available to facilitate change. Consequently, NIMS affects
communications in law enforcement agencies in three ways: it underlines the importance
of public information in law enforcement; it enhances and increases the flow of information
for coordinated incident management and for public information; and it enhances and

increases external communications between law enforcement agencies. Another forward

3 See http://www.dhs.gov/.
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step in interagency communication was brought about through the establishment of district
terrorism task forces that require agencies to communicate on security issues. The result has
been increased cooperation between agencies on other issues as well as on anti-terrorism.
As mutual advantages are explored and formal and informal communications networks are
built, more cooperative activities take place, and more activities are successful.

Information sharing within and between agencies is one of the highest priorities
of post 9/11 security efforts. The Federal Bureau of Investigation was charged with
the responsibility of creating a system to extract, manage, and move forward critical
information. To that end, great effort and expense went into creating a nearly $170 million
computer system that was intended to allow information to move rapidly, securely, and
without hindrance between intelligence agents and agencies. Although there is currently
more effective information sharing than prior to 9/11, this computerized intelligence
management system has not been successfully launched. The inability to develop an
effective system as of the date of this writing is one of the most significant obstacles
to effective external communication between law enforcement agencies.

Although federal law enforcement acknowledges that local agencies are the first
line of defense against terrorism, genuine collaboration between federal and local
agencies has been difficult to achieve. The FBI acknowledged that its bureaucratic
structure inhibited collaboration and engaged in some restructuring of the organization
(Strohm 2003). One early problem was the bureaucratic obstacle of gaining security
clearances for law enforcement officers. In the first eight months of the program only
320 clearances were issued. However, internal procedures were streamlined, and ’since

the 9/11 attacks, more than 6,000 state and local police officers have been granted access
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to classified material involving terrorist threats, the broadest dissemination of secret
information in U.S. history” (Johnson 2005).

Intelligence briefings to chief executive officers and command staff from state
level departments of law enforcement and briefings to chiefs from federal agencies are
increasingly common. However, officers at all levels in local organizations are more
likely to experience two-way communication with other local agencies. As of this
writing, many law enforcement executives still claim that the media often reports on
terrorism-related stories before police chiefs are officially briefed. As the nation adjusts
its response to terrorism, federal agencies will make more concerted efforts to exchange
information with each other and with state and local agencies. Software and other
communication problems will be overcome because the need is great and eventually the
people and Congress will demand no less.

Changes in Media

Historically, police alternately seek and avoid the news. When they complete
their mission or need the assistance of the public, police seek coverage. When officials
have acted questionably, police usually avoid coverage. It is in this latter case where
the media is best serving the public’s watchdog mission. A major force that defines
journalism in the American culture is the economic environment in which it is practiced.
In the United States, journalism is not a function of government—it has always been
market-driven and had to pay its own way. Journalists have always claimed that
market forces led to better journalism although both evidence and experience indicate
that a market that values entertainment above information may lead to conflict with

journalism’s public service norms (McManus 1992).
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While the watchdog function of media has remained constant, the very nature of
media underwent major change in the past quarter century. Concurrent with Americans
spending more time in their cars, Federal Communications Commission (FCC) decisions
allowed the expansion of media companies so that one company can own up to eight radio
stations in one market. The advent of the Internet, all-news television networks, the
Telecommunications Act of 1996, and the FCC decisions of 2004 brought unprecedented
change. Mergers, reduced government regulation, and globalization transformed the
industry by reducing the number of owners and increasing media adherence to corporate
decision making.

Economies of scale drive the consolidation of the industry. Although competition
between outlets remains fierce, “profit calculations require many of the products... be
standardized by sharing common sources of production, and recycling the content
through multiple outlets in the same corporate chain” (Bennett 2000, 2). Organizations
maximize profits by increasing the number of outlets they own, decreasing the number
of staff they employ, and increasing the geographic distance and the number of stories
covered by individual reporters and photographers. Consequently, fewer reporters cover
stories because the same story is used by more than one outlet. With the increasing
globalization of media, there is increasing attention and devotion to the bottom line —
the selling of advertising space or time.

In the past, law enforcement agencies dealt primarily with traditional newspaper
and television reporting. Those agencies that were astute about media understood
newspaper and television deadlines. They could reach a huge percentage of their external

audience and almost all of their internal audience through newspaper and television news.
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According to the State of the News Media 2004 survey, in the past ten years both newspaper
circulation and Nielsen ratings for the three nightly newscasts have shown a marked
decline.4 In the past, to reach the public the police had only to make press releases available
to newspaper and television. Many young people now get their news from the Internet
(Ziomek 2005, 17) and entertainment sources; more people of every age are choosing
partisan reporting. The public uses these newer and nontraditional sources to keep informed
(Robinson and Levy 1996, 21). The public information function has become more complex
because information needs to be readily accessible and competently packaged for different
types of outlets. Many newspapers, even some in small markets, have web sites they update
throughout the day. Television news means instant coverage around the clock. Media for
police departments routinely includes newspapers, television, radio, a government access
television station, the department annual report and other publications, perhaps a radio talk
show, and a web site.

Journalism is increasingly market-driven and the market consistently wants “cop
stories.” News organizations are relying more heavily on stories that are easy to cover. The
department that has the most knowledgeable PIO, makes proposed stories reporter-friendly,
and 1s able to self-produce some of aspects of stories. The department is most likely to
produce positive features in the television, print or digital news. The future is likely to see
more police coverage with a focus on those stories that “travel well.” Stories that originate
in one location but resonate nationally and/or are sensational will get increasing coverage.
Big stories will attract ever more large-market media. In response, police will become more

adept at dealing with the realities of a major media invasion.

4 See http://www.stateofthenewsmedia.org/.
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Changes in Public Records Law

Generally, the law addresses public access to public documents and does not
specifically address the media as the party that desires access. Here, as elsewhere in this
chapter, media outlets are seen and treated as merely a conduit to the public. Media outlets
have the same rights as a private citizen. The formal rules regulating access to government
records are codified in public record law that mandate what records must be open to
public scrutiny. Relevant federal laws include the Freedom of Information Act, its 1996
amendment, and the Privacy Act of 1974. In addition, each state and some cities have
public record laws. In matters of interest to law enforcement, states are consistent in
exempting records of open law enforcement investigations. Other exemptions that apply
to law enforcement vary by state (Overbeck 1992, 280). Penalties for public officials
who improperly deny access vary by jurisdiction and include criminal sanctions, fines,
agency payment of attorneys’ fees for successful litigant, and possible disciplinary action
including removal from office. Such sanctions are not often imposed. In addition, several
states have ombudsmen and/or nonjudicial review processes to help citizens gain access
to public information (Hall 2003, 22).

The state of public access to public records is in flux. Some courts have interpreted
the law broadly when it comes to exceptions and narrowly when it comes to rights of
access, thereby limiting transparency. Even when the law is clear, many government
officials and agencies fail to comply. From time to time, first amendment coalitions, college
students, state agencies and the media conduct tests of public access to information. In
many cases and in states, many officials have denied access to public records that by law

must be available for scrutiny (Landon 2001, 1-16). When officials exhibit blatant
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disregard for the public’s right to know there is often media coverage of non-complying
agencies. This coverage may prompt a legislative response, such as revisiting public
record laws. For instance, in the wake of widely publicized audits by newspapers, college
students, and state agencies, several state sunshine laws were strengthened in 1999 and 2000
(Landon 2001, 1). Media or others also may initiate a lawsuit against the non-complying
public figure. For the plaintiff, even if the suit is unsuccessful in the courts, it is often
viewed as advantageous because it generates coverage and it advances the watchdog
function — a core value deemed intrinsically worth defending.

There is always a struggle to maintain a balance between government’s right to
secrecy and the people’s right to know the people’s business. The struggle is particularly
difficult in times of war when the need for security may seem to outweigh the people’s
right to access information. “Secrecy in wartime always raises First Amendment-related
issues” (Collins 2004) and there is a vocal group that believes “the American tradition
suggests that civil liberties take a backseat during times of war” (Hudson 2002).
Supporting that belief, since 9/11 there have been clear government movements toward
limiting access. Significant legislation now protects specific security information from
public scrutiny (see also The Threat of Terrorism Affects Transparency above).

In addition to concerns about security, other concerns affect public access to
information. As Lee Ann Freeman, Legal Advisor to the Orlando, Florida, Police
Department noted in a personal email (January 24, 2005), historically, specific crimes
lead to responses to those crimes. Just as terrorist activities led to prohibitions on
access to information that might help terrorists, the explosion of identity-theft crimes led

to prohibitions on access to some personal information such as social security numbers.
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The longer the country is at war and/or is engaged in anti-terrorism activities, the
more likely it is that public access to security-sensitive information will be limited.
Even if the war and anti-terrorism activities ended successfully and soon, most of the
specific information that is now prohibited from public access is likely to stay that way
at least past 2020. Nonetheless, it appears likely that the trend toward increased transparency
will continue unabated in matters unrelated to national security. Media and other groups
likely will continue to test public officials because such behavior is consistent with both
internal and social norms. If those groups conduct the tests, based on history it is likely
that many public officials will fail. In response to the resulting outcry, state legislatures
might well act as many have in the past under such provocation. They may direct the
courts to interpret the law broadly when it comes to rights of access and narrowly when
it comes to exceptions. The result would be greater transparency.
Community Expectations

A major factor in the external environment that influences law enforcement is
community expectations. Although there has always been public demand for integrity in
policing, there has not always been a similar demand for transparency. This shift mirrors
the shift in public demands for transparency in other social institutions such as education,
business, and health care. Law enforcement agencies augmented the broad environmental
factors affecting expectations of police transparency. The dominant law enforcement
philosophy of the 80s and 90s was community policing, which required police to open
themselves to public input and scrutiny in unprecedented ways. With the commitment to
community policing and a greater understanding of the need to manage public image,

agencies began to work to keep constituencies better informed not just about crime in the
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community but also about the activities of the police department itself — sometimes even
when those activities reflected negatively upon the agency. Some agencies adopted private
industry methods for dealing with scandal, even going so far as to hiring outside auditors to
gather and analyze information. For example, according to Chief Harold L. Hurtt the
Houston (TX) Police Department hired outside investigators when questions arose about
its handling of evidence.? The combination of community expectations and changing
police philosophy led to greater transparency.

During the 1990s many police agencies discovered what leaders of private indus-
tries under siege had discovered: mistakes happen, but dribbling out information about
them prolongs negative coverage and harms the image of the organization (Vance 1999).
Transparency was advocated as an image management tool. According to Gallagher and
colleagues, the “police must understand how the public view them as a crucial first step
in improving the relationship between the police and the community” (2001). When the
model for policing was the military, police did not often seek information on what the
community thought about the department, its goals, and its services. Although agencies
had mechanisms for accepting complaints, access was often difficult and sometimes
intimidating. People had to be very motivated or dissatisfied to register complaints.
Seeking and measuring customer satisfaction was not a high priority. With the shift to
civilian models, police began to solicit input from those they served. Follow-up phone
calls after citizen interactions with departments were instituted to solicit comment about
service and to gauge satisfaction. Some departments collected and analyzed customer

satisfaction surveys to reveal specific areas of satisfaction and dissatisfaction. In many

S Chief Hurtt made this comment at the Police Executive Research Forum Townhall Meeting at the 2004 meetings
of the International Association of Chiefs of Police, Los Angeles, California, November 2004.
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cases the surveys were little more than window dressing, but in others the input was con-
sidered valuable and factored into plans for change.

At the current time, some agencies have gone further in the attempt to solicit
meaningful external input. For example, police in Eugene, Oregon, engaged outside
professional groups to gather and analyze community opinions (Nolan 2005). The
community may be informed about the surveys through media coverage or through
agency coverage such as through postings on the agency web site, and/or through
mailings. The incoming opinions may be taken in written surveys or over the phone.
The use of independent agencies to collect and analyze data is a clear attempt to
demonstrate transparency.

The major external factors affecting law enforcement’s organizational
communications are a mixed bag. Changes in community expectations are
unambiguously pro-transparency. Changes in the media environment are likely to
lead to more sensational coverage. Responses to terrorism and changes in public records
law provide a mixed message. Both have had and will continue to have a significant
negative impact on transparency of organizational communications. However, both
also provide some impetus for continuing movement toward organizational transparency

and enhanced communications.

CONCLUSION
The longer the country is at war and/or is engaged in anti-terrorism activities,
the more likely it is that public access to security-sensitive information will be

limited. By the year 2020, if the country is no longer under external threat, both
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internal and external communications — with the exception of security issues — are
likely to be enhanced and improved. Internally, there may be more and more accurate
communication, as well as more upward and horizontal communications. Externally,
agencies may communicate better with other law enforcement agencies, with other
organizations, and with the public. Despite responses to terrorism and consequent
significant impediments to transparency, law enforcement organizations are likely to
respond to increased public demand for transparency by developing better working
relationships with media, more competence in reaching the public without the aid of
media, and more transparency for the public.

From this consideration of the law enforcement communications, we can see the

emergence of a number of key recommendations for agencies.

1) Designate and train PIO’s in all agencies.
2) Improve quality and quantity of upward internal communications.
3) Improve the speed of downward internal communications.

4) Use data management to enhance communications up and down the
chain of command.

5) Adopt standard radio frequencies for use in critical incidents.

6) Ensure organizational dedication to the proposition that public
information is a vital function of law enforcement.

7) Improve hardware and software so police can interface better within
and between organizations.

8) Invest in technology to enhance internal and external
communications.

9) Increase the use of police production and transmittal of news
products to media and directly to the public.

10) Ensure absolute compliance with public records laws.
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Chapter Six
THE PATROL FUNCTION IN THE FUTURE — ONE VISION

James A. Conser & Gordon G. Frissora

EXECUTIVE SUMMARY

The objective of this chapter is to address the future of “patrol practices.” The
authors examine how the patrol function will and will not significantly change by the year
2020. The chapter is divided into three major sections following an introduction. The
section on “Visioning the Future” describes several models that can be used by agencies to
identify trends and forces affecting policing. The section entitled “Some Visions of the
Future of Policing” examines recently published comments about the future of policing,
generally. The third major section, “The Patrol Issues of Tomorrow” describes and
examines issues affecting policing at the patrol level in the context of seven environmental
dimensions/forces. These sections should be viewed as integrative since there is
some overlap. The issues impacting the future of the patrol function are numerous and are
not isolated from the others described in this text. The general themes of the chapter should
be kept in mind: 1) There are existing models to envision the future, 2) Envisioning the
future has pitfalls, it is not an exact science, and 3) Scanning the environmental forces that

affect society is essential for anticipating future conditions and changes.

INTRODUCTION
Addressing the future of “patrol practices” is a major undertaking because of the

ramifications of the patrol function. Patrol is not a static; rather, it is a multifarious function
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that is affected by diverse and often competing factors. For many agencies the patrol
function is the majority of the entire policing function in that jurisdiction. For larger
agencies, the patrol function is, of course, a part of the overall mission, and many officers
are assigned to other specialized units and tasks. Therefore, it is difficult to address the
patrol function without addressing some aspects of the issues contained in the other
chapters of this text; some overlap is not only expected but necessary.

Will the patrol function in policing significantly change by the year 2020? Our
answer is “No” and “Yes.” No, the patrol function (task) will not change — it will continue
to be necessary because emergency and non-emergency police response will still be
required. There will be random and planned acts of violence. There will be domestic
disputes. There will be vehicular accidents with traffic-related congestion and safety
situations. There will be lost children and elderly “walk-aways.” There will be robberies
and thefts. Street gangs will continue to terrorize neighborhoods in some cities. There
will be infrastructure security checkpoints and restricted areas to protect. There will be
fugitives and wanted individuals who flee from officers. In short, officers will still have to
deliver situational-tailored services to the public — and they will be doing it face-to-face.

Yes, the patrol function will significantly change if the policing community is
to professionally and successfully address the challenges of the second decade of the
twenty-first century. The primary changes will occur in the areas of methods, equipment,
communications, and caliber of officers. To further complicate this vision, the degree of
change will depend on where you are located, the political will of your citizens and
their elected officials, and the finances available to the department.

One fundamental philosophical change in patrol will be the removal of the officer
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being physically present while patrolling. The methods of patrol will change based on the
adoption and application of surveillance systems in public areas and public policing
linkages/partnerships with private policing and loss prevention organizations. With this type
of virtual patrol, police departments can employ civilian personnel to watch and interpret
what is on a video monitor; they would not need the physical ability to operate a vehicle.
Also, the equipment used by patrol officers will continue to become more
sophisticated. Less-than-lethal weaponry and vehicle immobilizers will become more
effective, practical, and accepted. Patrol vehicles will become more versatile; SUVs will
become more common because of roominess, power, and possibly off-road capabilities.
On the other hand, smaller personal transportation devices, such as the Segway HT
device (see http://www.segway.com/) may be used by some departments to augment foot
patrol, just as the Cushman three wheeled motorized vehicles are used to augment
motorized patrol in large cities. Hybrid fueled vehicles will be used by some because of
economic efficiency and pollution regulations. By 2020, personal vertical takeoff aircraft
(also called single operator powered-lift vehicles) will be common for purposes of
surveillance, search and rescue, border patrol, and traffic enforcement. The location of
patrol vehicles and officers will be “mapable” via automated vehicle and personnel
locator systems and GPS transmissions. On the communications front, the imagination
is limitless; unfortunately economic resources and bandwidth are finite. Not only will
handheld, multifunctional communications devices replace cell phones and portable
radios, they may replace cameras and video surveillance systems. Wearable computers
will merge with various augmented reality capabilities for the patrol officer on the street

and officers assigned to special tactical situations.
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All of the above changes, and the transition through the next decade, will require
very professional, highly educated, and well trained personnel. Society will demand
professionalism through their expectations, regulatory agencies, and legislators. It is our
belief that college education as an entrance requirement will become a reality and it may

be forced upon the field by societal pressures and demands.

VISIONING THE FUTURE

There seems to be little doubt that vision is an essential aspect of leadership.
Many writers have focused on vision in their comments about police leadership (Baker
2002; Cavanaugh 2004; Gaines et al. 2003; McCamey et al. 2003; Whisenand and
Ferguson 1996). According to Robert Terry, “Vision is the essence of leadership” (1993,
38). Vision refers to “a future state, a condition that does not presently exist and never
existed before” and it “projects a view of a realistic, credible, attractive future for the
department” (Whisenand and Ferguson 1996, 58).

While it is true that leaders — we include patrol officers in this category for our
purposes here — must have a vision of where they want to go in the future; they also
must understand where the agency (and the community) has been and where it is now.
For this perspective, one must know or attempt to identify the current trends and
environmental forces that affect the agency and the community. This section identifies
visions of the future as contained in selected types of literature that can serve as model
approaches to viewing environmental forces. We note that envisioning the future has
pitfalls — some visions fall short and others may never occur. This process of assessing

trends to envision the future is not foolproof; it is not an exact science. The point we
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want to stress is that the field of policing must do a better job of identifying the forces
and trends that impact the future of policing.

One approach to envisioning the future is to review literary statements about the
future and assess them in light of recent developments. For example, Muraskin and
Roberts (1999, 3) wrote that, “Criminal Justice is an integral concern of all human
beings and societies around the world. Quantum leaps in technology, growing out of
basic science research, are transforming societies around the world and consequently,
crimes, the crime scene, criminals, and the criminal justice system. As we approach the
next century, emerging changes will demand more accountability and offer new challenges.”
Few policing professionals would disagree with these observations, especially in light of

the many changes and challenges that have occurred since 1999:

» Devastating terrorist attacks, increased awareness of terrorism, and the
globalization of fear.

* The reorganization of the law enforcement / homeland security functions
of the executive branch at the federal level.

* Diversion of tremendous resources to the war on terrorism and the military
operations in Afghanistan and Iraq.

* The continued growth of high-tech crime and computer-enhanced criminal
activities.

* Integration of adaptive simulation training that can be tailored to an
individual department’s environment.

« Significant advances in and application of technological innovations to policing.

* A troubling societal division on many policy issues.

The review of literature can include sources beyond textbooks. Government
publications by the Census Bureau (demographic studies and projections), the Bureau
of Justice Statistics (LEMAS studies), and other agencies may provide insight to local

policing issues. For example, in the year 2000, the National Intelligence Council
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published a report entitled Global Trends 2015: A Dialogue about the Future with
Nongovernment Experts. The report identified seven key drivers of trends through the
year 2015 (National Intelligence Council 2000, 5): “(1) Demographics, (2) Natural
resources and environment, (3) Science and technology, (4) The global economy and
globalization, (5) National and international governance, (6) Future conflict, (7) The role
of the United States.” The report also cautions the reader that “no single driver or trend
will dominate the global future in 2015. Each driver will have varying impacts in different
regions and countries, and the drivers are not necessarily mutually reinforcing; in some
cases, they will work at cross-purposes” (5). This publication is mentioned here for

several reasons — which can be stated as questions:

1. If the United States government commits resources to develop reports
about how the world is envisioned fifteen years into the future, why do
policing agencies (or state regulatory agencies) fail to do the same?

2. Are the key drivers of global trends also key drivers of local trends in
terms of effects upon policing? What are the local key drivers of crime
and calls for service?

3. Are local policing officials and agencies devoting any resources
whatsoever to the analysis of the future?

It is not our purpose to elaborate on the findings/forecasts of the Global Trends 2015
report; however, some are related directly to the criminal justice and policing functions and
it is these types of issues that should be addressed by local jurisdictions and agencies.

Selected passages from the report include the following (National Intelligence Council 2000):

Demographics: “In the advanced economies . . . declining birthrates and

aging will combine to increase health care and pension costs while reducing
the relative size of the working population, straining the social contract, and
leaving significant shortfalls in the size and capacity of the work force” (8).
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Natural Resources and Environment: “Despite a 50 percent increase in

global energy demand, energy resources will be sufficient to meet demand;
the latest estimates suggest that 80 percent of the world’s available oil and
95 percent of its gas remain underground” (9).

Science and Technology: “Most experts agree that the IT revolution

represents the most significant global transformation since the Industrial
Revolution beginning in the mid-eighteenth century....Biotechnology
will drive medical breakthroughs that will enable the world’s wealthiest
people to improve their health and increase their longevity dramatically...
[T]errorists, proliferators, narcotraffickers, and organized criminals will
take advantage of the new high-speed information environment and other
advances in technology to integrate their illegal activities and compound
their threat to stability and security around the world” (9-10).

The Global Economy and Globalization: “The networked global economy

will be driven by rapid and largely unrestricted flows of information, ideas,
cultural values, capital, goods and services, and people (globalization)...
Regions, countries, and groups feeling left behind will face deepening
economic stagnation, political instability, and cultural alienation. They

will foster political, ethnic, ideological, and religious extremism, along
with the violence that often accompanies it” (10).

National and International Governance: “...governments will have less and
less control over flows of information, technology, diseases, migrants, arms,

and financial transactions, whether licit or illicit, across their borders” (10).

Future Conflict: “Strategic WMD threats, including nuclear missile

threats,...have the capability to strike the United States, and the potential
for unconventional delivery of WMD by both states or nonstate actors also
will grow....potential lethality will grow, driven by the availability of
WMD, longer-range missile delivery systems and other technologies...
Arms and weapons technology transfers will be more difficult to control...
The likelihood will increase over this period that WMD will be used
either against the United States or its forces, facilities, and interests
overseas” (11-12).
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Role of the United States: “US global economic, technological, military,

and diplomatic influence will be unparalleled among nations as well as

regional and international organizations in 2015....The United States will

remain in the vanguard of the technological revolution from information to

biotechnology and beyond....Both allies and adversaries will factor continued

US military pre-eminence in their calculations of national security interests

and ambitions” (12).

The report also addresses the uncertainties of the future such as the advances in
science and technology that will pose national security challenges. Accordingly, “The
increasing reliance on computer networks is making critical US infrastructures more
attractive as targets. Computer network operations today offer new options for attacking
the United States within its traditional continental sanctuary — potentially anonymously
and with selective effects” (National Intelligence Council 2000, 14). As the Mobile Data
Terminal (MDT) becomes more universal in the field, the probability of a disruption of
the internal communications network of an individual department becomes more likely.
Other portions of the report elaborate on the major drivers of trends and describe issues
facing various parts of the world. Topics such as global crime, corruption, terrorism,
WMD proliferation, unconventional warfare, and alternative global futures are addressed.

In 2004, the NIC produced a follow-up report as part of its 2020 Project entitled:
Mapping the Global Future (National Intelligence Council 2004). According to this
report, “globalization” is considered the mega-trend for the next fifteen years and has the
greatest influence on the other drivers of change. The report contains several scenarios
and discussions of alternative futures. While its primary focus is on the potential

impacts of globalization, there are many references to terrorism, pervasive insecurity,

and technological advancements. For example, one paragraph infers possible on-going
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mission shift for U.S. law enforcement agencies (National Intelligence Council 2004, 93):

Terrorism and internal conflicts could interrupt the process of globalization

by significantly increasing the security costs associated with international

commerce, encouraging restrictive border control policies, and adversely

affecting trade patterns and financial markets. Although far less likely

than internal conflicts, conflict among great powers would create risks to

world security. The potential for the proliferation of weapons of mass

destruction (WMD) will add to the pervasive sense of insecurity.

The NIC reports can serve as a model for policing organizations to analyze trends
and key drivers in their local communities, but it is not the only example of such techniques.
The US Department of Defense in the form of the Joint Chiefs of Staft’s report, Joint
Vision 2020, America’s Military: Preparing for Tomorrow, is another example of future
visioning. The report emphasizes the importance of recruiting and retaining personnel,
interoperability, interagency cooperation, and information operations (Joint Chiefs of
Staff 2000, 12-28). The military also has envisioned the future needs of soldiers in
an attempt “to maximize the soldier’s survivability, sustainability, mobility, combat
effectiveness and quality of life” (Natick Soldier Center, 2005). Although our focus
in this chapter is civilian policing, the military’s vision of the Future Force Warrior
(FFW) is worthy of review. Certain policing functions do need to address selective
tactical necessities and there are technological applications to the FFW research.

For a number of years the Royal Canadian Mounted Police has been publishing
“Environmental Scans.” The report addresses a range of topics, including: demographics,
society, economy, politics and governance, science and technology, environment, public
safety and security, human trafficking, and legislative overviews. Figure 1 depicts the

Foreword from the 2004 report.
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Figure 1
RCMP - Environmental Scan — June 2004

Foreward [sic]

The 2004 version of the RCMP Environmental Scan reviews the macro-level trends - both international and
domestic - shaping our environment.

As in the past, we have focused on seven key dimensions - demographics, society, economy, politics and
governance, science and technology, environment and public safety and security - highlighting new trends and
updating previously reported issues.

We have drawn from a wide range of sources - print media; international organizations such as the Organization
for Economic Cooperation and Development, World Health Organization, United Nations, World Bank,
International Monetary Fund; think tanks in Canada and abroad; law enforcement agencies around the world;
conferences; government publications and websites; media documentaries; and our own business lines and
Divisions.

This year’s Scan has benefited [sic] significantly from the contributions of our partners in the newly formed
Public Safety and Emergency Preparedness portfolio, and includes an expanded Public Safety and Security
section, reflecting the shifting context for modern law enforcement and security agencies.

While we try not to report the “news”, we do recognize and give some attention to the events of magnitude that
increasingly reshape both the global governance structure and security environment.

Certainly, the events of the past year - particularly the rapidly shifting security environment - have affected the
contents of the scan.

The Scan also includes a Feature Focus - a more in-depth review - on Human Trafficking as an emergent issue.

The format is intended to promote easy reading. The layout is in the form of information bullets, supporting
graphics, quotes (white boxes), statistics/quick facts (yellow boxes) and implications of trends (blue boxes).

Most important, the document is intended to promote discussion and better understanding about how the world
around us is changing our future course.

Source: Royal Canadian Mounted Police (2004). Environmental Scan — June 2004. Available at:
http://www.rcmp-grc.gc.ca/enviro/2004/index_e.htm.

The Strategic Direction section of the RCMP compiles the Environmental Scans. The

RCMP describes the approach in these words (Royal Canadian Mounted Police 2004):

Modern policy and policing issues are increasingly complex, horizontal and
global, and law enforcement agencies must respond by reaching out to the
communities they serve, and to the world at large. One of the main functions
of the sector is therefore to promote greater external liaison and establish
cooperative relationships with government departments, central agencies,
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other public policy bodies and organizations both national and international,

whose research, policies and programs impact on law enforcement. These

partnerships serve to improve environmental scanning within the RCMP,

and enhance its strategic policy capability.

It is obvious that the problems and challenges on the horizon are important to
agency administrators in the policing field, but another model for envisioning the future
includes papers and projects developed by mid-level and command personnel in a
training environment. The nationally acclaimed Command College of the California
Commission on Peace Officer Standards and Training is specifically designed as a
futures and strategic planning program for managers and command personnel. Why
should front line personnel (patrol officers, agents, and investigators) or supervisors pay
attention to such issues? We know that street officers and their supervisors are the eyes
and ears of law enforcement. They will frequently be the first to notice changes in
neighborhoods with which they interact. They also must learn to analyze changes
within their environment. They must learn to share information and interact with full-time
analysts and planners in order to discuss the implications of such changes and to develop
adjustment strategies or counter measures (Conser and Russell 2000, 518-519). Readers
are encouraged to visit the Command College Website! and review the “Futures Files”
and abstracts of the research completed by personnel who have successfully completed
the program.

In the UK, the Lancashire Constabulary has established the position of
Environmental Scanner to assist with problem identification, trends, environment

forces impact, and strategic planning. The concept of environmental scanning is evident

1 http://commandcollege.com
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in the examples above; but one description of the concept includes the following:

Environmental scanning is one of the most important and basic methods in

the futurist’s toolkit. It is a systematic process of gathering and analyzing

information for the purposes of identifying “early warning signals” of

change, planning, forecasting or creating preferred futures. The process

involves four activities: choosing the sources to scan, scanning the sources

for information, deciding what information will be relevant to your scan-

ning activities, and deciding how you will use the information. Futures-

thinking people do environmental scanning so that they can identify trends,

events, emerging issues and “wildcards”. The future doesn’t arrive unan-

nounced; it sends signals all along the way. The key is to effectively scan

the environment so that you notice the signals the future is sending.

Environmental scanning is your antenna for tuning into future possibilities.

(Creating Preferred Futures 2005)

Besides the above examples of policing entities and personnel envisioning the
future, there is also at least one professional police association dedicated to doing so — the
Society of Police Futurist International (PFI). The mission of PFI is “To foster excellence in
policing by promoting and applying the discipline of Futures Research.” Futures
Research is explained as long-range planning and forecasting and is the “pivotal discipline
that constitutes the philosophical underpinnings of PFL.” The tools and techniques of
Futures Research “are applied in order to more accurately anticipate and prepare for the
evolution of law enforcement ten, twenty, and even fifty years into the future. Futures
Research offers both philosophical and methodological tools to analyze, forecast, and
plan in ways rarely seen in policing in the past” (Police Futurist International 2005). In
collaboration with the Federal Bureau of Investigation, PFI is involved in what is called

the Futures Working Group. Its purpose is to “develop and encourage others to develop

forecasts and strategies to ethically maximize the effectiveness of local, state, federal,
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and international law enforcement bodies as they strive to maintain peace and security in
the 21st century” (Federal Bureau of Investigation 2005). Students of the FBI National
Academy also have an opportunity to involve themselves in futures research while
attending this prestigious program. Another group exists in Canada and is affiliated with
the Canadian Association of Chiefs of Police; it is called the Police Futures Group.2

In summary, visioning the future can take the form of several models: literature
review of expert authors, literature review of governmental sources, specific agency
analysis of trends and forces, perceptions of mid-level and command personnel in train-
ing environments, and engaged dialogue with professional associations. The approaches

described above emphasize techniques; now let us focus on content and findings.

SOME VISIONS OF THE FUTURE OF POLICING

There have been many articles and even books that address the future of criminal
justice issues. Our purpose in this section is to focus on a few examples of recent fore-
casts as examples of what the policing community (including patrol officers and com-
manders) needs to be doing to prepare for the future. Prior to the terrorist attacks of
9/11/01, Michael Palmiotto (1999, 142-143) envisioned the following about the future:

* The community-oriented policing concept will become embedded in the

strategies of policing.

« It will be common practice for the police to conduct periodic customer surveys.

« Citizen Police Academies will become common.

* Formation of community advisory councils will be common practice.

* Police agencies will include private security organization in their
community policing strategy.

2 http:// www.policefutures.org
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» The COP philosophy requires line officers to be a decision maker and
problem solver.

Recently, a panel of policing experts from the Society of Police Futurist
International (PFT) expressed the following assessments in an article in The Futurist

about policing the near future (Stephens 2005, 54-57):

» The expectations of law enforcement as first responder for homeland
security have put an almost unachievable burden on local law
enforcement, as has the explosion of crimes like identity theft.

* Exponential technological advancements will continue to increase social
vulnerability and fear, give terrorists and criminals new methods and
opportunities, and give police new tools to stop them.

* Privacy issues will constrain the ability of police to employ many new
technologies to control crime and terrorism, forcing police to deal
with ever more complex issues and situations with outmoded tolls
and processes.

* We can expect smaller budgets and higher expectations... Police
departments will be run on a more business, problem-solving model
than a paramilitary model.

* Organized street gangs will grow and become more dangerous.

* There will be a need for linkages with military and the international
scene for boundaryless policing.

* Policing style may differ from neighborhood to neighborhood, depending
on the threats to and needs of different citizens.

* Greater cooperation and coordination with other agencies will be necessary
to cope with crime that is increasingly cross-jurisdictional — Internet
offenses and terrorism, for example.

» Technology will permit radical new policing methods, systems and
processes that police will have to envision, create, incorporate, and learn.

* Tactically, many items of equipment being tested on the military battlefield
today will find their way into American policing.
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 Police might follow the lead of the courts, which continue to shift from
the individual rights era to the “greater good” era and look at what is
beneficial for the greater good and sustenance of America.

In their text on policing, Langworthy and Travis (2003) present three alternative
futures: a) greater uniformity through “court intervention, accreditation, technology, the
drug war, and other common denominators that create a more national or global style of
policing”; b) greater diversity through the application of community policing and the
break down of the police bureaucracy, thus creating a greater number of smaller, more
localized police organizations, c) “the absence of significant changes” (Langworthy and
Travis 2003, 461). They contend that the third alternative is the most probable and cite
others as believing that it is also the most preferable.

A recent presentation made at the World Futures Society Conference described a
panel’s findings from a survey of experts who were queried about what was necessary
for more effective law enforcement in the future. What appears below is a brief explanation
of key findings related to the numbered items, which is then followed by statements of

recommended strategies to address the issues (Conser et al. 2004, 422-423):

1. The Mission Challenge. During the next decade, the demands for
services and responsiveness will increase; the definition of “local” will
become more blurred; mobility issues and technological crime will create
“jurisdictional” problems. Particular to the short term will be the need to
reduce fear of crime, terrorism, and religious fanaticism (homeland
security issues). There will be personnel and resource shortages.
Strategy: increase cooperation and interoperability between agencies
(possibly mergers and regionalization of operations); and improve
information analysis, surveillance, and intelligence gathering at all
levels of government.
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2. What Must Be Done to Ensure Public Safety/Quality Service? The
police must: improve social competence, become managerially proactive,
improve technological competence, and become more dedicated to
upholding constitutional rights and liberties while working with citizens to
improve safety and make communities more peaceful. Social competence
means developing trust between community members and the police —
realistic expectations through better communications with the public,
more community oriented, and represent the community. Managerially
proactive means developing futures orientation; becoming more
knowledgeable about the future of policing and preparing organizations
for the future; being more adaptable and proactive; becoming learning
organizations; more innovative; more decentralized. Technological
competence means understanding and applying technological advances,
responding to technology-related crime, and being more proficient at
database analysis, telecommunication systems, etc, to improve
productivity and responsiveness.

Strategy: move from the traditional paradigm to one of leadership,
proactiveness, and community service.

3. Things That Must Change. The current police culture must change by
becoming more adaptable to change, less resistive, less reactive, more
cooperative, less pseudo-militaristic to professional service-orientation;
by overcoming generational differences and being less competitive.
Employ better caliber of officers — better educated, able to think outside
the box, possess better interpersonal skills, higher integrity, positive
attitude toward problem solving, less technophobic, less xenophobic,
become service professionals; racist behavior must not be tolerated.
Strategy: change the police culture from both the top (more insightful
administrators) and from the bottom (better caliber recruits).

4. Pressure Groups’ Effect on Policing. The most significant pressure
groups in the future will be organized community groups (some of
whom will form around critical incidents of interest to the community),
elected officials, special interest groups (MADD, gun control groups,
domestic violence advocates, victim rights advocates, etc.), and
neighborhood residents and associations. Others include

188



Government/Federal Agencies/Homeland Security and police unions.
Strategy: recognize the power of the community and energize the
leadership response of law enforcement officials.

. Changes to Improve Professionalism. Current police culture must change;
it restricts attracting and retaining the right people in adequate numbers; it
alienates cops from the people they serve. The culture must accept “non-
traditional” candidate profiles into the ranks. There must be greater
adherence to the constitution/principles of government/rights/liberties and
greater adulation and reward for behavior supportive of public service
crime prevention, and protection. Police work must be viewed as a public
service. Officers need to be more personable. Higher educational standards
for entry; pay and benefit package comparable to teachers in public schools
are recommended.

Strategy: greater investment in selection and training techniques and
standards.

. Most Likely Ethical Problems Facing Officers. Predominant problems
will be protecting constitutional liberties in light of powerful technologies
to fight crime and thwart terrorists. The primary priority must not
be “law enforcement.” Immature behavior, conduct unbecoming,
unprofessional demeanor, and breaking the “code of silence” or “veil
of silence” of the “blue brotherhood” (or other similar labels) will
continue to be problematic. There will be increased pressures on
officers to report wrongdoing by other officers.

Strategy: establish accountability mechanisms / licensure and
certification revocations.

. Technological Impacts on Policing. Technology challenges include
both veteran and new officers being technologically savvy and
embracing new approaches to policing. All the tools of the trade will
change in the next decade and beyond: video and audio communications,
weapons, investigations, forensics, vehicles, and so on will be different,
improved, and more effective. Identity theft and fraud will be a
major problem. Surveillance, recording and transmission technology
(including the use of UAV’s, micro-robots and micro-cameras) will
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become sophisticated. Computer-related crime calls (particularly
fraud and child enticement, child pornography, travelers, e-harassment,
commercial fraud and embezzlement) will require greater knowledge

of computers.

Strategy: invest in and require technological competence of officers
and the information technologies necessary for policing the modern
world; convince funding sources and the private sector to partner in
providing the technological tools necessary for public safety.

There were several comments in the above survey of experts that mentioned or
referred to the policing culture. Myers and Foster (2003) maintain that “building a ‘culture
of change’ is perhaps one of the toughest things a public safety organization will ever
attempt. Sometimes rational, always challenging, cultural change can mean influencing
opinion and behavior top to bottom.” But if policing is to move forward to address the
many challenges it will face in the next decade, a culture of change, a culture of
research, and a culture of analysis must be built.

Ian Pearson studies the future by tracking developments across the whole of society.
His writings reflect his thoughts about myriad topics, including the future of cars, crime,
policing, and criminal justice. In his forecasts for policing, he mentions the increasing use of
technology, biotechnology, nanotechnology, surveillance capabilities, communication
devices and sensors. He discusses the possibilities of Robocops and Orwellian surveillance.
He also has a section on everyday life in 2020 (Pearson 2005). Scanning such forecasts
should be helpful to envisioning the possibilities for policing generally in the future.

Environmental scanning is a technique that recognizes the characteristics of open
systems theory as it relates to analyzing influences upon an organization. When focused

on organizational and management issues in the law enforcement field, it is particularly

interested in analyzing all the influences from the environment that affects the agency.
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Such influences in the environment have been identified by Stojkovic, Kalinich, and
Klofas (2003, 47) as including legal, political, cultural, economic, demographic, ecological
and technological forces. This approach emphasizes that administrators and managers
need to consider the influence and affect of these multiple forces upon the agency and

its operations, including the focus of this chapter — the patrol function.

THE PATROL ISSUES OF TOMORROW

Using the environmental forces mentioned above, we now list and identify a number
of factors in addition to those previously stated that are expected to affect the patrol
personnel and function in the next decade. It is beyond the scope of this chapter to
examine in depth each item listed. Part of the purpose here is to expand our thought
process to include the potential direction of society and the impact of factors on policing.
It must also be stated that the seven environmental forces examined here are not mutually
exclusive; they are related and impact upon one another.
Legal

The legal issues of the future as they relate to the patrol function are most likely
to be ones of search and seizure, interrogation, and general concerns of civil rights.
Many of them will focus on lawful uses of technology to develop probable cause, detect
contraband, and accomplish common patrol tasks. Video cameras in cruisers are becoming
standard equipment. Some agencies are now video recording interrogations. It will not
be long before officers will be video recorded for their entire shift with digital images
and voice recordings being stored for later accountability requirements. Right now,
agencies and officers have voluntarily (for the most part) utilized such technology

to assist in documenting their activities. In the future, such recordings may become
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mandated by legislative bodies. Likewise, such technology may tie into the overall
criminal justice systems. Obtaining search warrants without leaving the cruiser may
become common practice. Video arraignments on the street may reduce the need for
physical arrest and transport. Virtual searches will be possible in the future using
technology, such as radar, infra-red, thermal imaging, or sonar, to “look™ through walls
without physically entering the property. Imagine the possibilities and the lives that
might be saved (including officers) if the inside of buildings legally could be searched
(for safety reasons) prior to approaching or entering them.
Political

The quest for power and influence in the future will not only focus on the
electoral process but will include the local pressure/special interest groups in any
community. These groups can either hasten or delay reforms in the local environ-
ment. The political arena is closely affiliated with the legal forces described above.
Political philosophy and legal precedent are sometimes at odds with each other
resulting in controversial issues (e.g., Rowe v. Wade, the Patriot Act, regulation of
pornography on the Internet, privacy rights).
Cultural

The cultural changes in any society can be environmental drivers affecting the
patrol function. In part, community and problem oriented policing have been successfully
implemented because of and in concert with cultural needs. Likewise, there is a certain
level of cultural influence that allows homeland security policies and practices to prevail.
Although it may be outside the budgetary constraints of an individual department, future
departments may consolidate efforts and employ a sociologist or cultural anthropologist

to analyze such regionalized humanistic ecological changes and recommend suggestions
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to be incorporated into the operational strategies of the department. Future cultural issues
that patrol officers must stay breast of include “street language” and slang, the customs
of immigrants, and changes in neighborhoods. Knowledge of slang terms can help officers
not only communicate with people but also increase their safety. The phrase, “That tornado
bait POPO was m.i. about my cheddar!” actually translates into, “The white trailer park
trash police officer was without a clue about my money.” (That tornado bait [trailer park
white trash] POPO [police officer] was m.i. [military intelligence i.e., without a clue]
about my cheddar [money]!).3 In addition to slang, officers will need to keep abreast of

99 ¢¢

ever-changing “symbols,” “signs,” and gestures. For example, “sex-bracelets” may be
useful in the investigation of sexual crimes, although the validity of the meaning of the
bracelets is unclear (Mikkelson and Mikkelson 2003; Sex Bracelets 2005). Gang graffiti
(called tagging) and symbols will continue to be meaningful to investigations. When
dealing with individuals using foreign languages, the universal electronic instant voice
translator will help remove language barriers.*

Cultural and social changes also will affect recruitment and hiring. How the
culture of a community views its local police agency will either deter or encourage
interest in employment with the agency. Prospective employees may also be influenced
by media images of policing. It has been the experience of the authors that college
students have a plethora of questions about becoming a crime scene investigator, or a

forensic specialist after the advent of the current crop of television shows about those

topics; this is something we did not see prior to the popularity of those shows.

3 See http://www.slangsite.com and http://www.ocf.berkeley.edu/~wrader/slang.

4 There are currently free text translators available on the Internet. However, investigators using them should be cau-
tioned that the validity and accuracy of the translations have not been ascertained in court. See http://www.freetrans-

lation.com and http://babelfish.altavista.com.
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Also, the culture of the US is quite diverse, especially in urban centers and that

diversity is growing. For example, in Utah:

Minorities now comprise about 15.7 percent of the state’s population and

accounted for nearly 40 percent of Utah’s population growth from April 1,

2000, to July 1, 2003, according to a population estimate released recently

by the U.S. Census Bureau. (Bulkeley 2004)

Such diversity needs to be reflected and understood by future patrol offices.
There are other factors that will affect hiring. The association between police officers
being overweight is well integrated into the fabric of contemporary American culture. It
has even been the foundation to some interesting jokes:

Officer: Your eyes are red, have you been drinking?

Driver: Your eyes are glazed, have you been eating donuts? (Author

unknown n.d.).

Combine this cultural predisposition with the knowledge about the obesity

epidemic in America:

Obesity is one of the greatest public health problems facing this country as

we enter the next century...the recent rise in obesity rates in the U.S. has

been so rapid and widespread that experts are likening it to the spread of a

communicable disease. (Massachusetts Medical Society 2000)

It becomes apparent that the applicant pool for the selection of personnel for jobs
in policing will provide fewer individuals who are physically fit. Once hired, overweight
employees may suffer other health problems complicated by the high stress levels of

policing. This will mandate stress reduction strategies to offset the increasing costs of

disability benefits. Consider the somewhat “automatic” payment of benefits to police
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officers due to health-related injuries. The Commonwealth of Pennsylvania’s Heart and
Lung Act illustrates this well. The Act provides for compensation to police officers who

suffer a Myocardial Infarction:

To recover benefits under Heart and Lung Act, state trooper was not

required to prove that heart attack occurred while he was actually performing

hazardous duty, but rather, was only required to prove that heart attack was

caused by his duties as state trooper. (Buchanan v. Pennsylvania State

Police, 620 A.2d 575, 152 Pa.Cmwlth. 608, Cmwlth. 1993).

If the trend of obesity continues, in addition to academies offering remedial
physical fitness training, departments will need to take steps to assure that members
of the police department maintain their physical well being. One of the causal factors
associated with the reduction in the level of physical fitness is the sedentary lifestyle
of today’s youth (Booth and Chakravarthy 2002), such as the overindulgence in playing
video games (Hodge 2001).

There may, however, be a silver lining to the physical fitness problem facing
police recruiters. Police work involves a high degree of visual acuity and hand eye
coordination. Other occupations also involve similar levels. Take, for example, surgeons.
“[Dr. Rosser] conducted a study that found physicians who played video games at least
three hours a week made 37% fewer errors in laparoscopic surgery than those who don’t
play video games. Video gamers also performed their surgical task 27% quicker than
those who aren’t players.” (Adams 2004). The military is investing millions of dollars
into the development of this type of training (Harz 2005). Brigadier General Steve Seay,
commander general of the Army’s Simulation, Training and Information Command unit

(STRICOM), indicates that soldiers who have attended high-tech training are better
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prepared for field activities (Sieberg 2001). The type of computerized simulation
training used to improve military battlefield effectiveness can be carried over to civilian
police training. In Canada, the Vancouver police department installed a shoot-don’t-shoot
simulator that shoots a nylon ball at the officer (Advanced Interactive Systems 2002).
This causes stress on the officer engaging in the training, and research indicates that
individuals undergoing PC-based training perform significantly better when stressors
are induced (Morris, Hancock, Shirley 2004).

Because of the game playing, officers will be able to notice “things out of the
ordinary” that will probably not be noticed by the non-video-playing officers. The
implications are that the video-playing police officers of the future may well be better
prepared to develop reasonable suspicion and/or probable cause. A study conducted by
researchers at the University of Rochester found that people who play fast-paced action
video games have improved visual skills, are able to better track objects appearing
simultaneously, and process fast-changing visual information more efficiently (Green
and Bavelier 2003, 537). Video savvy officers may well be involved in fewer traffic
accidents, fewer questionable use-of-force incidents, and better quality of arrests due to
their enhanced abilities.

Mental exercise as well as physical exercise will become increasingly
important to departments in the future. The traditional work week may need to be
reassessed to provide time for training, exercise, and stress reduction. An additional
benefit to simulated training involves a reduction in training costs. Simulators are
more cost effective than more traditional methods. The Department of Defense saved

approximately $1 million in ammunition costs using the Small Arms Simulator
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Testbed (Naval Air Warfare Center 2001). Reduced training costs avails several
possibilities to the future administrator. The savings over the traditional methods
can be spent, for example, on additional training, updated equipment, or any other
multitude of fixed costs.
Economic

The economic resources available to the policing agency will have a major impact
on the changes in the methods, equipment, and technology related to the patrol function.
Of particular concern in the near future is the economic stability of communities suffering
employment losses, the amount of resources being diverted to homeland security, and the
cost of technology. Jurisdictions that rely on tax levies passed by the electorate may be
well advised to start spending a portion of their budget on marketing campaigns (as well
as evaluative surveys) to help maintain an appropriate image. This is not to suggest that
a department that is operating outside the limits of legality try to “fix” their image while
remaining corrupt; rather, that a professional department make use of the techniques to
enhance their existing professionalization.
Demographic

Demographic changes in the future include an aging population for most
sections of the United States. More thefts of life-long savings will occur, often by
perpetrators outside the primary jurisdiction of the department where the victim lives.
Perhaps a shift from local enforcement to a regional, state or national agency will be
necessary. If an individual department is not able to financially support a unit to deal
with specialized crimes, such coordinated efforts may be necessary to deal with certain
types of crimes, such as Internet fraud, and it shows professionalism in doing so.

Seniors are the fastest growing users of the Internet. They are increasingly becoming
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a greater proportion of the population and increasingly do not report such criminal
activities. Police must take a proactive role to effectively combat their victimization
(New Tech Media 2004). Seniors are often the victims of online scams, identity theft,
and telemarketing fraud. Criminal activity against seniors is vastly under reported,
with many fraud victims refusing to acknowledge being victimized and losing money
(AARP 2003).

One popular and fast growing scheme today is known as phishing. As explained
by the Rosenberg Police Department, the confidence criminals engaging in this type of
criminal activity ordinarily send the victim an email telling them their bank account has
been compromised or there is some other problem with an account. The victim is asked
to provide sensitive information to verify their account and reactivate it (Coleman 2004).
Quite often, the criminals perpetrating these crimes operate outside the traditional
venue of the law enforcement agency to which the victim will report the crime. This
will require changes in both the investigation of these type of crimes, as well as
legislative changes enabling police agencies to cooperate or allow an officer to
conduct an investigation outside of their primary jurisdiction.

In addition to the senior demographic changes, accelerated immigration (legal
and illegal) can be anticipated in the future from a number of sources including Haiti,
Mexico, Cuba, Eastern Europe, Russia, the Middle-East, China, and Singapore, to
name only a few. As these populations migrate to the United States, they will present
challenges similar to those presented by the Western Europeans when they settled
in the 19th century. The integration and assimilation of new cultures presents a range
of challenges to communities and citizens. According to the U.S. Bureau of the

Census, the U.S. population is growing by about 2.5 million people each year. Of

198



that, immigration contributes over one million people to the U.S. population annually
(US Census Bureau 2004). Immigration will put a strain on many jurisdictions by
2020 that have not yet been affected significantly by the arrival of persons from
foreign lands.
Ecological

Usually, ecological forces refer to climate and geophysical features of the
jurisdiction. It is doubtful that these factors will change much in the next decade. While
some parts of the country do suffer from severe storms (hurricanes, downpours, tornadoes,
blizzards, etc.), these tend to be seasonal and sporadic. Of course, certain catastrophes
such as a dirty bomb, major terrorist attack upon infrastructures, or severe earthquake
could alter local conditions significantly; no vision of such events is presented here.
There is one aspect of the future that could fit into the ecological dimension — that of
the area of patrol. The major changes in the next decade to the “beat” will be that some
officers will be assigned to “Cyber Patrol.” They will cruise chat rooms and Web sites
trolling for pedophiles, “travelers,” counterfeiters, intellectual property thieves, and
criminal hackers. Another “patrol assignment” for some will be to sit and monitor
surveillance cameras that are scanning public parks, streets, intersections, events, and
high crime areas. Smaller cities across the US are using surveillance cameras in 2005;
by 2020 they will be common in all large and medium sized cities. In the London
metropolitan area, by 2005 there were over 150,000 cameras and over 4 million
installed across the United Kingdom (DiLonardo 2005, 83-84). With passive infrared
capabilities and light amplification technologies, these cameras even have the capability
to allow the observer to detect activities in total darkness, or through a heavy fog, snow

blizzard, or heavy rain.
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Technology
One of the best and most complete overviews of the use of technology in policing
up to the twenty-first century was authored by Nicole Soulliére of the Canadian Police

College. She wrote about the four stages of police technology (Soulliére 1999):

The First Stage (end of 19th century to 1945)

The Second Stage (1946-1959)

The Third Stage (1960-1979)

The Fourth Stage of Technological Development (1980-1999)

In each of the stages, Soulliére described the various technologies of the era, their
general applications, and their impact on policing. Her article is available on the Internet
and should be read by anyone interested in technology’s impact on policing.

The development of technology is one thing; its application to the law enforcement
function is another. In the early 1900s, the automobile caused great social and cultural
change in the United States (and the world). It also began to effect policing agencies.
Consider one historical account of this transformation (Department of Public Safety 2004):

* On May 5, 1926, the State Road Commission adopted a regulation

requiring vehicles to stop before entering arterial highways, heavily
traveled roads. The following day, the first “arterial highway” was
designated from 9th South in Salt Lake City to 5th North in Provo.

The standard stop sign was placed at all intersecting streets to this, the
first “modern” highway in Utah.

 Patrolman Slaughter’s duties included enforcement of this new regulation.
Many of the general public considered this new regulation an infringement
into their lives and another example of government intervention.
Patrolman Slaughter was kept busy trying to educate the public that this
regulation was enacted to protect them from harm and accidents.
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Apparently the outcry of technology infringing on civil rights and liberties is an

age-old problem. In some ways, patrol practices and technologies can be related to the

efforts of protecting the nation’s borders. Recently a number of border patrol agencies

have employed the following strategies and technologies:

Augmented Integrated Surveillance Intelligence System (ISIS), that uses
remotely monitored night-day camera and sensing systems to better detect,
monitor, and respond to illegal crossings, on both the Northern and
Southern borders.

Deployed radiation detection technology including Personal Radiation
Detectors (PRDs) to more than 10,400 CBP officers and agents, and
Radiation Isotope Identification Detection System (RIIDS) to over 60
Border Patrol field locations.

Increased the amount of Remote Video Surveillance Systems (RVSS)
which are pole mounted cameras that provide coverage 24 hours a day/7
days a week to detect illegal crossings, on both our Northern and Southern
borders.

Deployed two Unmanned Aerial Vehicles (UAV) to support the Arizona
Border Control Initiative. UAVs are equipped with sophisticated on-board
sensors that provide long-range surveillance and are useful for monitoring
remote land border areas where patrols cannot easily travel and
infrastructure is difficult or impossible to build.

Increased use of radiation portal monitors. These detection devices provide
CBP with a passive, non-intrusive means to screen trucks and other
conveyances for the presence of nuclear and radiological materials.

Deployed specially trained explosive and chemical detector dogs to
conduct inspections at our Border Patrol Checkpoints.

Improved anti-terrorism training for all CBP personnel. CBP has
implemented anti-terrorism training for all personnel with a special
focus on training related to weapons of mass effect. This includes
identifying and intercepting potential instruments of terrorism using
non-intrusive inspection technology and radiation detection equipment.
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Sensor technology is envisioned to be a major technological application in the future.
One corporation specializing in ground penetrating radar, Sensors and Software, Inc. has
developed a product with the ability to “see” through bricks, rocks, and most non-metallic
construction materials. With the device an investigator can virtually look through walls,
locating people on the other side (Sensors & Software 2003). In December of 2005, it was
announced that Remington Arms Company obtained approval to market the Israeli made
“EyeBall” — a device the size of a baseball that wirelessly relays video and audio back to its
base for up to two hours. It can be hurled into any location, weighs less than a pound, and
is protected by a rugged rubber and polyurethane housing (Associated Press 2005).

The Defense and Homeland Security departments are developing technologies
“that could use hundreds of tiny, wireless sensors packed with computing power to help
secure U.S. borders, bridges, power plants, and ships by detecting suspicious movements
or dangerous cargo and radioing warnings back to a command center” (Ricadela 2005).
Sensor technology is and will revolutionize traffic enforcement, stolen vehicle detection,
and security surveillance in the form of fixed, mobile and portable automatic license
plate reading (ALPR) systems. Several companies are now competing for installation of
such systems. Ohio recently added license plate scanning equipment to selected locations
on the Ohio Turnpike. The system scans vehicle license plates as they enter the state and
processes them through NCIC'’s stolen license plate file. If there is a match, dispatchers
are alerted; they verify the information and then notify troopers who intercept the vehicle.
A selected number of cruisers are also outfitted with the technology (Meade 2004).

Digital imaging systems coupled with wireless technology now permit the sending
of crime scene videos, street photos, mug shots, and other digital data to and from central

police stations. Video and digital imaging technology is revolutionizing crime scene
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investigation. “Teleforensics” permits the recording of crime scenes using a camcorder
fitted with a wireless transmitter that sends images to remote monitors in real time.
Concurrently, the recorder makes videotape for investigators. NASA is seeking to develop
nondestructive techniques for the analysis of samples that could have implications for
forensic analysis. Of particular interest is the use of a portable x-ray fluorescence analysis
system to identify gunshot residues, primer residues, blood, and semen at the crime scene
(National Law Enforcement and Corrections Technology Center 2003).

It is very likely that in the next decade the infusion of direct bio-interfaces will
permit officers’ vital signs to be monitored, thus summoning assistance when an officer
becomes involved in a stressful situation without proper backup. When coupled with
other types of technology (AVLS and GPS), monitoring centers will be able to pinpoint
the location of officers.

Other sensor technology shows great promise in reducing theft. “Smart dust”
devices are being developed that could mean that “stealing cars, furniture, stereos, and
other valuables will be unusual because any...valuables that leave your house will check
in on their way out the door” by screaming at 2.4 GHz (Jones 2004, 23).

Many of the advancements in policing technology (and we have only scratched
the surface here) evolve from research and development by or for military applications.
Some examples of technology that is emerging from earlier military technology include:

Field Effect Detector - a device that is small enough to be tactically used

to identify humans hiding behind barriers such as walls or in dense foliage
(Ackerman 1996, 54).

Forward Looking Infrared (FLIR) - infrared sensors originally used to
enhance the ability of aircraft pilots to fly at night or during hazardous
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weather conditions (Rawles 1988). The technology has transferred into other
contexts, including improving nighttime driving on domestic cars (Vale 2001).

CONCLUSION

This chapter has focused on several themes regarding the future: 1) There are
existing models to envision the future, agencies can build off what exists at the global
and national levels and gather information for determining local drivers and trends; 2)
Envisioning the future has pitfalls, it is not an exact science, and “wild cards” (like
9/11) do occur; but not to engage in the process is admitting defeat and is not in the
best interest of policing; and 3) Scanning the environmental forces that affect society
is essential for anticipating future conditions and changes. We have addressed the
future of the patrol function and its related conditions and effects. The future holds
great promise for policing; it also holds tremendous challenges and possible problems.
We cannot ignore the future; we must attempt to recognize the forces that will drive
future issues and decisions. Finally, a point that is often overlooked is that what is
considered futuristic to some departments has been relegated to the domain of the
ordinary for others. This is a crucial conundrum. Perhaps the most important point
for the continued professionalization of policing is that knowledge, training, and
equipment must be disseminated across all departments, not just those agencies that

enjoy great financial resources.
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Chapter Seven
THE FUTURE OF INVESTIGATIONS

Alan Youngs

EXECUTIVE SUMMARY

The astonishing advances in computer science and electronic technology in recent
years are changing the way we live, work, and recreate. Cell phones, for instance, are
ubiquitous. We can talk to friends or colleagues all over the world even while driving our
cars. An MP3 device such as an [Pod, smaller than a pack of cigarettes, can store and
play thousands of songs. Intriguing as these items are, they are not in the same league as
the technology that will challenge policing and the investigations function in the future.

As with any industry, the police community is working to maximize and manage
the bewildering tide of new technology that is making, and will continue to make, its
mission easier and more efficient. The promise of the future also poses special problems.
Will policing be able to attract the kind of individual who is savvy, adaptable and properly
educated? The profile of the officer of the future will change from what it is today.
Many entering the field will have degrees in computer science, computer programming,
chemistry, languages, and the like.

Changes wrought by cultural, social, economic, and technological developments
present a range of challenges and opportunities for police agencies, their personnel, and
their investigative efforts. Regretfully, the threat of terrorist attacks is now an everyday
concern. To meet the demand for more secure communities, law enforcement will

expand its partnerships with the private sector. This will be especially important in
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fraud investigations. Cyber-crime divisions will be formed to handle computer-based
evidence. Robotics will become more sophisticated and more capable of aiding in police
work, while at the same time, the cost of technology will decrease. Unmanned aircraft
will grow smaller, yet be able to see and hear from greater distances. New software,
coupled with tagging technology will aid in tracking funds targeted for terrorist groups.
The future will see further improvements in the use of DNA evidence as databases grow
and technology allows for the handling of minute and/or eroded samples of DNA.

It is reasonable to question whether advances in data collection methods will
overwhelm our ability to use the data. In other words, what do we do with it? How
do we make sense of it and use it? Here technology will play a role as well when
“information fusion” couples data mining with data analysis. Large amounts of
information will be shared by different investigators, with each using the databases for
information relevant to his or her particular case. As the exciting changes unfold the
police agent of the future will surely change as well. The all too familiar human trait
of resisting change will be replaced by an eagerness to embrace and use evolving

technology and techniques that will benefit communities and individuals.

INTRODUCTION

The Society of Police Futurist International, along with the FBI, sponsored the
“Futuristics & Law Enforcement-The Millennium Conference” in July of 2000. Five
areas of concern were highlighted at this meeting: 1) the future of technology and its
effect on law enforcement; 2) the future of leadership and management in policing agencies;

3) the future of crime and law; 4) the future of policing practices and philosophies; and, 5)
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the changing face of America - demographics and policing (Youngs 2003). These broad
trends are shaping not just the future of policing in general, but also the future of the
criminal investigations process.

The complexity of criminal investigations is evolving at a pace that matches the
changes in technology and society as a whole. Police agencies often struggle to keep
pace with these changes. Given current trends it seems reasonable to suspect that the
future of investigations will be defined, in part, by this continuing struggle to keep up
with new and emerging needs and challenges. While the basics of conducting a sound
investigation likely will remain the same, the personnel who conduct the investigations
will change, their qualifications will evolve, the crimes being investigated will transform
and evolve, and new tools will be used to conduct investigations.

In 2005, the criminal investigations process (the types, nature, and frequency of
crimes being confronted; investigative personnel, their backgrounds and their training;
and the tools of investigation) is far different than it was in 1970, 1980, and even 1990.
Could an investigator have conceived in the 1970s that we would someday have to contend
with various forms of terrorism on a daily basis? Further, could investigators working
in the 1970s have conceived of the everyday products we now use to simplify our lives, such
as personal computers, PDAs, cell phones, e-mail and the internet? Could investigators
have conceived of the devious ways these tools and technologies are co-opted to facilitate
crime? Could investigators have imagined the way these same technologies are used to
improve the efficiency and accuracy of the investigative process?

We know all too well that if an invention can be used for crime it will become a

target and/or tool of illegal behavior. To quote futurist author Ray Kurzweil: “You don’t
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have to look further than the 20th century to see the intertwined promise and peril of
technology” (Spring 2004, 32). Looking forward to 2020, what changes can we foresee

in who will investigate, how they will investigate, and what they will investigate?

THE HUMAN FACTOR: CHALLENGES FOR POLICE RECRUITMENT

Many of the officers entering policing today will still be on the job in 2020.
Given what we know about the changes we can expect to see in the years to come, are
we hiring the right types of officers? Are we hiring personnel now who will be able to
handle the investigations in the future? Are we creating training programs to prepare
investigators for the jobs for the future? In years to come there will be a shortfall in the
workforce due to the oncoming retirements of the baby boom generation. This will be
partially mitigated by relaxed immigration standards (if immigration is not reduced by
fear of terrorism), but competition will be great for the well-trained and educated
employee in many job fields. The decline in the workforce will affect recruiting and
training of police personnel. At the same time, the minimum educational requirements
to become a police officer will increase (Youngs 2003).

Many prospective police officers will be coming out of college with specialties
such as computer science, computer programming, chemistry, languages, law, criminal
justice, finance and accounting, and forensics. It will be imperative that these new
recruits have excellent writing skills. Reports will need to be written that convey
information clearly about technical, scientific, and financial crimes, including the data
collected throughout the course of the investigation. More than ever district attorneys
will need to use written investigative reports to educate juries and judges so they can

rule on complicated and technical cases.
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E-mail, of course, is already regarded as an essential part of our lives. The use
of e-mail in policing will necessitate clarity and brevity in order to avoid confusion
and misunderstanding. Oral presentations with visual aids (e.g., PowerPoint) often are
used in presentations to the private sector to gain cooperation and to educate. We can
also look for it to become more important in presenting evidence in court. Written
communications must be clear, accurate, and appropriately detailed for documentation
purposes. Business leaders agree that written communication skills are lacking in many
college graduates. It is estimated that annual private sector cost for providing writing
training on the job could now be as high as $3.1 billion, excluding the cost for government
employees (National Commission on Writing 2004). Until schools address this problem
the public and private sector will continue to be burdened with the costs of re-education.
A Matter of Style

In the arena of management styles, the emphasis will be placed on leadership and
interpersonal relationship building. Special training and career development opportunities
will be required to retain employees as well as to maintain professional standards.
Teamwork will be the norm as the old military style hierarchy is replaced. Organizations
will place emphasis on professional values, accountability, improved management practices,

and enhanced leadership, instead of bureaucratic control of employees (Youngs 2003).

PUBLIC/PRIVATE PARTNERSHIPS
Law enforcement in tomorrow’s world will include public/private partnerships
that provide personnel in technical and scientific areas. Such partnerships have been

selectively in place for a number of years, including the privatization of security services
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in public areas (i.e., mass transit facilities and airports). In response to contemporary
concerns with terrorism, the federal government is actively encouraging the establishment
of partnerships between all types of public and private organizations in an effort to
provide effective and efficient homeland security. !

Fraud as a Growth Industry

We have already seen a number of partnerships between the public and private
sectors aimed at improving the investigation of major crimes, a trend that will continue
to accelerate. This will be especially important in investigation fraud. According to a
2003 survey by Accounting Today, forensics/fraud is among the top four growth niches
in the accounting industry (Poinier 2004). Forensic accountants will increasingly aid
criminal investigations to uncover various types of fraud by utilizing their backgrounds
in accounting, law, and writing to effectively investigate possible offenses, prepare
written reports, and communicate investigative findings in court. Their role will be to
put raw numbers in a context that judges and juries can understand.

Additionally, efforts are being made to design a system that will piggyback on the
existing commercial credit/debit card infrastructure. It has been proposed that Electronic
Banking Transfer (EBT) payment services be provided by financial institutions designated
as financial agents of the government. The new EBT card will be an online debit system
with benefits periodically placed in a customer’s account. Customers will use their cards
to retrieve the cash benefits from automated teller machines. For example, many food
stamp benefits are now being issued in electronic format, with allocations being deposited

in individual electronic accounts.

1 For example, see Engaging the Private Sector to Promote Homeland Security: Law-Enforcement Private Security
Partnerships (2005) http://www.ncjrs.gov/pdffiles1/bja/210678.pdf.
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In an attempt to combat financial fraud, the Financial Crimes Division of the
Secret Service has made several suggestions. Most notably these include: 1) The use of
biometric identifiers to verify applicants’ identities and prevent application fraud; 2)
Counterfeit deterrents such as four-color graphics and fine-line printing; 3) The use
of holograms and embossing in the design of the card; and, 4) Features that allow
investigators to monitor transactions and use the audit trail to identify criminals who

illegally traffic food benefit payments.2

CHEAPER TECHNOLOGY, GREATER CAPABILITY

TV tells the public that there are super-cops and super-forensic specialists who do
it all, know it all, and solve it all in an hour. U.S. News and World Report published an
article on the “CSI effect” (Roane and Morrison 2005) whereby jurors expect clear,
unambiguous evidence of a defendant’s guilt in order to provide quick convictions.
Increasingly, the lines between real-life contemporary investigations, the probable tools of
the future, and Hollywood invention are blurred. In reality, we know that policing is
becoming more complex and increasingly requires individuals who specialize in one area
of investigation and who can use the advanced tools now available to solve crime.

In the law enforcement agency of the future, increased computing capacity and
the decreasing cost of technology will enhance officer productivity and operational
effectiveness. The integration of highly trained personnel and technology will be critical.
Law enforcement investigators will be assigned to cyber-crime divisions and be trained
to handle computer-based evidence. A national repository will be developed for

computer crimes that will also serve as a clearinghouse for proactive Internet investigations

2 See the United States Secret Service, Financial Crimes Division http://www.secretservice.gov.
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into crimes such as child sexual exploitation, bookmaking and prostitution.
Responsibility for the investigation of crimes that are international will need to
be identified (Koenig 2002).
The Benefit of Virtual Training Programs

Training in the future will primarily be scenario-based. Scenarios will be
presented on paper and police agencies will provide classroom training on the Internet.
Virtual and Augmented Reality training programs will continue to gain ground. This
will standardize education among agencies and allow the simulation of dangerous
situations in a controlled setting. Realistic videos can now create 3-D views of an
environment, thus providing officers with more information and greater situational
awareness. Situations can be repeated over and over, as well as be modified, in order
to present the most realistic scenarios possible.
Robots and Rats

Robots will in some instances answer the need for personnel. Author Ray
Kurzweil predicts that a computer will pass the “Turing test” by 2029. This test
determines whether a machine has demonstrated human-level intelligence and performs
human-like conversation (Kurzweil 1990). These robots may surpass humans in their
ability to gather information, track leads and draw conclusions. Already, scientists have
developed a robot-like rodent, “Ratbot” that may be used where search and rescue police
dogs cannot go. Using electrical stimulation to the brain’s pleasure centers it works the
same as the Pavlov reward system. The rat is rewarded each time it moves in the right
direction. Carrying a tiny camera, the small animal can go where mechanical robots

and dogs cannot.
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Robotics will play an even greater role in law enforcement in the future, as these
high tech devices become smaller and smarter. A Japanese security company has
developed a patrolling robot that can distinguish between human beings and objects.

At the same time, robotic airplanes and helicopters are becoming smaller and more
sophisticated. As technology progresses, they will be able to see and hear more, and do
it from distances that are not yet conceivable. Can the day be far off when robots will
sniff from afar as well as see and hear? Further work with electrode implantation will
result in mechanical tools being operated by thought alone from long distances. Just
thinking about working a lever will move it. The computer Cyc, developed in the 1980s,
is a precursor of computers with super reasoning ability. It has already asked if it is
human. Such computers will be invaluable for analyzing and investigating crime scenes
and will actually lead to robots that are Cyber-Agents programmed with personalities
and reasoning ability (Youngs 2003).

The Promise of Nanotechnology

“The golden age of nanotechnology will be the 2020s” predicts Kurzweil (Spring
2004, 32) and this will add to the proliferation of smaller and more affordable devices
including listening devices and cameras so small they will be undetectable to the
human eye. Chicago is looking at deploying over 2,100 cameras (though they are
not “undetectable”). London demonstrated the value of cameras in tracking down the
subway bombers in summer of 2005. On another front, iris scanning devices, formerly
limited in adaptability, can now identify 20 people a minute as they walk through a
security portal, and they can do it from as far away as 10 feet. Glamorized in movies
such as the science fiction film “Minority Report,” iris scanners, while still in their

infancy, are already being used at a few government facilities.
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According to Battelle (2004), an international technology and science enterprise,
a broad range of technologies will continue to enhance our ability to detect and respond
to possible threat situations. Arrays of sensors will provide the ability to monitor water,
air, and food supplies quickly and accurately. Intelligence-gather systems will provide
police, military, and political decision makers with the ability to better comprehend and
respond to critical incidents. Computer software is enhancing our ability to instantly
translate foreign languages to enhance intelligence gathering, criminal investigations,
and responses to critical incidents. Developments in the arenas of robotics, finance,
computers, chemistry, and physics are all poised to improve safety and security. Over
time, applications within policing and in support of criminal investigations are certain
to emerge.

Police departments around the country soon will begin to use unmanned drones
to provide surveillance like the Predators used in Afghanistan and Navy P-3 Orion
surveillance planes. These unmanned air vehicles (UAVs) will be remotely controlled
and can be equipped with full-color cameras, a variety of sensors and imagers, and
various listening devices. Information can be feedback in realtime using wireless
technology. It is expected that the size of such vehicles will decrease, while the quality
of data and airtime will increase. Initially, UAVs may only be available to larger
agencies, but with time their cost will make them accessible to many other agencies. It
is possible that several UAVs could be deployed at a critical incident to provide many
layers and angles of information. Such vehicles can provide crucial information to
inform decision making and tactics, all the while preserving officer safety (Cowper
2005). A good example of this high tech capability was seen during the sniper incident

in Washington, DC. Surveillance was provided using a RC-7 Army spy plane equipped
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with telescopic camera transmitting high-resolution imagery to the ground immediately
and sensors that can detect a bullet’s path (Westcott 2002).

In East Orange, NJ acoustic detectors on the ground are being used to trace gunshots
to their source. By strategically placing the high tech acoustic detectors on utility poles
and lampposts, police agencies are able to triangulate the location of gunfire allowing
officers to respond even before residents report the shots. Coupled with multidirectional
cameras that can zoom in on targets as far as three miles away, this technology enables
officers to record events even when they are oft-site.

New methods that combine computer technologies and biotechnologies are
also appearing. Public/private partnerships will likely form between companies and
individuals that are experts in these fields. According to the National Institute of
Justice, technologies supporting the rapid and accurate analysis of DNA evidence
will continue to emerge in the coming decade (Research and Development Working
Group 2000). Considering the rapid developments we have witnessed to date, such
continued improvements should not be surprising. Probable changes include the
ability to develop an adequate profile from increasingly smaller samples, to develop
accurate samples from samples that may be corrupt or contaminated, and increased
speed and portability of testing systems. By 2020, DNA testing equipment may be
fully portable, allowing for testing in the field. Consider the improvements to the
criminal investigations process if investigators can almost instantly eliminate
suspects while still at the scene of a crime.

Pollen and Police Work
One of the most intriguing fields of study for future criminal investigations is

forensic palynology (the study and analysis of pollen). Still in its infancy, it remains

219



untried in many regions of the world, is seldom used in other regions, and is not yet
accepted or recognized as being valuable evidence in most court systems. There are
also misconceptions about what types of information forensic pollen samples can
provide. The next decade will become a “trial” period for forensic palynology. It
has already become widely accepted and court-tested in countries such as New
Zealand, but this type of acceptance has yet to be recognized in regions such as

the United States and elsewhere (Bryant and Vaughn n.d.). It is very clear that
databases for analyzing forensics data and DNA technology will advance. Still

with all the advances we must remember that forensic evidence can only show

that an individual was present at the scene of a crime; not that he committed the

crime (Luftig and Richey 2001).

ROLE OF THE CITIZEN

As the future unfolds, law enforcement will also experience greater involvement
from private citizens. With assistance from GPS tracking devices and other technology,
tracking trends in crime and neighborhood demographics will give officers in the field
instantaneous information. As the population grows, our communities will become more
urbanized, which will in turn increase citizen access to information and other technological
advances. Citizens will be able to log on and track crime in their neighborhoods. Their
homes will be “smart” and will notify authorities of intrusions. Community members
and their children will be able to optionally have computer chips implanted in their bodies
that will provide information ranging from medical records to their physical location in

order to aid investigators (Youngs 2003).
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The role of the citizen can not be emphasized enough. According to a recent
Batelle (2004) forecast considering the war on terror:
“To find criminals, law enforcement relies on a watchful public to provide
tips. The worldwide information-saturated culture that we live in will
expand further, creating new opportunities to engage the public to ferret
out terrorists. A global ’Amber Alert’ system could be used to distribute
multi-lingual information on known terrorists. A program like the
’America’s Most Wanted’ could be tailored to help find terrorists hiding
in plain sight. In addition, innovative methods will be deployed to coax
terrorists into identifying themselves. For example, warning signs might
be placed along a controlled access announcing that a security-screening
checkpoint is coming up, just before a convenient opt-out or exit point.

Anyone avoiding the checkpoint can be watched for further examples of
self-incriminating behavior.”

DATA, DATA, DATA

The above predictions lead to two overwhelming necessities for the future— the
need for shared data and data mining capabilities. The biggest impact on criminal
investigations will come from what is being called “information fusion,” or the
marriage of data mining to data analysis. Coupled with appropriate software and
decision support programs, information fusion will enable users to make sense of the
vast and confusing volume of data that will be available.

Consider that 13 million gigabytes of information are added to the world’s
databases every day; a sizeable proportion can be used for criminal and/or terrorist
purposes. Our current manual processes of sorting through individual data files, paper

or electronic could never touch anything more than a tiny fraction of the available and
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useful data. Information fusion will provide the only effective means for exploiting
the use of all this data.

Once collected and analyzed, human/machine interfaces will be needed to
actually display the information derived from the information fusion processes.
Augmented reality, linguistic user interfaces (programs that allow us to talk with
computers to control them and access information instead of pointing and clicking
with a mouse), and advanced computer displays are also on the horizon. Think of the
movie “Minority Report,” in which investigators intuitively manipulate and interact
with information using large displays and their hands, and you begin to see what the

future holds in this arena.

TIMELINE

While technology will make the police officer’s job safer and, in many cases
easier, it cannot take the place of the police officer. Human interaction and an officer’s
sound judgment will always play key roles in proper policing. Just the same, the
promise of technology warrants a “best guess” look at when some of these intriguing

changes will come about.

2011

* Most government services will be delivered on the Internet.

* Crime mapping and crime analysis information will be transmitted

directly to patrol cars.

* Most police cars will be equipped with accident avoidance sensing

devices.

» Experimental robots will patrol buildings for fire and theft prevention.

222



 Data storage created with nanotechnology will allow smaller and more

portable computers for police use while on patrol.

 Additional non-lethal options for subduing violent criminals will be

available.

* There will be widespread use of surveillance cameras to monitor public

venues.
* ID cards will be replaced by biometric scanning.

* Further testing of unmanned drones patrolling over cities will continue

on a case-by-case basis.
* Virtual nations such as al Qaida will be prominent.

* Private security companies will perform more police duties such as traffic
control, court protection, specialized investigations, alarm response, and
community organizing.

* Autocratic management will be abandoned in law enforcement.

* More DNA computer information will become available, allowing for

greater accuracy and certainty in prosecuting and convicting criminals.

2016

» World population will hit 7.1 billion, with half living in urban areas.
* Terrorist attacks will become more violent.
» Wearable computers will be standard equipment for the police.

* Emotion control chips will be available for imbedding in criminals.

2021
* More than 16 percent of population in U.S. will be over the age of 65.

* More than 38 percent of the U.S. population will be minorities.

* 95 percent of the world’s population will be located in developing countries.
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2025
* The computer named Cyc (see Robots and Rats, above), will develop

common sense and be able to communicate with humans.

2029
» Computers will pass the Turing test, proving they have human level

intelligence.

2031

* Vehicles will drive themselves.

* 20 percent of the U.S. population will be 65 or older.

2040
* The World population will be double that of 2002.

2050
* A new generation of law enforcement officers will welcome change that
frees them from “old” systems and procedures in police work; and the

technology and systems of 2006 will be “history.”

» The population age 85 or older will be five times that of 1995.

The march of technology is relentless. It will bring improvements to law enforcement
that could not have been imagined even a few years ago. We will be faster, smarter and
more efficient. While we can predict with some accuracy what the future holds in
technology, the overarching question that cannot be answered at this point is whether

our country will have the political will to use the tools that will be at our disposal.
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Chapter Eight
THE FUTURE OF LAW ENFORCEMENT INTELLIGENCE

David L. Carter & Joseph A. Schafer

EXECUTIVE SUMMARY

Recent domestic and international events have illustrated the need for law
enforcement to develop and maintain an intelligence function. This chapter explores
the future of the intelligence function, focusing on state and local agencies. The authors
begin by defining information, intelligence, and the intelligence function, distinguishing
between national security and law enforcement intelligence. These basic definitional
and conceptual issues are critical for understanding how intelligence is derived,
processed, and used by state and local departments. In particular, it is critical to
understand the difference between information (raw data that is the input for the
intelligence analysis cycle) and infelligence (an analysis process and product generating
actionable knowledge).

The chapter continues by articulating why an intelligence function is needed in
state and local law enforcement agencies. This is coupled with a primer in law
enforcement intelligence. Having an intelligence function or capacity does not mean
that every department will have a designated unit with full-time intelligence officers
and/or analysts, although this may occur in some medium and larger jurisdictions.
Rather, state and local agencies need to develop the capacity to collect, manage, and
share information with appropriate members of the intelligence community. These

agencies also need to have a basic understanding of the language and processes of
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intelligence analysis so that they can receive and accurately interpret intelligence
products derived by others.

The authors conclude by examining the future of law enforcement intelligence
in two realms. First, consideration is given to how existing and emerging technologies
can facilitate and enhance information collection and management, data analysis, and
intelligence production and dissemination. Recent advances in software and Internet-
based communications have made it easier for even medium and small agencies to
develop an intelligence function. This ability can not only contribute to global and
domestic security, but it can also improve the acquisition and use of information to make
local police operations more efficacious. Second, the authors discuss the changes that
will need to occur in the coming decade to make law enforcement intelligence a more
integral and dynamic component of modern policing in American communities.
Intelligence at any level is not a panacea, but it has the capacity to build upon existing
police methods and resources to allow agencies to better serve their communities. It
must be recognized that each agency not having an effective intelligence capacity
represents a weak link in the ability of American law enforcement to effectively and

comprehensively share information that will provide for stronger homeland security.

INTRODUCTION

Kansas City, Missouri. 2020.
Information is received by the CIA that a group of militant
Chechen separatists, that include people with military training, plan a

terrorist attack in the United States in retaliation of the U.S. support of
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Russian troops that quelled a violent uprising in both Chechnya and
neighboring Georgia. Many of those in the uprising were killed during
extreme violence in the joint Russia-U.S. military initiative. Further
information is received from the Defense Intelligence Agency and the
National Security Agency that validates the threat, with the probable
target being Whiteman Air Force Base, Missouri, the only base in the
U.S. housing the B-2 stealth bomber.

The intelligence from these diverse sources is sent to the
Terrorism Threat Integration Center (T-TIC) where information on
potential persons who could be involved in the attack is integrated with
the known facts related to the threat. Because the attack is on U.S. soil,
the FBI Intelligence Directorate assume responsibility as the lead agency,
preparing both classified intelligence reports and law enforcement
sensitive (LES) reports that may be disseminated to law enforcement
officers who do not have a security clearance. The classified reports are
sent to the Joint Terrorism Task Forces and the FBI Field Intelligence
Groups via the FBI’s Internet Protocol-based (IP) INTELLNet secure
intelligence system. The LES reports are distributed to state, local, and
tribal law enforcement within selected user-defined regions where the
greatest threats exist, via the Homeland Security Information Network’s
(HSIN) Secure Law Enforcement Portal that is operating on a merged
LEO and RISS.NET backbone using Internet-3 Protocols and XML

tagging. This process permits secure information to be disseminated to
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those who “need to know” the information on both wired and wireless
secure devices.

The immediate threat analysis and information management is the
responsibility of the Missouri Law Enforcement Intelligence Fusion
Center in Kansas City where the FBI Field Intelligence Group is also
housed. The Fusion Center operates on paperless input, analysis and
dissemination of text, image, audio, and video data. All new leads and
changes in threat status that are LES are electronically “pushed” to state
and local officers with classified versions “pushed” to the FBI
Intelligence Directorate who manages the information exchange for

T-TIC and Air Force Intelligence.

The intent of this future scenario is to illustrate how both law enforcement
intelligence and national security intelligence would be managed to deal with an
imminent threat of a terrorist attack. It incorporates the importance of providing real
time information to state and local law enforcement officers as well as the national
security Intelligence Community. Moreover, it demonstrates how the information can be
exchanged while keeping the necessary divisions between the two types of intelligence.
Using next generation [P-based protocols, information can be placed in the hands of
those who need it via “push” technologies. Collectively, this intelligence process and
technologies manage the threat while meeting legal standards.

The September 11, 2001 terror attacks shed light on the need for more and better

intelligence to preserve security and prevent terrorist attacks. While much public attention
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has focused on intelligence at the federal level, considerable steps have been taken to
expand the use of intelligence as a resource and a tool for state, local, and tribal law
enforcement agencies. The National Criminal Intelligence Sharing Plan (2004) has
articulated the philosophy of Intelligence-Led Policing (ILP) to enhance when and how
information and intelligence are used by all levels of law enforcement agencies. ILP
calls for the development of an intelligence function in agencies where it is absent and
may redefine the intelligence function as it exists in other departments (Loyka, Faggiani
and Karchmer 2005).

The benefits of the enhanced use of law enforcement intelligence are not limited
to the detection and prevention of terrorist incidents. Police agencies first used
intelligence systems to support the investigation of organized crime. Indeed, although
the main purpose of implementing ILP may be to ensure homeland security, for
many agencies the greater benefit may be the enhancement of successful criminal
investigations. This chapter considers the future of law enforcement intelligence,
particularly in state, tribal, and local agencies. We begin by briefly defining law
enforcement intelligence and articulating the need for an intelligence function in local
agencies. This is followed by a cursory overview of how the intelligence function
works, including consideration of management and civil rights issues. We then discuss
how current and emerging technologies might enhance the intelligence process. Finally,

we consider how the above scenario might come to fruition.

DEFINING LAW ENFORCEMENT INTELLIGENCE
If anything, discussion of “intelligence” in the aftermath of the 9/11 attacks has

further clouded the murky understanding most people have of this concept. The notion
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of intelligence and intelligence operations likely conjures images of clandestine, high
technology, risk-taking ventures aimed at generating sensitive information about terrorists,
politicians, top-secret government plans, crimes, and criminals. While there may be
some margin of truth to these images, they focus more on some methods for obtaining
national security intelligence (NSI) than the more common methods and goals of law
enforcement intelligence (LEI).

As a tool used by police agencies, LEI is intended to further equity, efficiency and

efficacy through achieving three basic goals. LEI is used in the hope of aiding the:

* Development of evidence for prosecution of criminal cases.

* Identification and seizure of illegal commodities (contraband and fruits
of unlawful transactions).

* Development of information to direct the allocation and deployment of

law enforcement resources. (Carter 2004b, 1)

In state, local and tribal law enforcement agencies, the intelligence function is an
analytic process that produces information about crime and/or criminal enterprises to
further criminal investigations. Properly applied, the intelligence function also supports
management decisions.

The images most people associate with the term “intelligence” and the issues
discussed by the 9/11 Commission (National Commission on Terrorist Attacks upon
the United States 2004 — hereafter “9/11 Commission”) and other recent political
entities are more closely aligned with the methods and objectives of national security
intelligence. NSI is the collection and analysis of information concerning the

relationship and homeostasis of the United States with foreign powers, organizations,
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and persons. Its focus is on political and economic factors, as well as the maintenance
of the safety and sovereignty of the United States (Carter 2004a). Much of the
“intelligence” discussion surrounding the 9/11 attacks involve problems in existing
NSI systems. Further complicating our understanding of law enforcement intelligence
is the overlap in federal agencies involved in NSI and LEI. For example, the Federal
Bureau of Investigation is involved in both the NSI and LEI processes, and the

advance information known to them about the 9/11 attacks include both NSI and LEI.

State and Local Law
Enforcement : Judicial .

Criminal Law Enforcement

Federal Law Enforcement

Law Enforcement and
National Security Roles

Intelligence Communi IC

National Security
Responsibilities SECURITY

Although there are some similarities in their methods, LEI and NSI work to achieve
goals that, while sometimes complementary, are distinct (Figure 1). LEI seeks to

support law enforcement operations, including solving crimes and more efficient
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organizational operations. NSI is focused on matters of national security, and political
and economic stability. NSI and LEI are also subject to different levels of legal
oversight. Because it is used by law enforcement agencies, LEI is subject to more strict
legal standards and restrictions. Intelligence used in criminal investigations must meet a
high burden of proof. In contrast, NSI is typically used to support decision making in
the executive branch of government; as a result, it does not have to meet a strict legal
threshold. NSI is also more flexible and responsive to change because it exists in a
political environment driven by presidential policy. LEI, on the other hand, exists within
organizations subject to Supreme Court rulings, making change slow.

In order to understand the LEI process, it is important to appreciate the distinction
between intelligence and information. Information is passive; it is the data that enter
into the intelligence process. Intelligence is active; it is an analytic process that converts
information into a product that is actionable (Carter 2004a; Ronczkowski 2004). As a
DEA Intelligence Chief related to this chapter’s lead author, “intelligence isn’t just
information—it’s a way of thinking; it’s a logical thought process which permits you
to take all kinds of diverse information and put it into a coherent, integrated form that
produces evidentiary information” (Carter 2004a, 140). Information is the input, while
intelligence is the process and output.

Consider the following example. An investigator in a local department learns that
John Doe is seeking to purchase three firearms from a licensed firearms dealer. This is
information that, by itself, does not direct the agency to take any particular course of
action. To build on the example, however, imagine the investigator acquired the following

additional information: John Doe is a convicted felon; Doe attempted to purchase these
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firearms without proper federal and state paperwork and approval; Doe is known to
associate with Harry Smith; and, Smith recently offered a local contractor $1,000 for the
blueprints used in the construction of a bank. By taking this information and considering
how the individual pieces fit together, the investigator can develop intelligence on a
crime possibly being planned in the community. Simply having bits of information does
little to further police investigations or planning. Police departments have historically
done a tremendous job warehousing information, with little consideration of how that
information might be examined to “connect the dots” in order to better understand crime
and community circumstances. Being able to take those bits of information, however,
and forecast, correlate, offer supposition, and/or direct further investigation, is the
hallmark of the intelligence process. This process, of course, involves more than merely
creating computerized databases (high tech versions of the “black hole” data acquisitions
historically seen in policing). Intelligence only occurs when a high degree of human
involvement occurs; trained personnel must transform information into actionable,

useable insights into people, places, and circumstances.

ARTICULATING THE NEED FOR AN INTELLIGENCE FUNCTION

The 9/11 Commission’s final report (2004) describes the intelligence failures
that contributed to the success of the terror attacks and articulated recommendations
for improvements to enhance future NSI and LEI efforts. Many of the needed changes
identified by the 9/11 Commission are suggestions comparable to those issued by a
range of state and federal commissions during the past forty years. For example, calls

for enhanced intelligence functions in state and local agencies can be traced back to
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various federal commissions from the late 1960s and early 1970s.! It should not be
assumed, however, that the “old wine in new bottles” nature of these recommendations
means that they will not, or should not, be heeded. Indeed, the best evidence suggests
that progressive agencies will examine ways to adopt the LEI-related recommendations
put forth by the 9/11 Commission and other intelligence-enhancement bodies convened
in response to the terror attacks.

By 2020 the expansion of intelligence functions within American law enforcement
agencies will be important for reasons that go beyond dealing with terrorism and
homeland security. Although intelligence supports these functions (and much of the
push for expanded LEI is because of concerns with these problems), it also contributes
to improved investigations and responses to crime and criminal enterprises, and local
responses to natural disasters. The intelligence function can serve two broad purposes

within law enforcement agencies:

Prevention (Tactical Intelligence): This includes gaining or developing

information related to threats of terrorism or crime and using this information
to apprehend offenders, harden targets, and/or employ strategies that will
eliminate or mitigate the threat.

Planning and Resource Allocation (Strategic Intelligence): This includes

generating information to decision-makers about the changing nature of
threats, the characteristics and methodologies of threats, and emerging
threat idiosyncrasies for the purpose of developing response strategies and
reallocating resources, as necessary, to accomplish effective prevention.

1 For example, the Warren Commission’s report on President Kennedy’s assassination suggested the FBI improve its
“preventive intelligence” capacity (SEARCH Group 1985). Similar calls were issued in the aftermath and investigation
of the assassinations of Martin Luther King, Jr., and Robert Kennedy. Other calls for enhanced, expanded, and/or
reformed law enforcement intelligences were issued by the President’s Commission on Law Enforcement and the
Administration of Justice (1967), the National Commission on the Causes and Prevention of Violence (1969), and the
National Advisory Commission on Criminal Justice Standards and Goals (1973).
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In other words, the intelligence function supports investigative and planning
efforts within police agencies. Tactical intelligence is often exploratory and more
broadly focused than conventional criminal investigation. For example, an agency
may have a reasonable suspicion to believe a group has the intent, capacity and
resolve to engage in criminal acts. This reasonable suspicion, however, may fall
short of the probable cause standard necessary to allow arrests. Furthermore, there
could be compelling community safety reasons to keep an enquiry open to facilitate
the identification of other criminal offenders (particularly, leaders), methods,
weapons, and operations.

Both of these purposes (tactical and strategic) are enhanced by the policing
concerns emerging in the post-9/11 era. The 9/11 Commission (2004) focused on
the interface between federal, state and local agencies, particularly concerning
information sharing with and by the FBI. Intelligence processes must be understood
as extending beyond the organizational boundaries of any given agency. While
some information and intelligence is only legally and practically germane to a single
agency, a clear lesson learned from the 9/11 attacks is that agencies must do more
to share both information and intelligence. In other words, some intelligence and
information must flow reciprocally between agencies serving common regions and
concerns. This can mean that local agencies need to develop the capacity to recognize
potentially viable information and must have mechanisms in place to route that
information to other appropriate agencies (typically federal, state, or larger local
agencies). It also means that these other appropriate agencies need to feed relevant

intelligence output back to state and local agencies.
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The principle of information and intelligence exchange needs to work on a
variety of levels and with a variety of issues. For example, access to secure web
sites and information depends on the character of an agency, security clearances, and
the analytic capability of agency. Similarly, the types of information that is
exchanged with a regional intelligence fusion center may depend on whether an
agency has signed a memorandum of understanding (MOU) with the center.
Information needs to flow to appropriate agencies for analysis; the results need to be
disseminated back to appropriate agencies to allow organizations and officers to take
appropriate steps to mitigate threats.

Even within regions, agencies would enhance their efficacy by doing more to
facilitate sharing case details across jurisdictions. Criminal and terrorist organizations
rarely comply with jurisdictional boundaries. Unfortunately, the prevailing “protect your
turf” mentality in policing has resulted in little collaboration among agencies. The
Regional Information Sharing System (RISS) and regional intelligence fusion centers are
notable exceptions and other efforts under the Global Justice Information Sharing
Initiative? are changing the “protect your turf” culture.

Strategic intelligence examines crime patterns and crime trends for management
use in decision making, resource development, resource allocation, and policy planning.
While similar to crime analysis, strategic intelligence typically focuses on specific crime
types, such as criminal enterprises, drug traffickers, terrorists, or other forms of complex
criminality. Strategic intelligence also provides detailed information on a specified type

of crime or criminality. For example, terrorists cells related to al-Qaeda within the

2 http://it.oip.gov/topic.jsp?topic_id=8.
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United States might be described to the extent possible on their characteristics, structure,
philosophy, numbers of members, locations, and other distinguishing characteristics.
Similarly, a strategic intelligence report may document attributes of “eco-extremists”
by describing typical targets and methods used in their attacks. This information helps
police understand the motivations of the intelligence targets and can help in deploying
investigative resources, developing training programs for police personnel to better
understand the threat, and provide insights which may help in target hardening.

Such ongoing strategic intelligence keeps officials alert to threats and potential crimes
(Carter 2004a, 83).

For example, consider that 85 percent of critical infrastructure is in the private
sector (Carter 2004a). This makes it a challenge to identify critical infrastructure on
a local level; although President Bush has called for a national identification of such
facilities, amassing such information is clearly daunting. That critical infrastructure
is largely in the hands of the private sector makes it all the more important for local
agencies: to help determine what is in their jurisdiction (and to share this information
with appropriate federal agencies); to plan responses in the event of a risk scenario
(including terrorist attack, natural disaster, civil disorder, criminal activity, and
accident)3; to understand the risks and requisite security and emergency response
needs for each facility; to educate owners about security and risk management issues;
to education officers about safety and protocol concerns if a risk scenario occurs
(although it may not be clear who and how much information might be needed); and,

to develop relationships between concerned parties.

3 For some types of infrastructure in some communities, this may simply mean having a plan to handle the risk sce-
nario until better trained and equipped responders can arrive on scene.
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A “successful” intelligence process is about more than warehousing information
or even analyzing that information. To be effective, the intelligence process must
generate intelligence products (i.e. insights, predications, and correlations) that ultimately
end up in the hands of those who can take appropriate action; by extension, this also
means the output must be in a format that is understandable and useable. In its ideal
form saying that a law enforcement agency has an intelligence function means that an
agency has at least one person who is designated to receive and analyze information,
and disseminate work products based upon this process. In some agencies, however,
it will make sense to do more or less, based upon resources, jurisdiction size, and
local circumstances. A large agency may find that its intelligence function needs to
involve an entire unit of civilian and sworn personnel with the training to conduct
intelligence analysis and the resources to support such efforts. A small agency
may find its context and resources prohibit having a trained analyst, but this does not
prevent this department from developing the ability to provide acquired information
up-channel to appropriate federal, state, and/or other local agencies. All agencies
need to have the ability to receive and understand intelligence products, to understand
the language of intelligence, and to share and receive information, even in the absence
of an intelligence unit or designated intelligence officer/analyst. (National Criminal

Intelligence Sharing Plan 2004).

A PRIMER IN LAW ENFORCEMENT INTELLIGENCE
Many factors need to be considered in the development of an intelligence function;

however, there are a number of contemporary issues that are the “first among equals” in
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today’s environment. Part of the reason is a well-publicized history of past abuses
of information collection and record-keeping. As a result, there is careful scrutiny of
law enforcement intelligence operations by various “watchdog” groups and members
of the public. Moreover, modern police managers insist on careful accountability in
the intelligence function because of the responsibility to uphold citizens’ rights as well
as to reduce the law enforcement agency’s exposure to liability (Carter 2005).
Criminal Predicate

Lessons learned from a legacy of lawsuits against law enforcement intelligence
units dating back to the 1960s clearly demonstrate that information cannot be collected
about individuals and stored in an intelligence records system unless there is a criminal
predicate. In many situations, this is more difficult than it may initially appear. A
person who supports an unpopular cause, has radical beliefs, or expresses an ideology
that undermines America’s founding principles may be distasteful; however, this is their
constitutionally protected right. As such, law enforcement may not keep intelligence
records on such persons — even personally-held records in the possession of unit
personnel — unless there is a “reasonable suspicion” that is documented in the records’
system that demonstrates the person is, or may be, involved in criminal activity.
Intelligence Records Policies and Procedures

Because of the need to ensure that intelligence files are controlled to meet
constitutional standards, the law enforcement agency must establish policies and
procedures concerning the collection, assessment, storage, dissemination, and purging
of criminal intelligence records. Law enforcement agencies that receive federal

funding for a multi-jurisdictional intelligence records system are required to adhere to
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the federal regulation, 28 CFR Part 23 (see Institute for Intergovernmental Research
n.d.). This provision establishes guidelines for data submission/entry, security,
accessing the system for inquiries, disseminating information, reviewing records,
and purging data. While single-agency and non-federally funded systems are
exempted from the regulation, adhering to the standard is good practice and could
be used as an affirmative defense should a liability lawsuit be filed against the
unit on factors related to records keeping. Perhaps the best model for translating
this regulation to policy and procedures is the “Criminal Intelligence File Guidelines”
prepared by the Law Enforcement Intelligence Unit (Law Enforcement Intelligence
Unit 2002). The provisions of this model have withstood the test of challenges
and are comprehensive in their nature.
Collection Issues Related To Extremists

Permeating both the criminal predicate and records system issues is the
collection and retention of information about people who are protesting issues in
support of positions that are viewed as “extreme” and may conceivably result in
violence, criminal disorder, or property damage. The problem is that the existence
of a criminal predicate is often unclear. It is difficult, if not impossible, to determine
when members of a demonstration may continue a vocal, yet lawful, protest versus
those who commit a criminal act, sometimes out of spontaneity. Often more
problematic, for political rather than legal reasons, is having an undercover officer
attend an open planning meeting of a protest group to identify participants and
assess the probability of unlawful actions.

On one hand, collecting information on people in situations where criminal activity
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is only a possibility, may be a violation of their civil rights if no crime(s) occur(s) and
the records are not purged. Conversely, not collecting the information may be negligent
should community security become compromised if violence or property damage
emerges from the event.

The types of information that should be collected relates to the establishment
of a criminal predicate; the ability to identify and apprehend criminal law violators; the
gathering of evidence and witnesses to support prosecution; and the ability to ensure
community safety is not compromised. To best accomplish these goals, there should

be clear procedures and training to deal with these issues. For example:

1. There should be written guidelines and training on specific provisions
of substantive law, including elements of the offenses, which may arise

from a protest or demonstration.

2. Personnel should be instructed on making detailed documentation
of observations and actions that support the elements of offenses
and exclude observations and statements that are First Amendment

expressions and non-criminal.

3. A supervisor should approve an information collection plan, including
each incident wherein meetings are monitored, and review and approve
reports. Information that does not support the elements of the offenses

or aid as evidence should be purged.

4. Collection methods should use the least intrusive means available.
Photographs and video recordings that are not evidentiary in nature nor
support a criminal investigation should be purged after such determina-

tions are made.
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5. If the surveillance is based, in part, on the fact that affiliate groups
and/or persons within the group have criminal law violations in the past
while participating in similar situations, these records should include

appropriate documentation.

6. Any compelling community safety issues should be fully articulated.

These recommendations are, perhaps, the most restrictive approach to information
collection under these circumstances. They are nonetheless presented as an avenue to
afford both the strictest protection of citizens’ rights and the greatest protection to the

agency from liability.

TECHNOLOGY AS A TOOL IN FUTURE DEVELOPMENTS

Intelligence cannot exist without the acquisition and processing of
information; it is virtually impossible to deal with the management and sharing of
information without considering technological implications. Current and emerging
technologies can and will enhance how agencies and personnel obtain, analyze,
and share information, while redefining how intelligence is disseminated to field
personnel. Digital communications and networking are changing when and how
police communication occurs. The proliferation of computers and the emergence
of analysis software provide the potential to augment information collection,
automate portions of the analysis process, and improve intelligence work products.
Information is the currency of intelligence and technology is changing how this

currency is capitalized and “spent.”
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This section serves as a primer for concepts, trends, resources and issues
concerning information technology and intelligence. Exploring future technologies
and their applications is often a difficult process (see Cowper’s chapter elsewhere in
this volume). Anticipated changes and advances do not always take place or occur
with anticipated rapidity. For this reason, we focus on how existing technologies
can be applied in a broader and more efficacious manner.

Software to Aid the Intelligence Process

As with any other aspect of police management, there are a number of vendors
who will develop proprietary software for intelligence records, analysis, and secure
electronic dissemination.# For most medium and small agencies, the expense of these
systems may be prohibitive. There is, however, a wide array of “off the shelf” software

packages that can be used to aid the intelligence function. These include:

 Databases: A law enforcement agency can use commercially available
databases to create an intelligence records system that is searchable on a
number of variables (e.g., names, addresses, dates, offense types, etc).
Most current databases permit the user to custom design the variable
fields (defining the variable, its format, its length, etc.) and include
images as well as text. Software designed for general data management
purposes can be a useful tool for collecting, organizing, and analyzing
basic forms of information. Suitable programs may be part of the

standard software package included with the purchase of a computer.

4 Discussion of or reference to specific software products and/or information services in this section should not be

considered an endorsement of the product by the authors, editor, or publisher. Rather, the references are illustrations
to supplement discussion of the issues. See the summary of Information Technology Initiatives of the U.S. Office of
Justice Programs at http://it.ojp.gov/index.jsp as well as the International Association of Chiefs of Police Technology

Clearinghouse at http://www.iacptechnology.org/.
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 Spreadsheets: The analytic capacity of most current versions of
spreadsheet software is reasonably robust. For example, data from an
open register can be entered and compared, complete with different
graphing options, to identify associations and trends. Virtually any kind
of data can be analyzed and converted to bar graphs, scatter plots, line
charts, area charts, radar graphs, surface charts and other graphing
options to both aid in the data interpretation and presentation.
Programs currently in use to support other agency functions (records
tracking, budgeting, scheduling, deployment, etc.) may be suitable for

use in support of the intelligence function.

* Mapping Programs: Inexpensive mapping software, such as Microsoft
Streets and Trips or Microsoft MapPoint, can be very useful for both
analysis and presentation of intelligence data. The maps can be used for
strategic intelligence illustrations of any geographic-based variable of
interest (e.g., people, groups, meetings, commodity distribution, trafficking
of contraband, etc.). In addition, programs such as these have integrated
databases that, although typically limited in character, nonetheless provide
sufficient capability to include descriptive information about entries on the
map. Each new generation of mapping software improves the accuracy and
coverage of the product, making most “off the shelf” programs useful, even

in small town and rural areas.

Statistical Programs. For strategic analysis, statistical software with a
graphic capability is very useful. Perhaps the best known, and most
powerful, is SPSS.> To be most effective, the SPSS user must have a
sound knowledge of statistics. Most undergraduate and graduate courses
in social science statistics use SPSS in the process of teaching students;
although not training in the conventional law enforcement sense, officers
assigned intelligence functions may be well-served by completing such

a course at a local college or university. There are a number of other

S http://www.spss.com/
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statistical analysis programs, often at a lesser cost and somewhat easier to
use. The tradeoff is that most of the less expensive and easier programs

have fewer analytic features and options.

Intelligence Analysis Software: Software to assist in organizing, collating,

integrating, and presenting data for analysis is an invaluable tool. Perhaps
the most widely used analytic software is I2 Investigative Analysis
Software.® 12 allows users to organize and analyze information; although
in many ways similar to conventional database and spreadsheet programs,
the software is designed to specifically support information management
and analysis. This software also has numerous applications that assist

in the preparation of intelligence work products. For a law enforcement
agency that is able to have an intelligence analyst on staff, analytic
software is an essential investment. Generally speaking, to maximize the
use of this software, analysts need to attend training programs offered by

the software vendors.

Word Processing: An essential element of the intelligence cycle is the

dissemination of information to consumers who can make use of that
knowledge. It is not enough to collect and analyze information; resulting
intelligence insights need to be passed along to others. In most state and
local agencies, the intelligence function needs to support the production
of written reports of various formats and lengths. Pre-loaded or
inexpensive programs can aid in this process and most computer-literate

officers can easily prepare an adequate product.

Data Visualization: In the course of preparing written and oral briefings

analyst frequently employ software to provide visual depictions of complex
data and/or relationships. Such visualizations can be provided using a

number of general-purpose software packages, including RFFlow” and

6 http://www.i2.co.uk/Products/

7

www.rfflow.com
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Microsoft Visio. Visualization software may not facilitate data analysis
and may not be specifically designed for crime and police data. These
programs do, however, allow users to translate analysis and output from
other software packages into understandable depictions (e.g., link
analysis, link matrices, event matrices, telephone call analysis, activity

and commodity flowcharts, etc.).

Presentation Programs: Analysts also use a range of preloaded and
purchased presentation programs in the course of preparing briefings and
reports. Technological advances have made it far easier to use multimedia
presentations to communicate information to consumers. Rather than
simply delivering an oral briefing, analysts may use software such as
Microsoft PowerPoint or Corel Presentations to collate tables, charts,
figures, maps, diagrams, tech, and digital media. While information
contained in multimedia presentations may not be substantively different
than those found in their “low tech” predecessors, it might be more

accessible and understandable to the consumer.

Information Technology Management

Beyond the software applications discussed above, current and emerging
information networking technologies are also reshaping how the intelligence process
operates. Although the intelligence analysis process remains largely stable, technology
is advancing how information is acquired, shared, transmitted, and disseminated.
These changes have the potential to improve the efficacy of LEI, but they also raise
new legal and privacy concerns. With each passing year, networking technologies
continue to advance; more data can be transmitted at a lower cost with fewer errors.
In the coming decade we will certainly see the continued proliferation of wireless

computer and network technologies in everyday life. The Internet, now a staple for
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many Americans, will become even more widely used as it becomes easier and more
common to conduct research, plan, organize, communicate, and live from day-to-day
in a world marked by increasingly seamless virtual and physical integration. These
broader technological advances open new doors for information sources, acquisition,
management, sharing, analysis, and dissemination3.

Through the mid-1990s information sharing between agencies typically occurred
via the physical transmission of case materials, telephone calls, or physical meetings.
Computers assisted in these processes; however access and application were limited,
particularly for users in small and medium-sized jurisdictions. The increasingly lower
costs of networking technology and the commonality of Internet protocols for information
sharing (in all sectors of industry and government) create new potentials. Increasingly, our
vision of LEI is not simply discrete units/designees working in departments across the
country and occasionally sharing information and analysis. The future of LEI is the
establishment and refinement of a network. Agencies and their designees will not work
in isolation; new technologies create the possibility for information and intelligence
products to be shared in real time (subject to legal and security restrictions). Agencies
increasingly enjoy the ability to share text as well as images, audio, and video, giving
new depth and texture to intelligence information and products. As agencies develop

these networks, two important elements must be kept in mind.

8 The Internet creates many opportunities to facilitate investigations and analysis, but it also creates challenges for
police organizations and the intelligence community. The Internet contains a wealth of information, some of which
is of value, but much of which is incorrect, invalid, or simply erroneous. Investigators and analysts need to use care
to ensure the validity of information gleaned from the Internet. The Internet has facilitated a tremendous advance
in our ability to access information, a situation that also creates considerable concern over privacy rights. Finally,
there is a wide range of unresolved legal and ethical considerations concerning the use of “open source” information
in support of LEL
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First, with the pervasive presence of computer crime and unauthorized network
intrusions,’ it is essential that exceptional security be built into any network. The significant
growth of wireless networks and Bluetooth peripheral connections only serve to aggravate
the security problem. Among the security issues to be considered are: security and quality
control for information entering the system; the physical security of devices (computers,
and peripherals) used in the intelligence process; protocols for who has access to
systems, information, and facilities (this includes officers who are not assigned to
intelligence duties and non-sworn support personnel); computer system security,
integrity, and encryption; and, monitoring the access and use of information and
systems to ensure protection from external threats and internal misdeeds.!0

Second, facilitating information exchange requires a certain measure of
compatibility among LEI functions. Significant recent advances have been made by
the Global Justice Information Sharing Initiative, a federal project launched to further
the proliferation of LEI and to enhance the efficacy of these efforts through improved
information sharing.!! Global has done a significant amount of work in developing
consistent definitions, protocols, and data standards — including the XML standard
for Internet protocols — to ensure system compatibility. The results will increase

connectivity, interoperability, and, consequently, better information sharing.12

9 Although security and access issues have been long-term concerns in the development of LEI, technologies add new
dilemmas and issues. See http://www.cybercrime.gov/ and http://www.crime-research.org/.

10 pata security standards need not only protect intelligence records, but must also conform with legal issues, such
as the data security standards of 28 CFR Part 23.

11 gee http://it.ojp.gov/topic.jsp?topic_id=8 for information and documents.
12 For more information on the Office of Justice Programs’ Information Technology Initiatives or the Global Justice

XML Data Model at http://it.ojp.gov/
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HOW DO WE MOVE TO WHERE WE NEED TO GO?

To meet these goals of seamless, reliable, secure electronic data exchanges as well
as the creation of a knowledge base of LEI among personnel at all levels of American law
enforcement agencies there are several challenges that must be faced. Perhaps, the most
fundamental, and critical of all challenges is that law enforcement agencies must recognize
the need and value of an intelligence capacity. Agencies that fail to recognize this are
unlikely to perceive the potential benefits of program development and training, regardless
of national standards. Providing an accurate understanding of the intelligence function;
moving beyond the “status quo” in policing to allow top leaders to embrace the need for
and value of intelligence; showing its value in counterterrorism and countering organized
crime; and establishing the necessity of having a complete law enforcement intelligence
“network” across the country are elements that must be confronted in this challenge.

In accepting this new standard for LEI, law enforcement officers and agencies
must develop a consistency in the meaning, use, and interpretation of critical terms and
phrases. Intelligence is often used generically, with different interpretations depending
on the experience and perspective of the user. Without a common lexicon, as well as
a consistent understanding of the products and processes associated with terminology
in the lexicon, there will be reduced levels of communication and less efficacious

information sharing.

Despite recent advances and the promise of emerging technologies, for the
foreseeable future LEI will remain a process couched on human interaction and
intervention. Computer applications and technology streamline and make efficient the

process of acquiring, analyzing, interpreting, and presenting information and intelligence
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to consumers. These processes cannot (and perhaps should not) take place in the
absence of human intervention. Existing technologies cannot replicate the actions,
decisions, choices, and strategies of a skilled and trained analyst. Computer networks
can augment, but not replace, the personal and professional networks developed by
those working LEI assignments. Further, while technology fosters the acquisition of
many forms of information, some of the most valuable investigative and LEI leads
are based on information gleaned through the interactions police personnel have with
suspects, witnesses, victims, and informants.

While it is the most common challenge confronting any new initiative, it
is necessary to note that sufficient resources must be devoted to the intelligence
function. Disparity of raw resources and/or the inability or unwillingness to devote
resources to the intelligence function will limit the ability of any intelligence
initiatives to be meaningful. Resources include personnel assigned to the intelligence
function, tools and equipment allocated to intelligence responsibilities, on-going
training, travel funds, support staff, and even office space and supplies. Not all
agencies will make a proportional investment. In turn, this will result in different
qualities of intelligence products, different capabilities for information sharing, and
different responses to information received. It should be noted, of course, that in
many cases the lack of resource investment may not be the result of indifference to
the intelligence function, but overall limited resources that must be rationed among
all police functions.

Training and re-socializing personnel is an essential ingredient for the

comprehensive evolution of LEL. In order for the intelligence training standards of
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the National Criminal Intelligence Sharing Plan (NCISP) to have an effect, the ability
to enforce the standards must be developed. With respect to this challenge, a major
obstacle must be overcome: If a law enforcement agency does not have access to
high-quality, effective training, the value of the standards is diminished. For the
training to be effective, those individuals providing the instruction must be subject
matter experts, be effective trainers, and have curricula that are consistent to the
standards. Regardless of how well the training standards are framed, if a law
enforcement agency receives substandard quality training or training programs

that do not adhere to the standards, the goals will not be met.

Another challenge is the recognition that in some agencies it is unlikely that an
intelligence capacity will be developed. If a law enforcement agency is incapable of
developing an intelligence function, then the effects of any standards for information
sharing and training are negated. There are several factors that are embodied in this
challenge. First is that the infrastructure of a law enforcement agency is incapable of
performing the intelligence function. The inability to develop and implement a strategic
vision, inefficient resource management, a poorly structured organization (such as either
over-specialization or under-specialization), and/or ineffective personnel deployment
may inhibit the ability of the department to create a functioning intelligence capability.
If a law enforcement agency is unable to perform the intelligence function because of
structural inefficacies, then standards are largely irrelevant for that agency.

Second is related to geographic limitations, to expertise and connectivity.
Despite the capacity for travel and the ability to communicate through networking

technology and digital wireless telephones, the fact remains that there are
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locations in the United States that are geographically isolated. Geographically
remote locales often are the last to receive training and technical assistance

on any issue. It could be argued that such locations have a lesser need for the
intelligence capacity. Conversely, such locations could also be attractive to
terrorists and criminals as a place to meet and develop plans and logistics under
the assumption that the law enforcement agency will not be as sophisticated or
equipped to deal with them.

The third factor is that personnel have no interest in the intelligence function
and/or do not feel the function applies to them. The experience of many who have
worked with law enforcement intelligence has found cases where agencies are well
managed, but simply do not believe the intelligence function is needed or, perhaps,
that it does not apply to them.

Fourth, past abuses of law enforcement intelligence and fear of lawsuits make
executives unwilling to create an intelligence function. Regardless of the rhetoric and
plans associated with the “new and improved” law enforcement intelligence, past abuses
are not easily erased from memory. Somewhat related to this challenge is the fifth
factor: political opposition within the community and/or by elected officials to having
an intelligence function in a law enforcement agency. While the will of a police executive
may be to create a new law enforcement intelligence unit, there are communities within
the U.S. that will not support a police leader who proposes such as unit.

Finally, different types of law enforcement agencies have different types of needs.
The eclectic nature of law enforcement agencies in the U.S. inherently serves as a limitation.

Beyond the layering of governments, there are many specialized agencies of which
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variability alone poses challenges of jurisdiction and applicability of generalized standards.
Whether American law enforcement agencies can overcome these and other challenges will
be critical in determining the state of LEI in 2020. As is often the case, the challenge lies
not in recognizing the barriers and limitations, but in developing strategies and acquiring

resources with which to overcome those circumstances.

CONCLUSION

Forecasting is always a tenuous activity — it is typically an educated guess based
on known social and demographic trends. However, a significant variable for which
there are limited reliable trends is the political environment. Despite these factors, the

authors have proffered three elements in looking at LEI in 2020:

1. An examination of a short yet significant trend in change and develop-

ments in LEI that were propelled by the terrorists’ attacks of 9/11.

2. Conservative forecasts of how these current trends will mature over the

next decade.

3. Potential obstacles to the realization of LEI goals and standards, notably
as articulated in the NCISP.

As is the case with any analytic activity, intelligence analysis and information
sharing can aid law enforcement agencies to work more efficiently and effectively. This
is particularly important in the new unfunded mandate of homeland security faced by

state, local, and tribal law enforcement agencies.
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Chapter Nine
POLICE INFORMATION MANAGEMENT

Sean P. Varano, Jeffrey M. Cancino, James Glass, & Roger Enriquez

EXECUTIVE SUMMARY

Information has played a central role in modern police organizations since data
collection procedures were first instituted in the early 1930s. The amount and complexity
of information, along with the sophistication of analysis, has evolved substantially over a
short period. While the collection and analysis of information was intermittent in the
early 20th century, it has become routine for many police departments. For example,

a 2000 survey of law enforcement agencies found that 60 percent of all agencies use
computer-driven records management systems, 40 percent have automated personnel
records, 32 percent maintain computer generated dispatch data, and 30 percent perform
computer-driven crime analysis. Although such systems are more common among
larger agencies, a sizable percentage of smaller agencies also reported extensive use

of information systems. While 80 to 90 percent of law enforcement agencies serving
populations of 100,000 or more reported using computer-aided crime mapping, 30 to
50 percent of agencies serving populations between 25,000 and 100,000 also employed
some form of computer crime mapping (Hickman and Reaves 2003).

Crime analysis systems, one type of information management system used in
police organizations today, have been adopted with considerable fervor over the past
decade. Not only have law enforcement organizations adopted such technology, many

report that these systems are important to their organizational missions. Mamalian and
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LaVigne (1999, 3) surveyed 2,004 police departments across the U.S. and showed
that 85% of the respondents indicted that crime mapping was a valuable tool for their
department. Recognizing the importance of information and technology, the federal
government established the Crime Mapping Resource Center (now the Mapping &
Analysis for Public Safety program) to educate and promote the successful management
of information and technology in ways that have wide-range social, political, and
economic implications for law enforcement and their constituents.

Computer-aided crime analysis is capable of revolutionizing policing by
creating a framework for integrating information, technology, and police resources.
Law enforcement organizations across the United States are using this approach to
address a host of community problems. Research shows that police departments
have linked information and technology to study violent, property and drug-related
crimes (Groff and LaVigne 2001), hotspot identification and police workload need
assessments (Rich 2001), and evaluate community policing initiatives (LaVigne and
Wartell 1998).

While the term “information technology” covers a wide spectrum of topics, this
chapter discusses the role of information and information systems in modern law
enforcement agencies. We briefly discuss the evolution of information management
from the pioneering Uniform Crime Report (UCR) to large scale federal funding
that has pumped millions of dollars into local and state police organizations to enhance
strategies for gathering and analyzing data. We also discuss the role that information
plays in police organizations, followed by the symbolic nature of information. Here,
information is characterized according to symbolic organizational accountability and

prestige. The subsections that follow identify other sources of information, such as
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Record Management Systems (RMS), dispatch systems, and intelligence systems (e.g.,
Field Interviews). The chapter concludes with illustrative (e.g., maps and figures)
accounts of the San Antonio Police Department’s (SAPD) strategies for using information
to better inform patrol operations. Finally, we argue that the future of policing is most
effective and efficient when information technology (i.e., its collection, process, and
analysis) is less reactive, and is applied at the patrol level in more proactive ways. For
example, the use of hand held wireless computers by officers is likely to be a common

police practice for the purpose of retrieving information in a timely manner.

HISTORICAL PERSPECTIVE ON POLICE INFORMATION SYSTEMS

As American policing evolved from the political to the professional model,
reformers recognized a need for: (1) the collection of information and (2) the use of
technology (i.e., software) to analyze such information. Professional model reformers
such as August Vollmer and O.W. Wilson endorsed a concept known as knowledge
based policing. This concept emphasized administrative efficiency and organizational
effectiveness via information and technology. Early technological advancements
included the introduction of motorbikes, vehicles, and later, the use of forensic science
to help solve crimes (Uchida 1993, 27). Advances were not limited to transportation,
however. Indeed, one of the more salient contributions during the professional era
was the use of mobile communication devices. For example, the introduction of
motorized patrol corresponded with the need for officers to stay in communication
with headquarters (i.e., dispatch). Police organizations accomplished this task by
developing two-way communication devices, which in turn, allowed officers to stay

in the field and respond to multiple calls for service.
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While police reformers recognized that collection of information would be a slow
and accumulative process, in 1930 it became a reality when the Federal Bureau of
Investigation (FBI) established the Uniform Crime Report (UCR). The UCR was the
first! systemic attempt to collect police data from jurisdictions across the United States.
The UCR served as a model for other data systems in the criminal justice system. For
example, in 1931 the Wickersham Commission praised the FBI and encouraged other
criminal justice agencies to model databases after the UCR (Dunworth 2000).
Arguably, the UCR can be viewed as a significant accomplishment in the criminal
justice system. The commitment to collecting and “digesting” crime data was important
in several respects. First, reformers were committed to efficient and effective policing
and crime data would shed insight into their own departmental operations. Second,
cross-jurisdictional data collection could reveal something about the relative “health”
of communities.2

While imperfect, the UCR remained “the [n]ation’s only barometer of crime
levels” (Dunworth 2000, 375) for the next three decades. The President’s Commission
on Law Enforcement and Administration of Justice in 1965 identified several
shortcomings regarding the quantity and quality of information collected within the
framework of the criminal justice system. While the UCR was an important measure
of crime trends, the Commission reported a gross underreporting of crime (i.e., dark

figure of crime) that made assessment of crime trends difficult. For example,

1 While the UCR was one of the first attempts to systematically collect crime data in the United States, Decker argues
the attempts to quantify crime data dates back to the early 19th century and possibly earlier (as cited in Dunworth
2000, 374).

2 Cross-jurisdictional comparisons of crime data are fraught with problems that could affect the picture of crime
including different crime definitions and different data collection procedures. Although the FBI has warned against
making cross-jurisdictional crime comparisons, it has been routinely conducted since the inception of the UCR.
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victimization surveys revealed crime to be extensively underreported. The Commission
solidified the need for timely, accurate, and meaningful information. In addition, the
Commission identified the federal government as a key player in coordinating such

data collection strategies (Dunworth 2000, 376). The federal government would go

on to spend millions of dollars in grants to increase data collection procedures across

police departments.

THE ROLE OF INFORMATION IN POLICE ORGANIZATIONS

Before proceeding further, it is important to distinguish between three
concepts: (1) information, (2) information management, and (3) analysis. Information
refers to a broad range of data available to police executives, patrol officers, and
administrative staff, such as crime events, victim/offender characteristics, criminal
histories, dispatch records, and the like. Information is used to evaluate recent and
emerging trends, forecast future events, prepare and present reports, and inform local,
state, and federal agencies. Information, however, is not exclusive to crime. For
example, police departments collect non-crime related information regarding police
personnel, performance indicators, and other work-related information (e.g.,
citizen-police complaints).

A related concept, information management, relates not only to information
itself but how the information is further utilized within police organizations. Thus,
information management refers specifically to types of technology devised to collect,
analyze, and report information. For example, a police department often has one

system to manage criminal incident and arrest data, a separate system to manage
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dispatch data, and a third system to manage administrative data. However, collection
of information does not necessarily ensure the capacity for the third concept: analysis.

From a practical perspective, police departments regularly characterize analysis
of information in terms of crime analysis. Crime analysis involves the collection and
processing of information for the purpose of problem solving and planning. Information
is analyzed in ways that represent spatial, temporal, and topological patterns of crime.
For purposes of this chapter, the terms information, information management, and
information technology are used interchangeably, and reflects the marrying of both
information and technology that produce an analytical outcome that police can use in
their daily operations. In the next subsection, we consider the role that information
management plays in police organizations by addressing its symbolic characteristics,
followed by the strategic and tactical role of information management.

The Symbolic Role of Information

Manning (2001) argues that information and technology are an inherent part of
attempts to “rationalize” policing. In this respect, information-technology is viewed
not just as a discrete process with specific functionality, but part of a larger institutional
shift in policing. In general, the early 20th century involved a broader movement
toward organizational accountability and rationalization; and policing was a beneficiary
of this movement. For instance, collecting and analyzing information created a more
bureaucratic work environment for police (Gaines, Worrall, Southerland and Angell
2003). Information is crucial to the rationalization process of policing; it is central to
budgeting, management, personnel allocation, and career guidance. Moreover, it serves

“the public in an explicitly calculative fashion” (Manning 2001, 84).
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Innovation in policing is driven by internal and external pressures to resemble
rationalized bureaucracies. There are “market-driven demands” placed on police
organizations to increase efficiency and effectiveness and information technology
plays a part in this transformation (Manning 2001, 88). Information technology is
characterized according to two distinct symbolic policing purposes: (1) formal
authority and (2) organizational respect and prestige.

Symbolically, information technology represents the formal authority system of
organizations (Manning 2003). Here, the quality or usefulness of information gathered
is not necessarily important. Instead, information represents organizational-technocratic
imperatives dictating that certain commands and processes are followed, regardless of
their practical application. Stated differently, information technology is bureaucratic
in nature and sets standards of accountability. Police case studies documenting the
degree of information technology initiatives support the conclusion that technology is
regularly underutilized (Skogan, Hartnett, DuBois, Bennis and Kim 2003). It is not
uncommon to hear officers’ frustrations about conducting field interviews (FI)3 because
such information is filed away and never analyzed. Officers are sometimes concerned
that FI’s serve a management versus crime fighting purpose.

Information technology also holds the symbolic potential for providing a degree
of respect as it implies access to resources, commitment to innovation, organizational
leadership, and a degree of sophistication among employees. A lack of information

technology can also signify a “backward” agency unable or unwilling to keep up with

3 A field interview or field interrogation (FI) is when an officer encounters an individual on the street that may or may
not be involved in delinquent/criminal activity. A field interview can be a useful way of documenting where and when
contact was made, but also document any other additional intelligence gleaned during the encounter. From an inves-
tigative standpoint, field interviews can be a way of documenting who frequents certain areas, associates of individ-
uals in the case where more than one individual is interviewed, or personal identifiers such as vehicles, style of dress,
tattoos, or other distinguishing marks.
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technological changes. For example, in 1992 the Commonwealth of Massachusetts
merged the Metropolitan District Commission (MDC)# police force with the
Massachusetts State Police in an effort to better coordinate resources. The
Massachusetts State Police absorbed much of the MDC personnel into their operations.
Former MDC officers deeply resented the merger because they were reassigned from a
technologically advanced organization with mobile computers to a department that was
technologically antiquated. A former MDC officer reported that “a good number of
patrol cars still don’t have mobile computers, nearly 15 years after the merger”
(O’Connell 2004). This attitude is reflective of the pride associated with being part

of “technologically advanced” organizations. Indeed, there is a history of assigning
accolades to public organizations based on their level of technology. New York Police
Department’s Compstat program has received awards from Harvard University

and recognition from former Vice President Al Gore due to their commitment to
implementing information-driven crime reduction and management practices
(Weisburd, Mastrofski, Greenspan and Willis 2004).

The Strategic and Tactical Roles of Information Management

While information technology is symbolic in nature, value lies in its ability
to increase organizational effectiveness and efficiency. The rapid development
in information technology “has promised and sometimes delivered significant
improvements in information processing capabilities” (Dunworth 2000, 379).
There are three areas where information and information management (as defined

by the ability to record and analyze such data) capabilities have the greatest potential to

4 The MDC performed, among other duties, primary patrol over urban roadways and most of the state owned
public parks.
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positively influence police organizations. Information management holds the potential to
help: (1) better understand cross-sectional and longitudinal features of crime, (2) assist
patrol through enhanced communication and remote connectivity, and (3) enhance
personnel management (e.g., problem officer early warning systems). For the purpose of
this chapter, we focus exclusively on crime analysis related data sources and analytical
strategies.>

Sources and General Applications of Crime Data

As discussed earlier, police reformers developed the UCR as a way of providing
a national crime measure. Recall that the UCR is limited because it only provides an

aggregate picture of crime levels. More precisely, it represents only aggregated crime
totals for predefined crime categories. For example, index crimes are considered the
most serious and include murder and non-negligent manslaughter, forcible rape, robbery,
aggravated assault, property crimes of burglary, larceny-theft, arson, and motor vehicle
theft.® Yet there are limitations to UCR data that hamper its practical application in
terms of tactical and strategic decision making (Maxfield 1999).

Police departments have more recently been developing record management
systems that collect additional elements about crime events such as temporal
characteristics, spatial locations, victim/offender characteristics, features of motivations,
and weapon involvement, none of which are reported as part of the UCR. Crime

information is often managed in Record Management Systems (RMS). Dunworth (2000,

5 Walker, Alpert, and Kenney (2001) describe how police information can be used to predict problem behavior
among police officers.

6 Included among the non-index crimes are negligent manslaughter, nonaggravated assault, forgery and
counterfeiting, fraud, embezzlement, stolen property, vandalism, prostitution, weapon offenses, sex offenses, drug
laws, gambling, etc.
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380) argues that a comprehensive and fully functioning RMS system “should include
crime and arrest reports, personnel records, criminal [history] records, and crime analysis
data.” RMS systems can also store information that is important to officer safety, such
as integrating weapon ownership information. In the case of domestic violence calls,
such information would be useful in determining whether residents of the location legally
own a firearm. A recently implemented RMS system in New Bedford, Massachusetts
includes facial recognition software that can scan individual digital images and identify
people who share common facial features but different names. These integrated systems
present functionality that centralizes most crime-related information.

The generation of crime data (e.g., dispatch, criminal incident, arrest data, etc.)
is usually initiated via citizen emergency calls for service to the police. In the case
where a citizen discovers a crime, such as burglary, they are likely to call “911” and
request that an officer respond to the scene.” The dispatch officer will determine the
priority of the call based on the seriousness of the crime, as well as whether the incident
is still in progress (a “hot call”). A police officer then responds to the crime, conducts
a preliminary investigation to determine whether a crime has been committed, and
“takes a report” if the decision is made that a crime has occurred. A police report
typically contains basic information about the complainant or individual making the
call, the location of the event, property damage information, victim information, and
any known information about suspects. In most cases, the preliminary reports are
handwritten on standard incident report forms at crime scenes.

The use of information systems for the purpose of recording crimes can vary

7 This typical scenario differs by crime type. While citizens usually bring crimes to the attention of the police, other
types of crime (e.g., truancy, curfew violations, drug sales/buys, prostitution, loitering, etc.) are more likely to be
discovered through proactive police investigations.
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across agencies. In some departments handwritten (or typed) reports are then sent to

a team of data entry clerks for data processing. Officers in other departments are
responsible for processing their own reports during their shift by returning to the station
and recording the information in the departmental records management system. In more
advanced departments officers have mobile data terminals or mobile computers in their
patrol cars that allow officers to complete the electronic submission of the report while
in the field.

Many larger departments, and some smaller agencies, have a specialized unit
responsible for managing crime and other data sources (Hickman and Reaves 2003).
These units are usually known by a name resembling “Management Information
Systems (MIS).” MIS units are comprised of sworn personnel and non-sworn
technical personnel who work in tandem to manage the large volume of information
that comes into police departments. Data entry personnel are usually included in
this unit. MIS units perform multiple functions that include maintenance of
infrastructure (i.e., equipment, networks, software, and communication systems),
data entry of police reports (if applicable), “cleaning data” by verifying the accuracy
of the entry, and other tasks. Organizationally, MIS units are located within the
administration (in contrast to enforcement) of police departments. The crime analysis
unit in the Detroit Police Department, for example, is located within the Major
Crimes Division while the Records Management Unit is located under the

Administrative Assistant Chief.8

8 See  hitp:/www.ci.detroit.mi.us/police/pdf/complete%20flowchart www-4.pdf for Detroit Police Department’s
organizational chart.
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Other Crime-Related Information: Dispatch Systems, Field Interviews, and Case

Management Systems

Police organizations collect and use a variety of information. The following
underscores three major information sources available to, and used by, police personnel.
These include dispatch data, field interviews (i.e., intelligence), and case management
systems. Police dispatch data are one of the most voluminous sources of information.
Dispatch systems are commonly known as “E-911” or computer-aided dispatch
(CAD) systems. These systems can be conceptualized as the link between citizens
and government services. Early 911 systems can be traced to the 1950s but were
not universally adopted until the 1990s where they are present in over 85% of all
jurisdictions (Dunworth 2000, 385).

From an organizational perspective, dispatch data reflect citizen requests for service.
Dispatch data do not necessarily provide an accurate picture of the total volume of
crime in a location, but instead, reflects the level of citizen service needs. Police are
often dispatched to a much larger volume of potential complaints than official crime
statistics reveal (Maxfield, Lewis and Szoc 1980). On average, the City of San Antonio
records approximately 85,000 official crime incidents per year, but over 850,000 calls
for service. A substantial part of this discrepancy can be explained by police officers
making the determination that a crime did not occur once they have responded to the
location and conducted an investigation (Klinger 1997).

In many ways, dispatch operations serve to filter information between the
police and public. Citizens requesting police services initiate such requests through

centralized dispatch centers (e.g., E-911 systems). While the nature of dispatch varies
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between agencies, dispatchers are responsible for directing non-emergency/emergency
calls. For some minor non-emergency situations the dispatcher might instruct a caller
to make a report at a local department substation or make a report via telephone or
internet-based report system. Dispatchers also determine if a call is a high priority
such as “man down” (presumably from a violent crime), “shots fired” or “crime

in progress” and assign the necessary patrol resources to handle the situation in an
expedited fashion. Dispatch data can be useful for determining police workload

and response time.

Field interviews (FI) are a source of information derived from police-citizen
contacts. As previously mentioned, police-citizen FI contacts serve as an intelligence-
gathering tool. Information is recorded on FI cards (actual card or other form)
that contain personal information of those contacted including name, date of birth,
residence, and other distinguishing features including style of dress and tattoos. FIs
can be useful for documenting individuals who, for example, “hang out” in high crime
neighborhoods or crime prone locations such as city parks or shopping malls. Field
interview forms also capture information on vehicles (e.g., make, model, year, and
vehicle identification number) associated with the encounter. Interviews are proactive
in nature and may prove useful in the future. More advanced RMS systems will
include a FI component that has the capability to query individuals and vehicles
against other data systems.

In terms of case management systems, police regularly collect and/or access
information that is managed by external third parties. Automated fingerprint

systems, national and state criminal history data, and firearm identification systems
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are regularly used by police organizations. Automated Fingerprint Identification
Systems (AFIS) collect and store images of fingerprints. AFIS systems are
coordinated at the state and national level. The Integrated Automated Fingerprint
Identification System (IAFIS) is a national database that stores ten-print fingerprint
images and integrates this information with criminal history information.
Fingerprints are collected for criminal (e.g., pursuant to an arrest) and non-criminal
(e.g., when individuals apply for employment requiring criminal history checks)
purposes. Prior to implementation of the IAFIS system in 1999, manual fingerprint
searches took approximately three months. Requests are now submitted electronically
and take approximately 2 hours, thereby increasing public safety.

The National Crime Information Center 2000 (NCIC 2000), a revised version of
the NCIC system, is maintained by the United States Department of Justice’s Criminal
Justice Information Center and provides a variety of information to law enforcement
agencies. Among these law enforcement services are criminal history, fingerprint
searches that query “wanted persons” files, and probation and parole information. The
enhanced NCIC 2000 system also supports graphical files such as mug shot photos,
images of signatures, and images of personal possessions (e.g., automobiles). In general,
the availability of digital images and other data elements can increase officer safety. For
example, the NCIC 2000 system includes interoperability features that directly interface
with mobile computer systems in patrol cars. Overall, NCIC 2000 represents an
assortment of sources for investigators and patrol officers. The efficacy of the NCIC

2000 system is highly contingent on the quality of initial data entry.
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Using Information in Police Organizations

The capacity of police organizations to collect information has evolved considerably
since the UCR. Government units have invested billions of dollars over the past few
decades to build the information-technology infrastructure for law enforcement. The
Office of Community Oriented Policing Services (COPS), one of the United States
Department of Justice’s major grant funding agencies, reports that it has committed over
$1 billion in technology grants since 1995 (Office of Community Oriented Policing
Services 2002). The COPS office allocated nearly $400 million to crime fighting
technologies in 2003 (United States Department of Justice 2005). Information
technology now represents a key area of police expenditures.

Information is the lifeblood of the modern police agency. In essence, the
collection and management of information plays a critical role in many police
organizations. Current technological infrastructures permit organizations to collect
and record a plethora of data. Such information has the potential to “revolutionize”
policing in ways not fully realized (Dunworth 2000, 379). The challenge presented to
executives and analysts is what to do with this information and, furthermore, how can
this data assist an organization in achieving multiple organizational goals. Related to
this challenge is analyzing data in ways that are useful for patrol officers.

Crime analysis offers significant ways to improve the daily operations of
law enforcement agencies. It provides the capacity for “systematic analysis of
data drawn from a series of criminal incidents rather than focusing upon a single
incident” (Dunworth 2000, 390). Reuland (1997) identified four functions of

crime analysis: administrative support, investigation, clearing, and prevention.
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Administratively, information can be used to create patrol officer deployment
strategies. Deployment strategies are commensurate with the size of the
jurisdiction, nature of the crime problem, and complexity of the organizational
structure. In smaller jurisdictions, for example, deployment strategies are relatively
one-dimensional (e.g., patrol officer). Large cities, in contrast, have to coordinate
coverage of multiple precincts and a variety of specialized units including traffic,
investigations, and administrative support.

Crime analysis is also useful from the perspective of crime prevention and
intervention. Police departments have invested heavily toward increasing their capacity
to successfully reduce levels of crime. Depending on the problem, an analysis plan
might involve dispatch data, incident/arrest data, information on probationers/parolees,
criminal history systems, and field interviews or other intelligence files. Information is
limited only by the data available to crime analysts and their creativity in understanding
how it can be applied.

In contemporary police organizations, specialized crime analysts may be sworn
police personnel or non-sworn civilians. It has evolved into a largely specialized
function that requires analysts who possess sufficient skills, analytical competencies,
and an understanding of police-related business (Hickman and Reaves 2003). In
smaller-to-midsize agencies, sworn officers who have demonstrated these competencies
are responsible for crime analysis. In contrast, in large departments, civilians assume
analyst roles. The following subsection describes ways that information and technology
are used within the San Antonio Police Department (SAPD) to help understand crime

patterns and trends.
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Crime Analysis in Action: San Antonio Police Department

“Knowledge” represents the “linchpin of effective crime control and prevention”
strategies (Glensor, Correia and Peak 2000, 123). Organizations can be differentiated
based on their ability to collect, analyze, and disseminate information. The challenge
faced by police departments is bridging the analysis of information with individual
officer decision-making in an intentional way (Greene 2000). Greene (2000) articulates
a model of moving the consumption of information beyond management, and down
to line-level officers providing policing services. Based on SAPD’s various kinds of
data collection, quality of Research and Planning Unit analysts, and overall use of
technology, we argue that such developments have the potential to influence data-driven
patrol operations.

The SAPD employs over 2,000 sworn personnel; approximately 1,000 are
assigned to patrol. Geographically, the city is divided into six service areas and 113
patrol districts (see Figure 1). These patrol districts vary in size from .3 to 26.3 square
miles with populations ranging from less than 1,000 to over 22,000. Each of the 113
patrol districts is manned by at least one officer per eight-hour shift throughout the
year. The geographic dimensions of patrol districts are drawn in such a way as to
normalize the anticipated workload. As Figure 1 shows, Loop 410 creates a beltway

around the City of San Antonio. This roadway represents the major route connecting

all of San Antonio.
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Figure 1. Service Area (n=6) and Patrol Districts (n=113) Maps of San Antonio, TX.
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To truly “revolutionize” policing as suggested by Dunworth (2000), information
technology must have the capacity to create data-driven patrol approaches. By data-driven
patrol, we are referring specifically to patrol and investigative strategies that are grounded
in temporal and spatial characteristics of crime. Crime analysis units and/or personnel
represent basic commitments to implementing data-driven patrol.

“Crime analysis” refers loosely to the analysis of crime patterns. There is no
commonly agreed upon crime analysis “template” or standardized analytical strategy
to address crime problems. Common strategies for presenting police information are
through summary statistics that document citywide crime frequencies. Table 1 shows
the total number of serious personal and property crimes that occurred in San Antonio
between 2002-2004. These crime codes do not represent an exhaustive list of all crimes
that occurred during the specified period; instead, they reflect serious crime categories
that drive community and law enforcement concerns. Considering the frequency of
different types of crimes, the data indicate that burglary is the most reported, followed

by auto theft, aggravated assault, and robbery.

Table 1. Yearly Crime Trends in San Antonio, TX.

Crime Type 2002 2003 2004 :;’0%‘3‘(‘)%2)
Murder 100 85 95 5%
Aggravated Assault 7194 4570 4948 -31%
Rape 264 537 677 46%
Robbery 2014 2071 2132 1%
Arson 582 550 538 -8%
Auto Theft 5743 6202 5667 1%
Burglary 13368 14619 14720 10%
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Another concern is crime trends. Trends represent an evolving change in crime
patterns. Table 1 presents the change in crime between 2002-2004. Interestingly, trends
were not consistent across crime types. For example between 2002-2004, San Antonio
experienced a 5 percent decrease in homicide and a 31 percent decrease in aggravated
assault, but witnessed a 46 percent increase in rape. For property crimes, there was a
10 percent increase in burglary, but an § percent decrease in arson and 1 percent
decrease in auto theft.

The information presented in Table 1 lacks tactical significance. This
information gives command staff or patrol officers no ability to understand
changing crime patterns faced in the past, thereby limiting any ability to make
changes in patrol strategy to address emerging crime patterns. Figure 2 presents
a snapshot of 30-, 60-, and 90-day crime trends based on the analysis date
of January 11, 2005. The table disaggregates many of the crime categories from
Table 1 into more distinct groupings. Murder, for example, is disaggregated into
capital murder, murder, and manslaughter. Robbery is similarly disaggregated
into aggravated robbery and robbery of businesses and individuals. The
“aggravated” designation refers to the use of a weapon during commission
of the crime. Disaggregating tactical crime trends gives additional insight

into emerging crime problems.
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Figure 2. Tactical Analysis of Recent Crime Trends in San Antonio, TX.
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Analyses of crime data focus on questions of when (temporally) and where
(spatially) crime occurs. Crime is not a social phenomenon that occurs at random.
Crime follows certain temporal patterns by time of day, day of week, and season. Traffic
problems, for example, may be more prevalent during early morning or late afternoon
when people are commuting to/from work. Citizen complaints for disorderly youth
might be greatest after school dismisses. In fact, research suggests that temporal
patterns to juvenile crime corresponds closely with school dismissal hours (Snyder and
Sickmund 1999).

The chart presented in Figure 3 represents temporal characteristics of 2004 armed
and unarmed robberies that occurred in San Antonio. The chart reveals the relationship
between weekday and time of day the robberies occurred. The three time categories
reflect periods between 8am-3pm, 4pm-11pm, and midnight to 7am.” Visual inspection
of the chart indicates an interesting data pattern. Late night robberies (those occurring
between midnight and 7am) occur on weekend nights and least frequently during
weekday nights. Robberies that occur on weekdays occur earlier than those that occur
on weekends. The smallest percentage of robberies occurred during day light hours
regardless of weekday. There was, however, a notable peak in robberies that occurred

during the workday on Mondays.

9 Each category goes through the end of a particular hour. For example, the first category covers the period between
8am and 3:59 pm. The three groups are exhaustive and mutually exclusive of one another.
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It is possible that such temporal patterns are influenced by land use. Robinson’s
(2004) notion of “spatial interplay” suggests that geographical concentration of crime
is associated with land use (e.g., commercial versus residential). Socialization
patterns may vary based on day of week, which increases chances of victimization.
Further inquiry into this situation could possibly reveal victims of weekday robberies
that occur between 4pm and 11pm are employees of local companies socializing
with colleagues who become unwitting victims. Similarly, robberies that occur on
weekend nights might be reflective of cultural norms that delay socialization patterns
to later on weekends. Nevertheless, understanding such temporal patterns provides
insight into how patrol resources should be deployed and how prevention efforts might

be implemented.

Figure 3. Temporal Characteristics of 2004 Armed Robberies in San Antonio, TX.

100%
80%
60%
40%7 O 12pm-7am
W 4pm-11pm
o/ |
20% O 8am-3pm
0%
] =] —
i £ € 2 £ & &
Day of Week

279



Crime also follows certain spatial patterns. The idea of crime “hot spots” for
example denotes that crime is not randomly assigned but instead is disproportionately

concentrated in certain locations. Most police departments divide their jurisdiction

99 ¢¢ 99 ¢¢

into smaller geographical units known as “zones,” “precincts,” “sectors,” or “
districts,” and assign officers to such geographical locations across shifts. The SAPD
divides the city into 6 service areas and 113 patrol districts (see Figure 1). Some
agencies use geographical units based on Census Bureau “tracts” or “block groups.”
Geographical assignments ensure that resources are not heavily committed to certain
areas, whi